ECE4112 Internetwork Security Lab Subjects:
Lab 1 OS Installation and Introduction to security tools

· Installing RedHat Linux Enterprise Work Station 4.0

· Installing VMware on your RedHat Enterprise 4.0 Host

· Installing RedHat 7.2 and Windows XP virtual machines

· Configuring the Windows XP virtual machine

· Windows XP Firewall Logging

· NMAP

· Nessus

· SuperScan 4
Appendix A: NAS problems

Appendix B: Writing NASL scripts

Appendix C: Search Engine Reconnaissance
Appendix D: Other Network Scanning Tools 

Appendix E: Sharing files between Virtual Machines
Appendix F: Sam Spade Tool (Windows XP)

Appendix G: Bastille Linux and Cheops

Appendix H: General Linux Tips

Lab 2 Password Cracking, Network Sniffing, Man-in-the-Middle attacks, and Virtual Private Networks (VPN)
· Installing and Using L0phtCrack on the Windows System

· Installing and Running John the Ripper on the Linux system

· Using Ethereal to sniff network connections

· Keyboard Logger

· Installing Ettercap 

· Installing Hunt

· Using ARP 

· Getting to Know Ettercap 

· Using Ettercap Passively to Sniff a Connection 

· Using Ettercap Actively to Disrupt a Connection

· Using Hunt to Hijack a connection

Appendix A: Installations

Appendix B: Hardening Passwords

Appendix C: VMware cloning

Appendix D: IPSec on Windows

Appendix E: IPSec on Linux

Appendix F: Fingerprinting VPN Server

Appendix G: Checking for SSH Version 1 using ScanSSH
Appendix H: Resetting root Password

Appendix H: Random Passphrases and Passwords

Appendix I: Windows Hijacker

Appendix J: Detecting Sniffers with AntiSniff

Appendix K: ARPWatch (Also used in Lab 3)

Appendix L: Rainbow Crack

Appendix M: Exploiting Autorun with a USB Drive

Appendix N: Using DSniff to Man-in-the-Middle (MITM) SSH v1 Connections

Lab 3: Address Spoofing, Denial of Service, Email Spoofing, and VoIP
· MAC address spoofing

· IP spoofing from Windows

· IP spoofing from a Linux machine

· DNS Spoofing and Denial of Service

· Monitoring for Spoofing Attacks

· TCP Spoofing and Denial of Service

· Denial of Service Attacks

· Email Spoofing

· VoIP Snooping

Appendix A: Further Hardening of Windows TCP/IP Stack

Appendix B: Additional Exercise on Protecting Windows Against Denial of Service
Appendix C: Additional Information on Email Spoofing

Appendix D: SIPSAK Session Initiation Protocol (SIP)Tool*
Appendix E: Investigating PayPal/Ebay/Bank Account Phishing

Lab 4: Buffer Overflows

· Experimentation with “Smashing the Stack for fun and profit” by Aleph One

· A Real World Exploit imapd 

· Common Vulnerabilities Buffer Overrun

· A Contemporary Vulnerability DCOM RPC 

· Libsafe – A Stack Buffer Overflow Preventive Measure

· Obtaining Administrator Privileges on Windows using a Buffer Overflow Attack 

· Watching a Buffer overflow in action

· Automated Toolkits to Write Buffer Overflow Exploits Metasploit Framework

Appendix A: Smashing The Stack For Fun And Profit
Appendix B: Buffer Overflow

Appendix C: PaX – Hardening Stacks through Kernel

Appendix D: ITS4 – Static Source Code Analyzer
Appendix E: Security Forest (Similar to Metasploit)

Appendix F: Windows SMB Buffer Overflow / Denial of Service Attack and Defense Using SMBdie v 0.1

Appendix G: Winamp 5.12 (or earlier) buffer overflow exploit

Lab 5: Rootkits, Backdoors and Trojans
· Lrk4

· Knark

· Rootkit Hunter: Not all rootkit detectors are equal

· Hacker Defender

· TRIPWIRE

· Detecting Rootkits on Windows

· IceSword for Windows

· SuckIT

· Installing and Using Netcat

· Icmp-backdoor

· Installing and Using Virtual Network Connection (VNC)

· BO2K BackDoor

· Using a Simple Backdoor Program in C

· Backdoor Detection

· Walkthrough Firewalls with Ack Tunneling

· Port Knocking

· Tricking Users into Opening Backdoors 
Appendix A: Protecting Against RootKits

Appendix B: Win XP Safeguarding

Appendix C: Trojan Removal
Appendix D: Sub7
Appendix E: Busybox

Appendix F: Dynamic Library Manipulation

Appendix G: Dynamic Library Manipulation

 Web Knocking

Appendix H: Using Explorer’s ActiveX to Propagate Trojans/Backdoors

Lab 6: Firewalls

· Linux Firewalls

· Setting up routing and iptables

· Firewall Configuration

· IPtables Introduction

· Network Address Translation (NAT)

· SSH Bouncing through a Firewall Using Netcat

· Reverse WWW Shell

· Windows Firewalls

· RealSecure Desktop Protector

· Windows Built-in Firewall

· Cisco PIX 515E

· The PIX Command-Line Interface

· ASA Security Levels

· PIX interface

· Network Address Translation
Appendix A  iptables.firewall

Appendix B Troubleshooting installation. Getting rid of ipchains:

Appendix CDifferences Between iptables and ipchains
Appendix D Commands for PIX firewall

Appendix E Commands for PIX Interface
Appendix F Guarddog GUI environment iptables 
Appendix G Linux Firewall exploit

Appendix H ZoneAlarm

Appendix I ProcessGuard application to check and control various other applications
Appendix J Firewall Builder

Appendix K Firehole
Appendix L Deep Packet Inspection

Appendix M IP Tables Log Analysis
Lab 7: Honeypots and Network Monitoring and Forensics
· BackOfficerFriendly Honeypot

· The Homemade Honeypot using Netcat as a Port Sniffer

· Set up and use Ethereal to capture packets

· Set up and use Snort to capture packets

· Scan of the Month Challenge

· Using SNORT to act as an Intrusion Detection System

· Advanced uses of Ethereal

· Introduction to Advanced Intrusion Detection Environment

· Snare for Windows

· Forensics Investigation the Penguin Sleuth Kit

Appendix A: Review of how to set up and run imapd exploit

Appendix B: NVP Backdoor Tool
Appendix C: Set up and use SnortALog to analyze Snort logs.

Appendix C: Digital evidence: Today's fingerprints

Appendix D: Basic Analysis of Windows Shellcode Through the Usage of the Malcode Analyst Pack

Appendix E: Web Browser Forensics

Lab 8: Viruses, Worms, and Wireless
· Worms

· AnnaKournikova Worm

· Worm Generator

· Viruses

· Wireless

· Use Nmap to determine wireless router type.

· Use ethereal to capture wireless passwords

· Wireless MAC Control List Subversion

· Aircrack to Break WEP

· Decrypt Encrypted wireles Traffic

Appendix A:  vuln_service.c
Appendix B: worm “source code”

Appendix C:  AnnaKornikova code

Appendix D: Vsrc2.c

Appendix E:  test_virus.c

Appendix F: LaBrea-A worm “tar-pit” and Symantec Worm Simulato

Appendix G: Polymorphic Viruses

Appendix H: Blaster Worm

Appendix I:  Aireplay

Lab 9: Web Security
· Cross-Site Scripting

· Directory Indexing

· Predictable File Location

· OS Commanding

· Filename Manipulation

· SQL Injection

· Information Leakage

· Insufficient Process Validation and Authorization

· Credential/Session Prediction

· Server-Side Include (SSI) Injection

· Weak Password Recovery Validation

· Session Fixation

· Insufficient Session Expiration

· LDAP Injection

Appendix A JAVASCRIPT REFERENCE

Appendix B PHP REFERENCE

Appendix C SQL TUTORIAL

Appendix D source code for lab

Appendix E SSL Phishing

Appendix F Internet Explorer JavaScript Window() Remote Code Execution 
Lab 10: Botnets
· SDBot

· q8Bot

· Bot Removal

· HoneyNet Botnet Capture Analysis
Appendix A:What Is A Bot and What Is A Bot Not.

Appendix B:Know your Enemy: Tracking Botnets

Appendix C: Setting up Shared Folders in VMWare

Appendix D: onJoin plugin for XChat

Appendix E:  IRCBotDetector

Lab 11: Tiger Team Network Evaluation
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