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Consequences
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Integrity

» Modification of data

 Loss of information

* Cryptographic
checksums

* Trojan horse browser

» Compromise of machine

» Modification of memory

 Vulnerability to al threats

* Modification of messagesin
transit

Confidentiality

« Eavesdropping on the net

* Loss of information

« Encryption

 Theft of info from server

* Loss of privacy

* Web Proxies

« Theft of data from client

* Info about network
configuration

« |nformation about which
clientstalk to server

Denial of Service

* Killing of user threads

* Disruptive

« Difficult to prevent

« Flooding machine with bogus
requests

« Annoying

« Filling disk or memory

* Prevent users from getting
work done

* |solating machines by DNS
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Authentication

* Impersonate users

» Misrepresentation of user

« Cryptographic
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« Dataforgery

* Belief that false datais valid
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Figure 7.1 Relative Location of Security Facilities in the TCP/IP Protocol Stack
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Figure 7.5 SSL Record Protocol Payload
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