Network Management Architecture

An integrated collection of tools for network monitoring and control.


• Single operator interface.


•  Minimal amount of separate equipment – software and network communications capability built into the existing equipment..

The primary parts are:


•  Management station (central control, has a “agent”)


•  Management agents (software in network equipment)


•  Management Information Base (MIB)


•  Network management protocol (rules for communication)

SNMP v1 and v2

Trap – an unsolicited message, perhaps reporting an alarm condition.

SNMPv1 (version 1) is “connectionless” since it utilizes UDP (rather than TCP) as the transport layer protocol.  SNMPv2 allows the use of TCP for “reliable, connection-oriented” service.

“Proxy” – an add-on box to add SNMP features to a network unit (router, modem, PC, …) that does not have built-in SNMP capability.

SNMP v1, v2, and v3

Problems with SNMP v1 addressed by version 2:


•  Lack of support for distributed network management.


•  Functional deficiencies - v2 can use TCP/IP and Novell IPX

Problem addressed by version 3:


•  Security - version 1 used a community name as a password.

SNMP v3 – a Security Add-on

SNMP v3 “engine” operating at the Application Layer:


•  On outgoing PDU’s inserts authentication codes (MACs), encrypts certain fields, encapsulates the PDU into a message for transmission.


•  For incoming messages (from the Transport Layer) performs authentication verification, decryption, and extracts PDU’s from the message to pass up to the SNMP applications above.


•  Security Subsystem- performs the authentication and encryption tasks.

