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Routing Protocols

Routing Function
1) Routing Protocols
2) Forwarding Packets

Example IP Routing Protocols:

RIPV1 Routing information protocols, version 1

RIPV2 Routing information protocols, version 2

OSPF Open shortest path first

I-1S-1S Integrated intermediate system to intermediate system
BGP-4 Border gateway protocol, version 4

EGP Exterior gateway protocol

IGRP Cis@® interior gateway routing protocol

E-IGRP Cisda enhanced - IGRP
Routing Domain - collection of routers that speaks the same routing protocol
Routers exchange information about the relative locations of all reachable destinations ( represente

their associated network numbers along with some metric that is usually distance - sensitive ) in
the routing domain.



In an IP routing domain with 4096 active subnetworks there could be as many as 4096
entries in the forwarding table or

as few as 16,.... or 4 or 1!

201.64.0.0/10 may represent 4096 /22 prefixes

/10

[11001001 01] 000000. OOOOOT 0Q 00000000
12 =
212= 4096 192

Examples of the /288 are
201.64.0.0/22

201.64.4.0/22
201.64.8.0/22

E
201.127. 252.0/22



IP addressing is like Russi@Matryoshk&®the nesting dolls.

Advertising a prefix - a rout& way of saying | know how to reach destinatibasing
this prefix

Potential Routing Problems:

1) Black Hole - outage happens and routing tables are not yet updated.

2) Forwarding loops - A loop has been formed

Naturally occur as a result of topology change in network

Categories of Routing Protocols:
-Distance Vector Routing Protocols
-Link State Routing Protocols



Distance - Vector Routing Protocols Overview

RIP - Routing Information Protocol

Maximum number of routers that may be crossed is 16.
Router advertises distances it sees to destinations. Neighbors may add 1 or more to the distance.

Updates every 30 seconds.
Characteristics:
1. Periodic updates.
2. Limited routing domain size.
3. Advertisements are derived directly from routing table.
4. Advertisements are broadcast (RIPV1) or multicast (RIPV2) onto every LAN wherever the protocol is a
5. Received updates easily incorporate into local forwarding table.
6. A techniqu®Split HorizorOcan limit size of routing updates. (Explained later).
7. A techniqgu®Poison Revergecan improve convergence time. (Explained later).

8. Triggered updates allow changes to be propagated immediately without
waiting up to 30 seconds.



Link State Routing Protocols Overview

Instead of a hop count (distance), link state protocols Gsesa OCost is typically inversely
proportional to the speed of the link.

Example in OSPF open shortest path first the cosf= 1i6k speed

Why is shortest path not always best?

B
100 MBPS 100 MBPS
Cost=1 Cost=1
A C
10 MBPS
Cost =10

Link state routers advertise links they are directly attached to. Each router tags its advertised link
its own router ID so that routers build up link stated databases which list all routers in the routing «

and tells what links each router is attached to.
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Routers share link state database using multicast. Only changes to database are transmitted.
(HelloOprotocol is used to keep track of each dpresence. If several hello intervals go by without
hearing any hell®@ from neighbor know neighbor is down.

Routers argully adjacent when they have detected each ofipresence and synchronized their link
state databases.

Whenever there is a change in the link state database, a router must spread the changed data to
fully adjacent peers.

On a LAN if every router hears every other ro@éello packets => scaling problem. Instead elect a
designated router (DR).

DR on a LAN: Designated router becomes fully adjacent with all other routers. This reduces traffic

OSPF also designates a backup designated router (BDR).
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Summary of link state characteristics:

1. Neighbor discovery via a hello protocol
2. Only form adjacencies when two - way connectivity exists

3. Reliable flooding algorithm enables all routers to share a common link state database
4. More flexible metrics

5. Designated router reduces traffic generated by updates
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Static Routing Alternative

Dynamic routing protocols use the network itself to discover available paths within the
network

Static routing is manually configured

Static routing has no way @dvertis€xhanges - it is not really a routing protocol

Example Command:

route add
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Routing Information Protocol

RIP is a Distance Vector Routing Protocol
RIP RFC - 1058 oldest best knowmterior Qouting protocol.

RIP Version 1 - Lacks ability to work in a variable length subnet mask environment including Classlt
InterDomainRouting environment.

RIP Version 2 - Supports VLSM and CIDR RFC - 2453
OSPF is th@referredinterior gateway routing protocol for the internet according to RFC - 1371.

Most RIP routers update every 30 seconds. The entire forwarding table is always transmitted
(in default installations)

It is possible to send update triggered by a topology change. In default case RIPV1 transmits entire
forwarding table out each and every interface using broadcast.
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Split Horizon may be used to not include prefixes that were learned from that interface.

Poison Reversenay be used to set prefixes learned from an interface to metric of infinity = 16 and the entire table
Is transmitted.

Router adds one or more to HOP count for each destination prefix it receives. Is possible for network administrato
specify to add more than one to an interface.

Timer keeps track of an updated value. No new update after 3 minutes goes into garbage collection state, which r
advertised as unreachable with HOP count = 16. After 2 more minutes, removed from forwarding table.

Routing policies for example listing valid neighbors; or listing destination X may only be learned from interface 8; ¢
possible.

RIPV1 is encapsulated in UDP pockets and transmitted on LANSs in IP broadcast packet. RIPV1 over UDP packet
(IP header above this not shown in next figure).
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RIP messages
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Poison reverse

RIP messages

RIP messages

Netl 16

<= Net2 1
Net3 2

Netl

1

Netl 16
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Net3 16

Net3d 1
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RIPV1 is encapsulated in UDP packets and transmitted on LANsbrod#écastpacket.
RIPV1 over UDP packet format (IP header above this not shown in this figure).

Bit # 1 2 3 P
01 2 3 456 7 8 9102 3 4 56 7 8 9102 3 4 5 6 7 8 9 01
+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+::+:+:+:+:+::+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+?I:+— :P

o4 1 Source Port = 0X0208 (520) | Dest. Port = 0X0208 (520 ) UDP
_____________________________________________ H e ||

68 i Len. [ UDP+RIP = 0X0200 (512)] | UDP Checksum 7 UDP
!'l:++:+:+:+:+:+:+:+:+:+:+:+ +:+:+:+:+:+:+:+:+:+:+:+:+:+—_r+:+:+:+:+:+:+::+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+ﬂ -

72 % __( C Qmmand___j______\lets_ip_rl __________ \oeoeee________MustBeZero _______________ E?Ptm
i Address Family Identifier ! Must Be Zero :1': est.
|- T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
i IP Address i Dest.01
____________________________________________________________________________________________ i
R MustBeZzero i Dest.01
e MustBeZero | Dest.01

O e MeMic § Dest.01

0 RIP
()

C
______________________________________________ r--T T, T TS TSI T T T T T T T T T T T T T T T 1}
o Address Family Identifier . MustBeZero jDest.2
. IPAddess jest.2
L MustBezero j Dest.2
. MustBeZero j Dest.2

5725 e Metrie :+: Dest.2

RIPv1 over UDP packet format
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Cont.

RIP update may consist of up to 25 route objects, each of which is 20 Bytes each.

Byte numbers in figure assume a maximum size IP header of 60 Bytes.
(Byte # here is end Byte # counting to right end in the figure ). If IP header has no options reduce byte # by -

UDP header uses port # 520 decimal in both source and destination.

Length is 512 in a maximum worst case. Example. ( 572-60 ) = 512 Bytes including UDP header
Version Field = 1 Command Field = 0x01 for request; 0X02 for response

Address family identified = 2 for IP

Metric is 32 bit field but may only take on values 0 through 16 decimal.

If router needs to advertise 672 routes RIP requires a total of 27 packets to be transmitted.

First 26 have 25 routes each (25 is limit). There are 20 bytes per route, plus 4 byte RIP header, plus 8 byte Ul

header plus 20 bytes IP making thenbaP byte packetsassuming no IP options
Final RIP packet only 22 routes =>472 Bytes long.

Aside: Internet protocol RFC-791 mandates all IP end stations be capable of transmitting / receiving 576 Byte
packets. Max size RIP is 572 so we are ok.
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RIPV 1 Summary:

- Classful routing protocol

- If a network number is being subnetted, mask must be uniform throughout

- Periodically broadcasts routing updates (every 30 sec); broadcast used and all routers all hattsaisee messac
- Prefixes live for 180 seconds

- Prefixes enter garbage collection state for 120 sec

- RIP routing domains limited to diameter of 15 HOPS

- Split horizon may be used to limit size of routing updates

- Poison reverse may be used to improve RIP convergence time.

- Triggered updates possible

- Routing policies control what routes get advertised or received.

- RIP is encapsulated in UDP using port 520.

- Updates are up to 572 Bytes to stay within IP minimum transfer unit (MTU) of 576 bytes.

- Each RIP update reports on up to 25 destinations at a time, each is 20 bytes of RIP packet
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Example of
updating
a routing table

New routing table

Netl 7 A
Net?2 5 C
Net3 9 C
Net6 5 C
Net8 1 E
Net9 1 F

RIP message
from C RIP message
from C after
Net2 4 increment
Net3 8
Net6 4 Net2 .
Net8 3 Net3 9
Net9 5 S Ners S
Net8 1
Old routing table Net9 6
Netl 7 A ‘
Net2 2 C .
Net6 8 F ;legi.tt‘f:i
Net8 4 E &
Net9 4 F
Netl: No news, do not change
Net2: Same next hop, replace
Net3: A new router, add
Net6: Different next hop, new hop count smaller, replace
Net8: Different next hop, new hop count the same, do not change
Net9:

Different next hop, new hop count larger, do not change
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Initial routing tables in a small
autonomous system




Final routing tables for the previous figure
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Figure 14-9

RIP message format

Command

Version

Reserved

Family

All Os

Network address

Repeated

Distance
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Repeated

Figure 14-10

Request

| Com: 1 | Version Reserved
] Family All Os
Network address
All Os
All Os

All Os

a. Request for some

messages

b. Request for all
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Heumple |

What 1s the periodic response sent by router
R1 1n figure on next slide? Assume RI1
knows about the whole autonomous system.




Example 1

To next AS

RANA LA

R3

LEBG TV reo6cvrl

0€6¢TrI

R1

el Ll

144.2.9.0 144.2.12.0

144.2.7.0
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Solution

144.2.7.0

144.2.9.0 144.2.12.0




Solution to Example 1

RIP message
2 1 Reserved
> All Os 1
144.2.7.0 Network
All Os 144.2.7.0
All Os o
>< 1 Y
> All Os !
144.2.9.0 Network
All Os 144.2.9.0
All Os
>< 1 Y
> All Os !
14:.121.(1)52.0 Network
144.2.12.0
All Os

X 2 Y
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Figure 14-12

RIP timers

‘ Timers \
Periodic Expiration Garbage collection
25-35's 180 s 120 s

1 per routing table 1 per unexpired routing 1 per expired routing
table entry table entry
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Heumple o

A routing table has 20 entries. It does not
receive information about five routes for 200
seconds. How many timers are running at

this time?




Solution




Slow convergence
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>
R1

Hop count

>
R2

Total hop count should be less than 16

A

Y
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Instability

Routing table

Netl 1 N

Routing table

Netl 3 B

.........................

.........................

Routing table

Netl 2 A

Routing table

Netl 4 A

-------------------------

.........................

Routing table

.........................

Netl 16 A

.........................

.........................
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RIP Version 2 Enhancements

Supports VLSM and CIDR RFC - 2453
New RIPV2 Packet Format
1 2 3
1 2 3 4 5 6 7 9 01 3 45 6 789012 3 45 6 7 8901
64 1 Source Port=__ OX _‘cié_i‘é_‘ ii‘f J(520) T T Dest. Port = 00208 (5204 upe
68 -H +:+:+:I-T:e+r:]+:[:+:[4?:P:1-:+R:+ +=+ 9: +=+ : =+ (:5;2_)J+_+_+_+_+:,+:+:+:+:+::+:+:+:+:+:+:+:U:DE:C:hQC:k§U:m: :+:+:+:+:+:£:+L:J-P:P
[ . Command | _____Version . Unused i NP
b, Address Family Identifier oo _RouteTag i Dest.01
e lPAddress § Dest.01
. SubnetMask j Dest.01
b NextHop § Dest.01
92 E__'__ ____________________________________________ M _e_tr;'_c ___________________________________________ ﬁ Dest. 01
o) +
(6}
o Address Family Identifier eeeeeeeeieeeeeeo____RouteTag i Dest.25
f o MPAddress i Dest25
e SubnetMask | Dest25
L NextHop [ Dest2s
572 Metric i Dest.25

RIPv2 over UDP Packet format.
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Address family identifier still = 2 ( for IP ).
New route tag field not really used

Replace all & field with subnet mask

Replace next all@ field with next Hop. This feature allows a router to advertise a route as being reachable by
some other router that is not currently speaking RIPv2.

OSPF

RIPV2

B cantell C tosendto KC//
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Figure 14-13

RIP-v2 Format

Command

Version

Reserved

Family

Route tag

Network address

Subnet mask

Repeated

Next-hop address

Distance
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Figure 14-14

Authentication
Command Version Reserved
FFFF Authentication type

Authentication data
16 bytes
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\ Note |

RIP uses the services of UDP
on well-known port 520.
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If address family identifier has a value of OXFFFF => this first sequence of 20 Bytes is
Authentication Data (password)

RIP V2 Summary

- Version 2 uses multicasgsing IP address 224.0.0.9 instead of broadcast as RIP V1 does.

- Classless routing protocol (Supports VLSM and CIDR )

- Updates broadcast every 30 seconds as in RIPv1

- Prefix lifetimes same as RIPv1

- RIP Routing domains still limited to 15 Hops

- Split Horizon, Poisson Reverse, Triggered updates as in RIPv1
- Routing policies as in RIPv1

- RIP is encapsulated just like RIPv1

- New Feature: Authentication of packet updates

-New Feature: Next Hop

-RIP Version 2 uses multicast address 224.0.0.9 to multicast RIP messages so only RIP Routers see those m«
plain hosts do not see those RIP messages
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