
  
Abstract—An important question for secure all-optical 

networks (AONs) is how to incorporate security against attacks 
in the design and engineering of network architectures. In this 
work, we study the resilience of AON architectures under in-
band crosstalk attacks. Crosstalk attack propagation depends on 
both optical devices at the physical layer and wavelength usage at 
the network layer. This motivates us to apply probabilistic 
graphical models to model attack propagation. At the physical 
layer, we use a directed probabilistic graph (Bayesian Belief 
Network) to model the attack propagation under static network 
traffic and a given source of attack. At the network layer, we use 
an undirected probabilistic graph to represent the probability 
distribution of active connections in the network. The cross-layer 
model is obtained by combining the physical- and the network-
layer models into a factor graph representation. Graphical 
models provide an explicit representation of interactions between 
the physical- and the network layer. Furthermore, graphical 
models facilitate derivations of analytical results on resilience 
with respect to physical-layer vulnerability, physical topology, 
and network load. Specifically, we derive bounds on the network 
resilience for regular topologies. We show that for ring, star, and 
mesh-torus networks with link-shortest path routing and all-to-
all traffic, the average network resilience loss grows linearly with 
respect to the network load when the network load is small, and 
polynomially with respect to the probability of attack 
propagation from node to node along the attacker’s route. In 
addition, numerical results suggest that the sum-product 
algorithm based on the factor graph representation can be used 
for computationally efficient evaluation of network resilience for 
irregular/large topologies. 
 

Index Terms—Optical network architecture, security, network 
resilience, crosstalk attack, cross-layer, graphical models. 

I. INTRODUCTION 

All-optical network (AON) has been considered as a 
promising technology for next-generation optical networks.  
However, AONs are susceptible to malicious attacks as the 
signals remain in optical domain within the network and are 
difficult to be monitored closely [1]. Due to the high data rate 
supported by AONs, even attacks of a short duration can result 
in a large amount of data loss. Hence, security of AONs upon 
attacks has become an important issue, where an open 
question is how to incorporate security against attacks in the 
design and engineering of AON architectures. Investigations 
of this question are important as AONs are still at an early 
stage of implementation and ground-up developments of 
secure all-optical networks are possible [1]. The goal of this 
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work is to study how network architecture impacts resilience 
in the context of in-band crosstalk attacks in AONs.  

Crosstalk attacks were first studied in [1]. Crosstalk in 
AONs is caused by signal leakage among different inputs at 
non-ideal network devices, e.g. optical switches. The most 
detrimental type of crosstalk is in-band crosstalk, where the 
crosstalk element is within the same wavelength as the signal 
[3]. In-band crosstalk attacks can happen at fiber links or 
network nodes. In this work, we consider the case where an 
attacker gains legitimate access to a network node and inserts 
a flow with strong signal power into the network [2] [3]. Due 
to the crosstalk effects of wavelength switches, a small 
fraction of the signal from the attack channel may leak into 
other normal channels in the shared switching plane. The 
leakage superimposed onto normal channels may exceed a 
predetermined threshold for a quality of service requirement, 
such that those channels are considered to be affected by the 
attack at network nodes.   

AONs are susceptible to crosstalk attacks. Major 
applications of AONs include metropolitan area networks 
(MANs) and wide area networks (WANs), but MANs and 
WANs are not 100% secure. As AON grows in span and 
functionality, it has the potential to provide services to a wider 
set of applications in the future, e.g. analog services, novel 
applications that require optical interfaces. Therefore, there is 
an increasing demand for access of the AON from outside 
parties, such as limited management access to the network 
from partners and customers of service providers, which 
results in an increasing threat to optical network security [4]. 
A wider set of users and an increasingly open platform of 
optical networks entail a higher risk of misuse of the network, 
which is evidenced by the security threats such as denial-of-
service attack and worm attack in the current Internet [3]. It is 
expected that the risk of crosstalk attacks could be higher 
when the AON paradigm is fully implemented.  

There have been several research activities aiming to 
mitigate the threats of crosstalk attacks in AONs. Attack 
detection based on node wrappers is studied in [3]. Necessary 
and sufficient conditions for crosstalk attack localization are 
investigated in [2]. General frameworks for managing faults 
and alarms in AON are discussed in [5-7]. All these 
approaches are reactive in nature. Furthermore, certain 
crosstalk attacks are difficult to detect [3]. For instance, 
sporadic crosstalk attacks may disrupt service but “disappear” 
before it can be detected. Thus, there remains a basic question: 
How resilient is an AON upon crosstalk attacks before the 
attacks are detected and eliminated from the network? This 
motivates our study of resilient AON architectures against 
crosstalk attacks. In a more general context, using cross-talk 
attacks as an example, we hope to provide an understanding 
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on how network architectures may affect network security in 
the presence of attackers. 

We focus on three components of network architectures 
against crosstalk attacks: (a) physical layer optical devices, (b) 
physical topology, and (c) wavelength usage at the network 
layer, which is determined by network layer traffic. The goal 
is to quantify the effects of these factors against crosstalk 
attacks. One major challenge encountered in this study is to 
characterize the interactions of the three factors of network 
architecture during crosstalk attack propagation. For instance, 
attacks propagate to active wavelength channels of the same 
wavelength as the attacker’s flow. Meanwhile, wavelength 
usage at the network layer is dependent because of the sharing 
of network links among different connections. Therefore, we 
need an approach that can provide an explicit representation of 
the cross-layer interactions.  

We apply probabilistic graphical models to characterize 
cross-layer attack propagation [8]. Probabilistic graphical 
models include directed probabilistic graphs (Bayesian Belief 
Networks) and undirected probabilistic graphs (Markov 
Random Fields), and have been widely studied in machine 
learning and information theory [9] [10]. Yet, probabilistic 
graphical models have just begun to see applications in 
networking (see Section VIII for detailed discussions). In 
particular, at the physical layer, we develop a directed 
probabilistic graph to model attack propagation under static 
network traffic and a given source of attack with random 
attacking power. At the network layer, we apply an undirected 
probabilistic graph to represent the probability distribution of 
active connections. The physical- and the network-layer 
models together form a cross-layer model that has a factor 
graph representation [11].  

The cross-layer model is developed using a bottom-up 
approach and provides an explicit representation of the 
complex dependencies between the physical- and the network-
layer. Furthermore, the graphical models facilitate the analysis 
of multiple factors from network architecture on network 
resilience. For regular topologies, we derive bounds on the 
network resilience. For irregular/large topologies, the cross-
layer model provides computationally efficient methods for 
studying the resilience where the analysis is not feasible.  

The remainder of the paper is organized as follows. Section 
II describes the problem formulation. Section III presents the 
attack propagation model under static traffic and a given 
source of attack based on directed probabilistic graph. Section 
IV introduces the network-layer representation using 
undirected probabilistic graph. Section V discusses about the 
cross-layer model based on factor graph. Section VI 
investigates the impacts of physical layer on network 
resilience. Section VII studies the effects of the network layer 
on resilience. Section VIII briefly reviews graphical models in 
networking research. Section IX concludes the paper. 

II. PROBLEM FORMULATION 
The topology of an AON is defined as an undirected graph 

( , ),V EG  with V  being the set of nodes and E  being the set 

of bi-directional links. Denote iV ~ jV  if there is one bi-
directional link between iV  and jV , ,i jV V V∈ . Let R  be a 
finite set of routes in the network. Assume that there are no 
wavelength converters in the AON. We define a connection on 
route ,r  r∈R , as a bi-directional light-path on route r  that 
consists of one unidirectional flow in each direction.2  Assume 
that each wavelength can only be used by one active 
connection on the same network link.  

This work considers single-source in-band crosstalk attacks. 
That is, crosstalk attack is started at the source node of a 
unidirectional flow on wavelengthλ , and propagates to flows 
that use the same wavelength. As this work focuses on in-band 
crosstalk attacks, “flows”, “connections’’, and “channels” are 
used in the rest of the paper without referring to their 
associations with wavelength λ .  

The problem we consider consists of two aspects: (a) 
developing the cross-layer model of attack propagation, and 
(b) using the model to quantify the network resilience upon 
crosstalk attacks.  

Let iS  be a random variable that denotes the number of 
active channels affected by the in-band crosstalk attack at the 
switching plane of node iV . Vector ( : )i iS V= ∈S V  
corresponds to the number of affected channels at each node 
in the network. Let ijN  denote the status of route ijr , 
where 1ijN =  if there is an active connection on route ijr  
between node iV  and jV , for ijr ∈R ; 0ijN = , otherwise. 
Vector ( : )ij ijN r= ∈N R  then represents the status of all 
network routes in R . Denote sdf  as the flow starting from 
node s  and terminating at node d . We need to obtain the 
following quantities to characterize attack propagation.  

(a) ( | , ) :f sdP R f= =S N n The probability of the number of 
channels affected at each network node given the status of 
network routes n  and the source of attack fR , where fR  
denotes the unidirectional flow where the attack originates. 
This probability represents attack propagation under given  n  
and sdf , and is to be characterized through a directed 
probabilistic graph in Section III.  

(b) ( | ) :f sdP R f=N The probability of the status of network 
routes given the source of attack, which is to be described 
using an undirected probabilistic graph in Section IV.  

(c) ( | )f sdP R f=S : The probability of the number of channels 
affected at each node given the source of attack, which models 
attack propagation under dynamic traffic. This probability 
combines the physical- and the network-layer models from (a) 
and (b), and shall be described with a factor graph 
representation in Section V. 

 
2 Each bi-directional link consists of two optical fibers, one for each 

direction. Throughout the paper, the term “connection” is used specifically for 
bi-directional traffic; the term “flow” is used to refer to uni-directional traffic.  
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The cross-layer model is then used to study network 
resilience based on the resilience loss for a given attack flow 
and the average resilience loss over all possible attack flows. 

Definition 1: Given that there is a crosstalk attack started on 
flow sdf , the network resilience loss is defined as  
                             [ ]

sd sdi
f f iV

M E S
∈

= ∑ V
,                      (1) 

where [ ] ( | )
sd i

f i i i i f sdS
E S s P S s R f= = =∑  is the expected 

number of affected channel at node iV  given the source of the 
attack. 

sdfM  denotes the total number of active channels 
affected when the attack starts from a particular flow. 

Definition 2: The average network resilience loss of the 
network is defined as [ ],

f sdR fM E M=  where [ ]
fRE  stands 

for the expectation over the source of the attack fR , i.e.,  

                  ( )
sdsd

f f sdf
M M P R f= =∑ ,                      (2) 

where  
1( ) ( 1)

2 | |f sd sdP R f P N= = =
R

,           (3) 

with the assumption that each network route in R is equally 
likely to be an attacker’s route, and the attack is started on one 
of the two unidirectional flows on the attacker’s route with an 
equal probability. 

III. PHYSICAL-LAYER ATTACK PROPAGATION MODEL: 
DIRECTED PROBABILISTIC GRAPH 

We first model attack propagation under static network traffic 
and a given source of attack.  

A. Background of In-Band Crosstalk Attack 
We focus on in-band crosstalk attacks where an attacker gains 
legitimate access to the network and injects signals of high 
power into a flow. Due to imperfect switching arrays, the 
attacker’s channel may affect other channels that share the 
switching plane, causing malfunctions at several locations in 
the network. Fig. 1 depicts an example of in-band crosstalk 
attack. At each network node, channels of the same 
wavelength from different input fibers share the same 
switching plane [12]. Suppose that the crosstalk is initiated on 
flow 1C  using wavelength 1λ  from input fiber 1. All the 
wavelength channels that share a switching plane with 1C , 
e.g. channel 2C  from input 2, may be contaminated by 1C ’s 
power leakage.  

In particular, we define a network node as being affected by 
the attack if the amount of in-band crosstalk incurred by 
normal3 channels at the switching plane of that node exceeds a 
predetermined threshold. Clearly, each node along the 
attacker’s route may be affected by the attack due to the high 
signal power of the attack flow, but the chance for nodes that 
are not on the attacker’s route to be affected by the attack is 
negligible. That is, normal flows affected by the attack flow at 
one or more network nodes along the attacker’s route do not 

 
3 Normal channels refer to channels in the network that are not the 

attacker’s channel.  

have attacking capability, as its signal power is unlikely to be 
increased by more than half the normal channel power. For 
instance, consider the example in Fig. 1. Suppose, at one time 
instant, the attacker’s jamming power is 20dB higher than the 
normal channel power and the optical switches have a 
crosstalk ratio of -35 dB. Then the power of flow C2 is 
increased by around -15dB of the normal channel power at 
node 1. The power of flow C2 at node 2 is in the same order as 
in node 1, whose crosstalk leakage to flow C3 is negligible 
given the crosstalk ratio of –35dB. Currently, optical switches 
with crosstalk ratios much less than -35dB are commercially 
available [13]. Thus, in this work, we ignore the in-band 
crosstalk caused by normal flows and assume that only nodes 
along the attacker’s route may be affected by the attack. In 
addition, attack propagates to all the active channels that share 
the switching plane with the attacker’s channel at each 
affected node. Based on these assumptions, we shall describe 
the probabilistic attack propagation model in the next 
subsection.  

 

 
Fig. 1. Crosstalk attack propagation in AON. 

B. Probabilistic Attack Propagation Model 
Consider a crosstalk attack started at node s  on flow sdf . Let 
the set of nodes traversed by flow sdf  be 

1 2{ , ,..., }
sdf kV V V=V , where 1V  and kV  are the source and the 

destination nodes respectively. The attack propagation is 
characterized by the status of each node in 

sdfV  and the status 
of wavelength channels at the switches of those nodes.  

We define the status of node iV  as a binary variable iX . 
Specifically, let the signal power of a normal flow at the 
switching plane of each node be nu  when there is no attack in 
the network.  Let the crosstalk ratio of the switches in the 
network be cl  and let thc  be a predetermined constant. Then 

1iX =  if the amount of in-band crosstalk incurred by a normal 
channel at the switching plane of node iV  exceeds th nc u ; 

0,iX =  otherwise. Furthermore, node iV  is affected by the 
attack if 1iX = .  

The use of binary nodal states facilitates the investigation of 
crosstalk attack propagation with random attacking power at 
the source. To be specific, the amount of in-band crosstalk at 
each node under attack may have a wide range of values. But 
the binary status of crosstalk levels at a node is simple and 
often observable. In fact, a frequent scenario for attack 
detection and monitoring is whether a predetermined threshold 
or service guarantee is violated at each node [5-7]. When the 
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amount of cross-talk is below the threshold, the node is “up”, 
i.e., operational; otherwise, the node is “down”, i.e., affected.   

Hence we treat the attacker’s jamming power as a random 
variable that obeys a certain probability distribution. The 
status of network nodes under crosstalk attacks then becomes 
binary random variables. The randomness lies in the fact that 
the cross-talk level is random due to the random jamming 
power of the attack. If the attacker’s jamming power has a 
higher probability of being large; it is more likely for the 
attack to propagate farther away from the source node [7].  

To determine the status of each node under attack, we now 
consider the attenuation of flow sdf ’s jamming power along 
its route. Denote the signal power of flow sdf  in the switching 
plane of node iV  as a random variable , 1, 2,... .iU i k=  The 
attenuation of sdf ’s jamming power along its route can be 
captured using deterministic composite functions that depend 
on the characteristics of optical devices. For simplicity of 
illustration, we consider an example in Fig. 2.  

 

Fig. 2. Illustration of signal power attenuation: the attacker’s flow.  

We assume that there are input erbium-doped fiber amplifier 
(EDFA) and output EDFA at each side of a node respectively. 
Furthermore, we define the following parameters:  

,1 :il  Signal loss ratio of node iV  before the flow enters the 
switching plane, which mainly includes signal loss at 
demultiplexer. 

,2 :il  Signal loss ratio of node iV  after the flow enters the 
switching plane, which mainly includes loss at switching plane 
and multiplexer. 

,i ja : Signal loss ratio of the fiber span between node iV  and 
node jV . 

,1( ) :ig  The gain of the EDFA at the input side of node iV .  

,2 ( )ig : The gain of the EDFA at the output side of node iV .  

For a given network, ,1 ,2 ,, ,i i i jl l a  are constants; ,1( )ig and 

,2 ( )ig  are deterministic non-linear functions of the input 
power to amplifiers. In this work, we adopt the following gain 
model for EDFAs [14]:   

0

, ,
( )

1 lg , ,
( )

ij input th

ij input sat

input ij input

d if P p
g P p g otherwise

P g P

≤
=  +


       (4) 

where, inputP  is the total input power; satp  is the internal 
saturation power; 0g  is the small signal saturated gain; thp  is 

the input power threshold for successful gain clamping, and 
ijd  is the clamped gain value.  
Assume that the attacker’s flow ( )sdf does not share EDFAs 

with other flows. This corresponds to a conservative model of 
the jamming power attenuation and a worst-case scenario of 
in-band attack propagation, as all the photons of the EDFAs 
are used to amplify the attacker’s signal. Then, 

     1 1, 1 1, 1 , 1 ,2 ,2( ( )),i i i i i i i iU l a l Uπ π+ + + +=                (5) 

where , , ( )i j input i j inputP g Pπ =  is the output power of the EDFA 
with gain , ( )i j inputg P  and input power inputP . Then composite 
function 1, 2, 1 , 1( (... (.) ) )j j j j i iτ τ τ− − − + capture the attenuation of 
the jamming power between node iV  and jV .  

Assume that, when there is no crosstalk attack in the 
network, amplifiers on each fiber operate in the gain clamped 
regions and make up the signal attenuation between two 
nodes. Furthermore, assume that the attacker’s jamming power 
at the source node of the attack follows a cumulative 
distribution function ( )Uη  with minimum power minu , 

min ,th n cu c u l≥  and maximum power maxu . Then, it can be 
shown that the status of each node along the attacker’s route, 

, 1,2,..., ,iX i k=  form a Markov Chain. Specifically,  

1( 1) 1P X = = .                     (6) 

1 1 2 1( | , ,..., ) ( | ), 1,2,..., 1.i i i iP X X X X P X X i k+ += = −      (7) 

1( 1 | 0) 0.i iP X X+ = = =                      (8) 

1, 11
1

1,

1 ( )( / )
( 1 | 1) ,

( / ) 1 ( )
ii th c

i i
i th c i

P U c l
P X X

P U c l
η δ
η δ

++
+

−>
= = = =

> −
        (9) 

where 1, , 1 1,i i kδ ≤ ≤ − corresponds to the minimum value of 
jamming power at node 1V  such that attack can propagate to 
node iV ,  and satisfies   

1, 2, 1 1, 2 1,( (... ( ) ) ) /i i i i i th n cc u lτ τ τ δ− − − = .           (10) 

The derivation of (7) to (9) can be found in Appendix I.  

The conditional probabilities in (9) can take different forms 
depending on ( )Uη . For simplicity, we can denote  

1( 1 | 1)i i iP X X α+ = = = ,             (11) 

where 1, 1

1,

1 ( )
1 ( )

i
i

i

η δ
α

η δ
+−

=
−

, where 1, , 1i i kδ ≤ < , as in (10).  

If we further assume that the attacker’s jamming power at the 
source node of the attack is uniformly distributed in 

min max[ , ]u u , (9) can be rewritten as 

max min 1, 1
1

max min 1,

max{0, max{ , }}
( 1| 1) .

max{ , }
i

i i
i

u u
P X X

u u
δ

δ
+

+

−
= = =

−
    (12) 

In the rest of the paper, we assume that 'i sα  are known.   
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  We now consider the number of active channels affected 
by the attack at the switching plane of node iV . Let ijR  be the 
set of network routes that use link ij . Under static traffic, 

uv ij
uvr

n
∈∑ R

corresponds to the number of flows that enter the 

switching plane of node iV  through link ij ; 
ih ij

ihr
n

∈∑ R
 

corresponds to the number of flows that are locally originated 
from node iV  and enter the network through link ij . Hence, 
under static network traffic, the total number of affected 
channels at the switching plane of ,

sdi i fV V ∈V , is given by  

~

( | , , )

1, { }& 1,

1 & 0,
0, .

i j uv ij ih ij

i i i i f sd

i uv ih iV V r r

i i

P S s X x R f

if s n n x

or
s x
otherwise

∈ ∈

= = = =

 = + =

= 

= =



∑ ∑ ∑R R

N n

 (13) 

This means that, when node iV  is affected by the attack, all 
the active channels at the switching plane of  iV  are affected 
by the attack; otherwise, if node iV  is not affected by the 
crosstalk attack, only one, i.e., only the channel used flow sdf  
itself, is affected by the attack at the node.  

Combining (11) and (13), we have the physical-layer attack 
propagation model,  

1

1
1 1

( | , )

( | , ) ( | , , ),

sd

fsd

f f sd

k k

i i f sd i i f sd
i i

P R f

P X X R f P S X R f
−

+
= =

= = =

= = =∑∏ ∏
X

S N n

N n
(14)  

where ( : )
sd sdf i i fS V= ∈S V , and ( : )

sd sdf i i fV= ∈X X V , which is 
the status of nodes in the attacker’s route.  

Therefore, under static network traffic (given =N n ), 
):,(

sdfiii VVSX ∈  forms a directed probabilistic graph 
(Bayesian Belief Network). Each node in the probabilistic 
graph represents either iX  or iS . There is one directed edge 
from iX  to 1iX +  and one directed edge from iX  to iS  
respectively. Note that, given =N n  and i iX x= , iS  is 
deterministic, but iS  is included for an explicit graphical 
representation of attack propagation.  

Fig. 3 shows an example of a simple mesh network where 
all the routes in R  are marked in dashed lines. Suppose that 
the crosstalk attack is started on flow BD. The directed 
probabilistic graph representation of attack propagation is 
shown in Fig. 4.  

  

 
Fig. 3.  A mesh network with 11 routes. 

 BX CX  DX

BS CS  DS
 

Fig. 4.  Directed probabilistic graph representation of attack propagation: 
attack started on flow BD; mesh network in Fig. 3.  

C. Discussions  

Due to the complexity of modeling AON signal transmission, 
the physical-layer model in this section is developed with the 
following assumptions: (1) the in-band crosstalk due to 
channels with normal signal power and/or nonlinear effects is 
ignored; (2) under normal operations, the EDFAs work at 
gain-clamped region and make up for the signal losses 
between two network nodes; (3) the optical switches have the 
same crosstalk ratio and threshold of crosstalk leakage for the 
definition of node affection.   

Assumption 1 is reasonable because of the low crosstalk 
ratio of current optical switches. If assumption 2 is relaxed so 
that the EDFAs work at gain-clamped region under normal 
operations, but may make up for more than the signal losses 
between two network nodes, then the status of nodes along the 
attacker’s route may still form a Markov Chain. However, the 
order of nodes in the Markov Chain does not necessarily 
follow the sequence of 1 2, ,..., kX X X . The same is true, if 
assumption 3 is relaxed so that optical switches in the network 
have different crosstalk ratios or the thresholds of crosstalk 
leakage for the definition of node affection are heterogeneous 
for different nodes.  

Another approach to model the attack propagation is to 
define a random variable that corresponds to the position of 
the last affected node along the attacker’s route. This model is 
equivalent to the Markov Chain model in (6) to (11), but does 
not include explicitly the status of each node. Thus such a 
model would not visually signify the actual attack propagation 
along the attacker’s route.  

The physical layer model characterizes attack propagation 
under static network traffic. Under dynamic traffic, however, 
the status of each network route ,sd sdN r ∈R , is random and 
can be characterized using a network layer model.  

IV. NETWORK LAYER MODEL: UNDIRECTED PROBABILISTIC 
GRAPH 

To obtain the network layer model, we need to obtain 
( | )f sdP R f=N , which is the probability distribution of  route 

status given the source of the attack. From (3), we have 
( | ) ( | 1)f sd sdP R f P N= = =N N .      (15) 

Then it suffices to find ( )P N , which can be characterized by 
undirected probabilistic graph.  

A. Undirected Probabilistic Graph 

An undirected probabilistic graph can be represented as  
G = (V, E)  [8], where V  represents the set of vertices, and 
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E  represents the set of edges. Each node iV ∈V  represents a 
random variable. A subset of nodes CV  is said to separate two 
other subsets of nodes AV  and BV  if every path joining every 
pair of nodes iV ∈ AV  and jV ∈ BV  has at least one node from 

CV  [8].  An undirected probabilistic graph implies a set of 
conditional independence relations. That is, for any disjoint 
subsets of nodes in the undirected graph, AV , BV , and CV , if 

CV  separates AV  and BV , then AV  and BV  are conditional 
independent given CV . For example, Fig. 5 shows an 
undirected probabilistic graph with 5 variables. As node 2V  
and 3V  separate node 1V  from nodes in the rest of the 
network, 1 2 3 4 5 1 2 3P(V |V ,V ,V ,V )= P(V |V ,V ) . Obviously, a 
node is separated from other nodes in the undirected graph by 
all its neighbors. 

A clique denotes a subset of V  that contains either a single 
node or several nodes which are all neighbors of one another. 
Then the joint probability distribution of V  has a product 
form [8]:  
        ( ) ({ : })-1

q i iq C
P Z V Vψ

∈
= ∈∏ qV V ,                      (16) 

where Z  is the normalizing constant, 
({ : })q i iq C

Z V Vψ
∈

= ∈∑ ∏ qV
V ; qψ  is a non-negative 

function defined for clique ∈qV C , and  C  denotes the set of 
all the cliques in the graph G .  

V1
*

V4
*

V3
*

V2
*

V5
*

 
Fig. 5. An undirected probabilistic graph. 

B. Network-Layer Model  
The network-layer model is formed as follows. Each vertex in 
the undirected probabilistic graph represents the status of a 
route , .ij ijN r R∈  Furthermore, the status of all network routes 
that share the same link forms a clique. In [15], it has been 
shown that the steady state distribution of the number of calls 
in loss networks without control form a Markov Random Field 
(MRF), which is one type of undirected probabilistic graph. 
Here we generalize the MRF representation in [15] to an 
undirected probabilistic graph representation that includes 
explicitly the dependence among different routes due to the 
capacity constraint and the network load.  

We revisit the example of mesh network in Fig. 3, whose 
network-layer model is shown in Fig. 6. Consider route AC, 
which traverses two network links: AB and BC. Meanwhile, 
link AB is in route AB and route AF; link BC is in route BC 
and route BD. Since wavelength λ  can only be used by one 
connection on each network link, route AC has a contention of 
wavelength usage with route AB, AF, BC, and BD. However, 
once the status of route AB, AF, BC and BD is known, the 
status of route AC can be determined without violating the 
capacity constraints. Hence, route AB, AF, BC and BD are 

neighbors of route AC and separate route AC from routes in 
the rest of the network, as shown in Fig. 6. 

 

 
Fig. 6. Undirected probabilistic graph representation of network routes; 

mesh network in Fig. 3. 

Therefore, by defining routes that share the same network 
link as neighbors, we capture the capacity constraint in the 
undirected probabilistic graph. The probability distribution of 
all network routes can be obtained by specifying proper clique 
potentials based on (16). The clique potentials in this work are 
selected to characterize both the dependencies among different 
network routes and the varying network load.  

In Section III. B, we denote ijR  as a subset of routes in R  
that traverse link ij . A clique, denoted as ijC , can then be 
formed with all the routes in ijR . Then the potential function 
of ijC , denoted as ijψ , is obtained as follows: (1) 0ijψ ≠  if 
and only if the capacity constraint is satisfied, i.e., at most one 
route in ijR  is active; (2) if the wavelength is used on link ij , 
then ij ijψ γ= ; otherwise, 1ij ijψ γ= − , 0 1ijγ< < . From (16), 
the joint probability of all routes satisfies 

(1 )

1( ~ )

1( ) (1 ) ( ),
uvruv ijuvruv ij

uv iji j

NN
ij ij uvrV V

P I N
Z

γ γ ∈
∈

−

∈

∑∑= − ∑∏ R
R

R
N

N

                           (17) 
where 1( ) 1

uv ij
uvr

I N
∈

=∑ R
 if 0

uv ij
uvr

N
∈

=∑ R
 or 1; and  

1( ) 0,
uv ij

uvr
I N

∈
=∑ R

otherwise. The clique functions are non-

zero if and only if 1( ) 1
uv ij

uvr
I N

∈
=∑ R

. Thus (17) characterizes 

the dependencies of routes that result from the capacity 
constraints. Meanwhile, the network load, e.g. the probability 
that wavelength λ  is used in the network, is characterized by 
parameters ijγ ’s. ijγ  can be considered as a “weight” for 

using a wavelength at link ij ; 1 ijγ−  can be considered as a 
“weight” for not using a wavelength at link ij . 
When ijγ γ≡ , ~i jV V∀ , we can relate γ  to the network load 
as follows:  

      Proposition 1: Let ρ  denote the network load, 

~
( )[ ]

| |

uv ij
i j

uvr
V V

P

N
ρ

∈

=
∑ ∑ R

N E
E . If in (17), ijγ γ≡ , ~i jV V∀ , then 

ρ  monotonically increases in γ .    

Detailed proof of Proposition 1 can be found in Appendix 
II. Furthermore, (a) if 0.5,γ =  the undirected probabilistic 
graph represents a uniform probability distribution on all 
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possible ways of using wavelength λ  without violating the 
capacity constraint; (b) If 1,γ →  ρ   increases toward the 
maximum value, which is determined by both the network 
topology and the route set R ; and (c) If 0,γ →   ρ  
approaches 0.  

For simplicity of analysis, we assume that ijγ γ≡ , 
~i jV V∀ , in the rest of the paper. From (17), it follows that  

       ( | ) ( \ 1).f sd sd sd sdP R f n P N N= ∝ =N N ,                 (18) 

V. CROSS-LAYER REPRESENTATION 
The cross-layer model of attack propagation can be obtained 
by combining the physical- and the network-layer model using 
a factor graph [11], which corresponds to the following joint 
probability, 

( , , | )

( , | , ) ( | ),
sd sd

sd sd

f f f sd

f f f sd f sd

P R f

P R f P R f

=

= = =

X S N

S X N N
              (19) 

where ( : ) and ( : )
sd sd sd sdf i i f f i i fX V S V= ∈ = ∈X V S V .  

Factor graph is a bipartite graph showing how a global 
function can be factorized into a product of local functions. 
Each local function depends on a subset of the variables [11]. 
There are two types of nodes in a factor graph: a variable node 
for each variable, and a factor node for each local function. 
There is an edge connecting a variable node to a factor node if 
and only if the variable is an argument of the local function.  

Fig. 7 shows the factor graph representation for the mesh 
network in Fig. 3 when the attack is started from flow BD. The 
lower portion of the factor graph represents attack propagation 
at the physical layer. As the attack may propagate from node 

iV  to 1iV + , 1,
sdi i fV V + ∈V , iX  and 1iX +  are connected to the 

same factor node 1( | , )i i f BDP X X R f+ = . Furthermore, the 
number of affected channels at node iV  is determined by iX  
and routes that traverses node iV . Therefore, iS , iX , and 
those routes passing through node iV  are connected to the 
factor node that describes the conditional probability in (13).  

The upper portion of the factor graph characterizes the 
dependence at the network layer. All the network routes that 
share a common network link ij  are connected to the clique 
function ijψ  in (17). Here, the factor graph provides an 
explicit representation of the dependencies among different 
network components during attack propagation.  

Factor graphs subsume directed and undirected probabilistic 
graphical models, and provide explicit representations of the 
factorization of probability distributions [11]. The application 
of factor graph provides two advantages: (1) It shows the 
intricate dependencies among different network components 
during a crosstalk attack; (2) it provides computationally 
efficient algorithms to evaluate the network resilience loss, 
which shall be discussed in Section VII.  

 

NCE

SB SDSC

XC XDXB

NBF NAF NAB NAC NCD

NBD = 1

NBC NDE NEG NDG

P(XC|XB)

P(SB|XB, N)

Clique function of
Link AB

 
Fig. 7. Factor graph representation of mesh network in Fig. 3; attack is 

started on flow BD.  

VI. NETWORK RESILIENCE: IMPACT OF PHYSICAL LAYER  
We now use the cross-layer model to study the network 
resilience. We begin with the physical layer and quantify how 
the resilience varies with physical topology as well as the 
physical layer vulnerabilities, characterized by iα  in (11).  

A. Impacts of Physical-Layer Vulnerabilities on Network 
Resilience Loss 

We consider the impact of physical-layer vulnerabilities by 
considering the lower and upper bounds of network resilience 
loss .

sdfM  The lower bound of 
sdfM  results from the best-

case scenario of resilience upon attack: there is no active 
connections on wavelength λ  that traverses link ij , 

,
sdi fV∀ ∈V , ~

sdj f i jV V V∉V . In this case, at the switching 
plane of each node along the attacker’s route, only two 
channels are active that correspond to the connection on the 
attacker’s route. The upper bound result from the worst-case 
scenario of network resilience upon attack: there always exists 
an active connection inserted into the network at node iV  and 
traverses link ij , ,

sdi fV∀ ∈V , ~
sdj f i jV V V∉V . In this case, 

the number of active channels in the switching plane of node 
iV  is 2( 1)id − or 2 id , 

sdi fV∀ ∈V , where id  is the nodal 
degree of iV .  

For simplicity, we assume , .
sdi i fVα α≡ ∀ ∈V  Then, the 

network resilience loss can be bounded as in the following 
proposition.  

     Proposition 2:  The network resilience loss for a given 
source of attack sdf can be bounded as  

1 1 1
1

1
2(1 ) (2 3) ,

sd

k
ki k i

f ii
i

k M k dα α α− − −
=

=

+ ≤ ≤ + + + −∑ ∑    (20) 

where k  is the total number of nodes in 
sdfV ,  1.k >  

The lower bound in (20) characterizes the effect of route-
length and α  on attack propagation, which increases 
polynomially with respect toα . Furthermore,  
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1

1

1 ( ), 0,
2 0.5 ( 1)(1 ) (1 ), 1,

k
i

i

k

k o as
k k k o as

α

α α α
α α α

−

=

+

+ + + →
=  − − − + − →

∑
                (21)

which shows that 
sdfM is determined by the length of route 

sdr . The upper bound in (20) increases approximately linearly 
with α , where 

1 1
1

1 2

1 2

1

2
1

2(1 ) (2 3)

2 1 (2 3) ( ), 0 2,
2 1 (2 1) ( ), 0 2,

(4 2 ) 2

3 7{ 2 2 ( 1)}(1 ) (1 ), 1,
2 2

kk i
ii

k
ii

k
ii

k d

k d d o as and k
k d d o as and k

k d

k k d i o as

α α

α α α
α α α

α α α

− −
=

=

=

+ + + −

+ − + − + → >
 + − + − + → ==  − +

 + − + − − − + − →

∑

∑

∑
                              (22) 
which shows that, when there is always an active connection 
inserted into the network at node iV  using link ij , 

, , ~ ,
sd sdi f j f i jV V V V∀ ∈ ∉V V  if the network vulnerability is 

low, 
sdfM is determined by the route length and the nodal 

degree of the source node of the attack. If the network 
vulnerability is high, 

sdfM is determined by the total number 
of network links incidental on nodes along the attacker’s flow, 
i.e., the number of links in set { : }.

sd sdf ij i fe V= ∈E V  In 

addition, 
1

| | (1 )
sd

k
f ii

d k
=

= + −∑E .  

B. Impact of Physical Topology on Network Resilience Loss 
We use the lower- and upper-bound in (20) to study the 
impact of physical topology on 

sdfM . For clarity, we 
summarize the asymptotic results on 

sdfM in (21) and (22) for 
network resilience under various topologies in Table I. 
Assume that there is one link-shortest route between each pair 
of nodes in the network. The asymptotic properties of these 
topologies are summarized in Table II ([16][17]). Combining 
the impacts of physical-layer vulnerability and physical 
topology, we find that,  

(1) If the physical-layer vulnerability is high ( 1α → ),  

(i) The upper bound of 
sdfM  shows that fully-connected 

mesh network and star network are the least resilient due to 
the large size of the set 

sdfE .  
(ii) The lower bound of 

sdfM shows that network with a 
ring topology is generally the least resilient because of the 
large route length in a ring network. 

(2) If the physical-layer vulnerability is low ( 0α → ),  

(i) The upper bound of 
sdfM shows that the fully-connected 

mesh topology is the least resilient since each node in the 
network has nodal degree 1m − .  

(ii) The lower bound of 
sdfM shows that the ring network is 

generally the least resilient due to the large route length.  

(3) Chord networks exhibit good resilience whose resilience 
loss 

sdfM increases logarithmically with respect to the 
number of nodes in the network in the worst case. 

 Note that in addition to the resilience measure considered 
in this work, there exists other performance metrics for 
network resilience, e.g. two-terminal connectivity [18], and 
flexibility in route selection [16]. Therefore, different 
performance metrics of network resilience need to be 
considered simultaneously when choosing a resilient 
network design. Overall, a chord network offers excellent 
resilience upon crosstalk attacks and good route selection 
flexibility.   

 

    bounds     
 α  Upper bound of  

sdfM  Lower bound  of 
sdfM  

1α →  1
2 (4 2 ) (1 )k

ii
d k O α

=
+ − − −∑ 2 (1 )k O α− −  

0α →  12 1 ( )k d O α+ − +  1 ( )k O α+ +  

Table I 
Bounds of Network Resilience Loss 

sdfM  

 

Topology Ave. nodal 
degree 

Ave. route 
length 

Ave. size of  
sdfE  

Star 1 2 m 

Ring 2 4
m  

4
m  

n-ary Tree m+1 O( logn m ) O( logn m ) 
Mesh-Torus 4 ( )O m  ( )O m  

Fully-Connected 
Mesh m 1 m 

Chord [23] 2log m  O(
2log m ) O(

2log m ) 

Table II 
Asymptotic Properties of Different Network Topologies with m Nodes

 
 
VII. NETWORK RESILIENCE: IMPACT OF NETWORK LAYER 

We now study the impact of network layer on the resilience in 
terms of network load. In particular, we are interested in 
quantifying how the network resilience varies jointly with the 
load, and the physical-layer vulnerability α .  

A. Impact of Network Load on Network Resilience 
We first consider the impact of network load ρ  on 

sdfM . 
From (1), 

[ ]
sd sdi fsd

f f iV
M S

∈
= ∑ V

E ,          (23) 

where [ ]
sdf iSE  is the mean number of channels affected by 

the attack at the switching plane of node , .
sdi i fV V ∈V  

Furthermore,  
1

~ ,

[ ] 1 {1 { [ ] [ ]}},
sd sd sd

i j j f uv ij ih ijsd

i
f i f uv f ih

V V V r r

E S E N E Nα −

∉ ∈ ∈

= + + +∑ ∑ ∑
V R R

               ,
sdi fV∀ ∈V                  (24) 

where  [ ]
sd

ih ij

f ih
r

E N
∈
∑

R

is the mean number of active channels 

that are locally inserted into the network at node iV  and leave 
node iV  through link ij , and  [ ]

sd

uv ij

f uv
r

E N
∈
∑

R
 is the mean 
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number of active flows that enter node iV  through link ji , 
given that the attack starts from flow sdf .  

Does the network resilience loss 
sdfM  always increase with 

ρ  for arbitrary network with arbitrary route? The answer is 
no. For a counterexample, please refer to [19]. However, when 
practical route sets are considered, 

sdfM  increases with ρ  for 
several typical network topologies.  

Theorem 1: For a ring network, assume the route set R  
consists of the two-link disjoint routes between each pair of 
nodes in the network. Let m  be the number of nodes traversed 
by the attacker’s flow sdf . Then, 

sdfM  monotonically 
increases in ρ . In particular, 

sdfM  satisfies 

        1 1
1 12(1 ) 2(1 )

sd

m m
fv M vα γ α ρ− −+ + ≤ ≤ + + ,           (25) 

where 1
1 1

2 m i
i

v m α −
=

= + ∑ . Furthermore, for 10 <<< ρ , 

( )oρ γ ρ= + , and the upper and the lower bounds meet  
          1

1 2(1 ) ( )
sd

m
fM v oα ρ ρ−= + + + .               (26) 

Detailed proof of Theorem 1 can be found in Appendix III.  

Theorem 2: For a star network, assume that the route set R  
consists of the routes between each pair of nodes in the 
network. Let m , 1m > , be the number of nodes in the 
network. Let the hub node be denoted as mV . Then, 

sdfM  
monotonically increases in ρ . In particular, 

sdfM  satisfies 

2

3 ( 2) , , 1,..., 1,

3 ( 2) , , 1,..., 1,

4 ( 3) , ,

i m

sd m i

sd A A

f sd A A

m if f f i m

M m if f f i m

m otherwise

α αγ

α γ

α α αγ

 + + − = = −


≥ + + − = = −


+ + + −

     (27) 

2

3 2( 2) , , 1,..., 1,

3 2( 2) , , 1,..., 1,

4 2( 3) , .

i m

sd m i

sd A A

f sd A A

m if f f i m

M m if f f i m

m otherwise

α αρ

α ρ

α α αρ

 + + − = = −


≤ + + − = = −


+ + + −

  (28)

Furthermore, for 10 <<< ρ , the bounds are tight, and 

2

3 2( 2) ( ), , 1,..., 1,

3 2( 2) ( ), , 1,..., 1,

4 2( 3) ( ), ,

i m

sd m i

sd A A

f sd A A

m o if f f i m

M m o if f f i m

m o otherwise

α αρ ρ

α ρ ρ

α α αρ ρ

 + + − + = = −


= + + − + = = −


+ + + − +
                              (29) 

Proofs of Theorem 2 can be found in Appendix IV. 
sdfM  

generally is the sum of two terms: e.g. in (30), ( 3 α+ ) that 
corresponds to the number of affected channels used by flows 
on the attacker’s route; and  ( 2( 2) ( )m oαρ ρ− + ) that 
corresponds to the number of affected channels used by flows 
not on the attacker’s route.  

 We also compare 
sdfM  for ring and star networks. In both 

cases, 
sdfM  is linearly increasing in ρ  for 10 <<< ρ . 

However, for ring network, 
sdfM is polynomially increasing in 

α ; whereas for star network, 
sdfM  is linearly increasing in 

α . For ring networks, 
sdfM  is linearly increasing in k  (the 

number of nodes in 
sdfV ). For star networks, 

sdfM  is linearly 
increasing in m (the number of nodes in the network). 

B. Impact of Network Load on Average Resilience Loss 
We now focus on the impact of network load ρ  on the 
average network resilience loss ( M ), which is the mean value 
of network resilience loss over all possible source of attacks.  

Consider a ring network with m , 1,m > nodes, 1 2, ,..., mV V V , 
and a route set R  that includes all the two link-disjoint paths 
between each pair of nodes in the network. Then, we have 

     Theorem 3: 
1 1

1

1

1
1 i

m
ring,m i fi

M a M
m +

−

=
=

− ∑ ,                  (30) 

where 1 1( 1)i ia P N += =  is the probability that a connection 
with i  links between two terminal nodes, 1V  and 1iV + , is 
active, and 

1 1ifM
+

 is the network resilience loss when the 

attack is started from flow 1 1if + . Furthermore,  

1
i

i m i ma f gθ − += ,                   (31) 
(1 ),θ γ γ= −                    (32) 

2 2
1

2

2 2
1

2

1 4 1 1 2 1 4( )
22 1 4

1 4 1 1 2 1 4( ) ,
22 1 4

m
m

m

f θ θ θ

θ

θ λ θ

θ

−

−

+ + + + +
=

+

+ − + − +
+

+

        (33) 

1

1
1

,
m

j
m m m j

j
g f j fθ

−

+ −
=

= +∑  1m > .                            (35)  

Detailed proof of Theorem 3 can be found in Appendix V. 
Using Theorem 1, we have the following bounds 

1

1 0

1 { ( 1 2(1 ) )},
( 1)

m i j i
ring,m ii j

M a i
m

α α γ−

= =
≥ + + + +

− ∑ ∑   (34) 

1

1 0

1 { ( 1 2(1 ) )},
( 1)

m i j i
ring,m ii j

M a i
m

α α ρ−

= =
≤ + + + +

− ∑ ∑    (35) 

The difference between the upper and the lower bound of  
ring,mM  is (( ) )O mρ γ− . Furthermore, (30) can be simplified 

as 

1 2
( 1) ( )

A Aring,m fM M m oρ ρ= − + , as 0ρ → .          (36) 

1 1

1

11

1 ( 1)
2 A Ai

m
ring,m fmi

M M m
+

−

+=
= −∑ , as 1, .mρ → →∞       (37) 

Then, we have 

(3 ) ( 1) ( )ring,mM m oρ α ρ= + − + , as 0ρ → ,          (38) 

which shows that, when the network load is low, ring,mM  
increases almost linearly with ρ  and α ; and is in the order of 

( )O mρ . When the network load is high,  

1
, 1 0

1 1{ ( 1 2(1 )}
1 2

m i j i
ring m ii j

M i
m

α α−

= =
= + + + +

− ∑ ∑ ,    (39) 
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as 1,mρ → →∞ . Furthermore, if 1α = , (39) can be 
simplified as 

, 1

1 5(6 )
1 2ring m m

mM
m −

+
= −

−
,              (40) 

which shows that ring,mM  is in the order of (1 ).O m  

  Next consider a star network with m  nodes, 1 2, ,..., mV V V , 
where mV  is the hub node of the star network; and a route set 
R  that includes all the link-disjoint paths between each pair 
of nodes in the network. It follows that, 

Theorem 4: 

1 1 1 21 2( ) 2 ( 2)

2( 1)
A A A A A Ak kf f f

star,m

b M M b m M
M

m

+ + −
=

−
, 3m > ,      (41) 

where  
11 ( 1)

kA Ab P N= = , 
1 22 ( 1)A Ab P N= =  with  

1 1m mb t tθ −= ; 2
2 2m mb t tθ −= ; 1 1t = ; 2 1t θ= + ;  

2
1 2(1 ) ( 2)i i it t i tθ θ− −= + + − , 2i∀ > .  

Detailed proof of Theorem 4 can be found in Appendix VI. 
Furthermore, using Theorem 2, we have the following bounds 
for star,mM , 

1

2
2

1 { (4 (1 )(2 ( 2) ))
2( 1)
2 ( 2)(4 ( 3) )},

star,mM b m
m

b m m

α γ

α α αγ

≥ + + + −
−

+ − + + + −
      (42) 

1

2
2

1 { (4 2(1 )(1 ( 2) ))
2( 1)
2 ( 2)(4 2( 3) )}.

star,mM b m
m

b m m

α ρ

α α αρ

≤ + + + −
−

+ − + + + −
      (43) 

The difference between the upper and the lower bound of 
star,mM  is ( (2 ))O α ρ γ−  when m  is large, since 2b  is (1 )O m . 

In addition, when the network load is low,  

(3 ) ( )star,mM m oρ α ρ= + + , as 0ρ → ,               (44)
which shows that  star,mM  is ( )O mρ ; and  increases  linearly 
with α . When the network load is high ( 1)ρ → , we have  

( )star,mM O αρ= , as 1ρ → ,                    (45) 

which shows that, when the star network is under high load, 
star,mM  increases linearly with α .  

For a general network G(V,E) with a fixed set of route R , 
we have the following upper bound for M :  

 Theorem 5: 1 max{ } | |
| | sd

sd
ff

M ρ≤ M E
R

,              (46) 

where  | |E  is the cardinality of the set of edges in the 
network; | |R is the cardinality of the route set R.  

The proof of Theorem 5 can be found in Appendix VII. In 
(46), | | | |ρ E R  corresponds to the upper bound of the 
probability that the crosstalk attack occurs in the network, and 
is accurate when the network route set R  only consists of 

routes with link-length 1. The bound in (46) provides a worst 
case estimation of M . Furthermore, suppose that all the 
routes in the set R  are of the same link length l . Then the 
probability that an crosstalk attack happens in the network is 
( | |) ( | |)lρ E R , and (46) can be refined as  

1 max{ } | |
| | sd

sd
ff

M M
l

ρ≤ E
R

.                   (47) 

When the length of each network route and the network 
resilience loss 

sdfM are the same for each possible source of 
attack, the equality in (47) holds. Theorem 5 suggests the 
upper bound of average network resilience loss is affected by 
the following factors:  

(1) The network load in the network. The upper bound in (47) 
increases at least linearly with ρ .  

(2) The number of links in the network. The larger the number 
of links in the network, the less resilient the network. The 
upper bound in (47) increases linearly with the number of 
links in the network.  

(3) The number of routes in the network. The larger the 
number of routes in the network, the more resilient the 
network. This is because that the probability for a route to be 
chosen as the attacker’s route is smaller.   

Next we use (46) to study a mesh-torus network with m  
nodes and a route set R , which includes: (1) the unique link-
shortest route between each pair of nodes if applicable; and (2) 
one shortest route between each pair of nodes, which forms 
the border of the sub-grid with the two nodes at the diagonally 
opposite corners.  

Theorem 6:  
16(1 ) 4, 1,

max{ } (1 )

6 4, .
sd

sd

m

ff

if
M

m otherwise

α α
α

+ −
+ ≠

≤ −
 +

        (48) 

Then, from (46), we have ,
2 max{ },
( 1) sd

sd
torus m ff

mM M
m m

ρ
≤

−
 

1

,

2 6(1 )( 4), 1,
( 1) (1 )

2 (6 4), .
( 1)

m

torus m

if
mM

m otherwise
m

ρ α α
α

ρ

+ −
+ ≠

− −≤ 
 + −

         (49) 

Furthermore, when 0ρ → , it can be found that 

, (3 ) ( 1) ( )torus mM m oρ α ρ= + − + ,  as 0ρ → .     (50) 

Detailed proof of Theorem 6 is omitted here.  

We compare the average network resilience loss for ring, 
star and mesh networks in Table III.  It can be observed that: 

(1) When the network load is low ( 10 <<< ρ ), M is 
( )O mρ . This is because when the load is close to 0, the 

network is most likely in either of two states: (a) there is no 
active connection in the network; or (b) there is an active 
connection of link length 1. Specifically, with probability 

)(ρO , the attack is started on a route of link length 1; with 
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probability )(ρo , the attack is started on a route of longer 
lengths. For instance, as each route is the attacker’s route with 
equal probability, the attack starts on routes of link length 1 in 
the mesh-torus network with probability 2 ( 1)mρ −  and 

(3 ) ( )
sdfM oα ρ= + +  if 1.ρ <<  

(2) When the network load is high ( 1ρ → ), the star network 
is the least resilient, with M  being ( )O α .  This is because, 
for the star network, nodes in the set ,

sdf sdr∀ ∈V R , has the 
most number of neighboring links. Ring and mesh-torus 
networks show good network resilience in ( )O mρ .  

 

M 0ρ →  1ρ →  

Ring network (3 ) ( 1)mρ α+ − (1 )O m  

Star network (3 ) mρ α+  ( )O α  
 

Mesh-torus 
 

 
2 (3 ) ( 1)mρ α+ −

 

(1 (1 ) ), 1,

(1 ), .

O m if

O m otherwise

α α− ≠



 

Table III 
Average Network Resilience Loss (M) 

 

C. Irregular Topologies 
For networks with irregular topologies, we resort to the sum-
product algorithm on the factor graph. The sum-product 
algorithm is then compared with the exact resilience 
calculation through enumerations of all network traffic 
patterns. Enumeration has the computational complexity 
exponential in the number of routes, and is thus not applicable 
to networks with even a medium number of routes. The 
computational complexity of the sum-product algorithm is 
exponential in the maximum nodal degree of the factor graph 
for the worst case [11], and is thus much more efficient than 
enumeration. The sum-product algorithm provides exact 
results when the factor graph has no loops, and provides 
approximate results otherwise [11]. 

When there are a large number routes in the set R, to further 
reduce the computational complexity of the sum-product 
algorithm, the following intermediate variables can be 
introduced: (1) , {0,1},

uv ij
ij uv ijr

W N W
∈

= ∈∑ R
 which is the 

number of flows that enter the switching plane of node iV  
through link ij ; (2) , {0,1}

ih ij
ij ih ijr

H N H
∈

= ∈∑ R
, which is the 

number of flows locally originated at node i and leaves node 
iV  through link ij .  Then the factor graph representation can 

be transformed accordingly. On the other hand, it is possible 
to transform factor graphs with loops into loop-free factor 
graphs, so that exact results can be obtained using the sum-
product algorithm at the cost of computational complexity 
[11].  

We first consider three networks shown in Fig. 8. In each 
network, the route set has 21 routes, which corresponds to one 
link-shortest route between each pair of nodes. Using the sum-
product algorithm, we first compute the network resilience 

loss given the source of attack 
sdfM  for each sdf .  We then 

use the sum-product algorithm to find the probability of 
( 1)sdP N = . Finally, (2) is used to compute the average 

network resilience loss. 

      
Fig. 8.  Ring, double-ring, and mesh networks. 

 
   Fig. 9 depicts the relationship between ρ  and average 
network resilience loss M  for the networks in Fig. 8. 
with 0.6α = . It can be observed that:  
(1) M  monotonically increases with ρ , in networks with all-
to-all traffic and link-shortest path routing. Moreover, for low 
load, M increases linearly with ρ .  
(2) The sum-product algorithm results in an almost exact M  
for the mesh and ring networks, even though the factor graph 
representations contain loops. The performance of sum-
product algorithm is not as accurate yet acceptable for the 
double-ring network.  This suggests that the sum-product 
algorithm can be used for large networks where exact 
calculation of resilience is infeasible.   

We use the sum-product algorithm to study the network 
resilience for the NSF network topology [20] with 14 nodes 
and 21 bi-directional links. Assume that there is one link-
shortest route between each pair of nodes in the networks. 
Then, there are 91 routes in R . The corresponding factor 
graph representation contains loops, and thus sum-product 
algorithm provides an approximation for M .  

Fig. 10 shows the relationship between ρ  and M for the 
NSF network topology with 0.3, 0.6, 0.9.α =  It suggests that, 
if the set of network routes consists of one link-shortest route 
between each pair of nodes in the network, M generally 
increases with the network load. Furthermore, when the 
network load is low, M  increases linearly with ρ .  
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Fig. 9. Average network resilience loss vs. network load; 

0.6α = , three networks in Fig. 8. 
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Fig. 10. Average network resilience loss vs. network load; 

0.3, 0.6, 0.9α = ; NSF network topology. 

VIII. RELATED WORK IN PROBABILISTIC GRAPHICAL MODELS  

Bayesian Belief Network has been used in fault localization 
and detection (see [21] and references therein) in complex 
communication systems. There the construction of the 
Bayesian Belief Network representation is usually assumed 
based on the causal relationships and the main difficulty then 
lies in estimation of model parameters, i.e., conditional 
probabilities. In [22], dependency graph is used for IP fault 
localization, where the problem of shared-risk-link-group is 
formulated using a bipartite graph.  

     Markov Random Field (MRF) has been used to study the 
blocking probability in a loss network [15] as discussed in 
Section IV.  This work generalizes the work in [15] by using 
undirected probabilistic graphs to capture the basic 
dependency among different routes due to the capacity 
constraint, and the network load. In [23], self-localization in 
sensor networks is formulated using MRF with single-node 
and pair-wise clique potentials, and Belief Propagation 
algorithm is used for self-calibration.  

     Factor graphs have been applied to the problem of 
multicast link loss inference in sensor networks [24]. The 
factor graph is constructed based on the concept of link and 
route costs with two fundamental assumptions:  link costs are 
assumed to mutually independent and path flows are assumed 
to be mutually independent. In this work, we maintain the 
dependence among different flows, and obtain the factor graph 
through decomposition of the joint probability distribution of 
network nodes, links and connections. In [25], factor graph 
has been used for scalable source/channel decoding in large-
scale sensor networks. In this case, factor graph provides a 
simplified model of the correlation among sensor data and 
enables scalable iterative decoding.  

  In [26], a similar bottom-up approach is used to derive a 
cross-layer model for self-configuration of ad hoc wireless 
networks based on probabilistic graphical models.  The 
resulting model is shown to be a Markov Random Field for the 
physical- and the link layer [26]. 

IX. CONCLUSIONS 

In this work, we have studied resilience of all-optical networks 
(AONs) under in-band crosstalk attacks. Our goal is to 
develop a cross-layer model that characterizes attack 

propagation in the network, and to study the resilience of 
AON architectures from both the physical- and the network 
layer. We have found that probabilistic graphical models can 
serve this goal. In particular, at the physical layer, a directed 
probabilistic graph can model attack propagation when 
network under static traffic. At the network layer, an 
undirected probabilistic graph can represent the probability 
distribution of active connections. A cross-layer model is then 
obtained by combining the physical- and network-layer 
models into a factor graph representation.  

There are several benefits resulting from the cross-layer 
model based on graphical models. The model provides an 
explicit representation of the dependencies and interactions 
between the physical- and the network layer. In addition, it 
facilitates the analytical investigation of network resilience for 
ring, star, and special cases of mesh topologies. Finally, the 
cross-layer model facilitates the implementation of 
computationally efficient approaches, e.g. the sum-product 
algorithm, for evaluating network resilience.  

Through both analysis and numerical study, we have 
explored several factors from both the physical- and the 
network layer that affect the resilience. Factors from the 
physical-layer include: (1) the physical-layer vulnerability, 
parameters in Bayesian Belief Network that characterize how 
likely the attack propagates, and (2) the physical topology. 
Factors from the network layer include active network 
connections that are characterized using network load, i.e., the 
probability that the wavelength, on which the attack is 
initiated, is used in the network. We show that for all the 
topologies studied in this paper, the average network 
resilience loss increases linearly with respect to the physical-
layer vulnerability and light network load under link-shortest 
routing, and all-to-all traffic. In addition, ring and mesh-torus 
network show good resilience, which are inversely 
proportional to the number of the nodes in the network.  
Numerical results also suggest that for networks with link-
shortest routing and all-to-all traffic, the network resilience 
loss increases at least linearly with respect to the network load.  

There are several open issues for future research. One is 
how to develop physical-layer models of attack propagation 
under less stringent conditions. Another is to consider the 
effect of dynamic network resource allocation algorithms upon 
attack propagation. Finally, the technique of probabilistic 
graphical models to other failure/attack problems in all-optical 
networks.  
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Appendix I: Derivation of (7) to (9) 

Let iU  denote the jamming power of the attack flow at node 
,

sdi i fV V∀ ∈V . We first show that if 1i iU U +≥  for 1 i k≤ < , 
then 1 1 2 1( | , ..., ) ( | ).i i i iP X X X X P X X+ +=  

Suppose 1i iU U +≥ . Since 1iX = , if ( )i th c nU c l u> ; and 
0,iX =  otherwise;  it follows that 

1 1 2 2( , ,..., ) 0,i iP X x X x X x= = = ≠  only if  1 2 ... ix x x≥ ≥ ≥ .  
Let 1 max{ : 1 &1 }jk j x j i= = ≤ ≤ , which is the largest index 
of nodes affected by the attack among 1 2, ,..., iV V V . Then,   

(a) If 11 k i≤ < , 
1 11 11,... 1, 0,..., 0k k iX X X X+= = = = . 

1 1

1 1

1 1

1 1

1 1

1 1 1

1 1 1

1 1

1

1

( 0 | 1,... 1, 0,..., 0)

( 1,..., 1, 0,..., 0, 0)
( 1,..., 1, 0,..., 0)

( 1, 0)
1.

( 1, 0)

i k k i

k k i i

k k i

k k

k k

P X X X X X

P X X X X X
P X X X X

P X X
P X X

+ +

+ +

+

+

+

= = = = =

= = = = =
=

= = = =

= =
= =

= =

       (51) 

Obviously, 1( 0 | 0) 1.i iP X X+ = = =  Therefore, 

1 1 2 1( | , ..., ) ( | ).i i i iP X X X X P X X+ +=  

(b) If 11 k i≤ = , 1 1,..., 1.iX X= =  

1 1

1 1

1

1 1

1

1

( 0 | 1,..., 1)
( 1,..., 1, 0)

( 1,..., 1)
( ( ) , ..., ( ) , ( ))

( ( ) , ..., ( ))
( ( ) , ( ))

( ( ))
( 1,

i i

i i

i

th c n i th c n i th c n

th c n i th c n

i th c n i th c n

i th c n

i i

P X X X
P X X X

P X X
P U c l u U c l u U c l u

P U c l u U c l u
P U c l u U c l u

P U c l u
P X X

+

+

+

+

+

= = =
= = =

=
= =

> > <
=

> >
> <

=
>

=
= 1

1

0)
( 1)

( 0 | 1).
i

i i

P X
P X X+

=
=

= = =

    (52) 

Next we show  1i iU U +≥ , assuming that, when there is no 
crosstalk attack in the network, amplifiers on each fiber 
operate in the gain clamped regions and make up the signal 
attenuation between the two nodes. From (5), we have 

1 , 1( )i i i iU Uτ+ += 1,1 1,1 , 1 ,2 ,2( ( ))i i i i i i il a l Uπ π+ + += . 
and,  

1,1 , 1 ,2 ,2 1,1 1,i i i i i il a l d d+ + + =        (53) 
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where ,2id  denotes the clamped gain of EDFA at the output 
side of node iV ; 1,1id +  denotes the clamped gain of EDFA at 
the input side of node 1iV + . Then,  

If ,2 ,( ,2)i i th il U p≤ , 1i iU U+ = ;                                  (54) 

If ,2 ,( ,2)i i th il U p> , ,2 ,2 ,2( )i i i i il U d Uπ < ,                (55)
which corresponds to the case where the EDFA with subscript 
( , 2)i  works at the saturation region. Therefore, 
                        1 1,1 1,1 , 1 ,2 ,2i i i i i i i iU l d a d l U+ + + +< .  
It follows that 1i iU U+ < . To prove (9), it suffices to show that 

, 1 ( )i i iUτ + monotonically increases in iU , where 

  1 , 1 ( )i i i iU Uτ+ += 1,1 1,1 , 1 ,2 ,2( ( ))i i i i i i il a l Uπ π+ + += . 

Since 1,1 , 1, ,i i il a+ +  and ,2il  are constants, to show that 

, 1 ( )i i iUτ + monotonically increases in iU , it suffices to show 
that ( )ij inputPπ  monotonically increase in inputP . This can be 

obtained by showing 
( ( ))

0input input

input

P g P
P

∂
>

∂
 for (4). This means 

that the higher the input power at EDFA, the higher the output 
power, when the EDFA worked at either the saturated or the 
non-saturated region. Detailed calculation of the derivative is 
omitted.  

Appendix II: Proof of Proposition 1 

To prove Proposition 1, it suffices to show that 

, 0 1.ρ γ
γ
∂

∀ < <
∂

 

From (17), assume ijγ γ≡ , then, 
(1 )

1( ~ )

1( ) (1 ) ( ).
sd sdr rsd ij sd ij

sd iji j

N N

sdrV V
P I N

Z
γ γ∈ ∈

−

∈

∑ ∑
= − ∑∏ R R

R
N

N  (56) 

Let, 
uv ij

ij uvr
W N

∈
= ∑ R

 and ( : ~ )ij i jW V V=W . W  is a vector 

that represent the wavelength usage at each link in the 
network. We denote a configuration of ( , )N W  with non-zero 
probability as a traffic pattern, i.e., a traffic pattern ( , )N W  
satisfies the capacity constraints and ( , ) 0.P = = >N n W w  
Let , 0,1,...,| |,k k =Τ E  be the set of traffic patterns that k  
links in the network are used by active connections, with | |E  
being the number of links in E . Let | |kT  denote the 
cardinality of kT , then,  

( ) ~
[ | |]

i j sd ij
P sdV V r

Nρ
∈

= ∑ ∑N R
EE

| | | |
0

| | | |
0

(1 ) | |

| | (1 ) | |

k k
kk

k k
kk

kγ γ

γ γ

−
=

−
=

−
=

−

∑
∑

E E

E E

T

E T
 

| |

1
| |

0

| |

| | | |

k
kk

k
kk

kθ

θ
=

=

= ∑
∑

E

E

T

E T
( )

definition

ξ θ= ,                              (57) 

where  (1 ) , 0.θ γ γ θ= − >  

| | | |2 1
| | 1 02

0

( ( ))

1 .{( | |)( | |)
| | ( | |)

k k
k kk kk

kk

k

ξ θ
θ

θ θ
θ

−
= =

=

∂
∂

= ∑ ∑
∑

E E

E T T
E T

 

| | | | 1
1 1

( | |)( | |)}.k k
k kk k

k kθ θ −
= =

− ∑ ∑E ET T       (58) 
Using Cauchy-Schwartz Inequality, it can be shown that  
       ( ( )) 0, 0ξ θ θ θ∂ ∂ > ∀ > .        (59) 
Since 0 0 1,θ γ γ∂ ∂ > ∀ < < we have  

0, 0 1.ρ γ γ∂ ∂ > ∀ < <                                                      (60) 
Therefore, ρ  increases monotonically in γ .  

Appendix III: Proof of Theorem 1 

Consider a ring network ( , )V EG  with m  nodes ( 1)m > . The 
route set R consists of the two link-disjoint routes between 
each pair of nodes in the network. Suppose the crosstalk attack 
is started on flow ijf  between node  iV  and jV , 
, 1, 2,..., , .i j m i j= <  The set of nodes traversed by flow ijf  

is 1{ , ,..., }
ijf i i jV V V+=V . Then at most two nodes, node 1iV −  

and node 1jV + , are neighbors of nodes in 
ijfV , but are not in 

ijfV  themselves. Without loss of generality, we focus on the 

conditional wavelength usage at link between jV  and 1jV + .  
To show that 

ijfM  monotonically increases in ρ  for the 
ring network, from (24), it suffices to show that  

1

[ ]
ij

uv j j

f uv
r

E N
+∈

∑
R

 and 
1

[ ]
ij

jh j j

f jh
r

E N
+∈

∑
R

 monotonically increase 

with parameter γ  in (56) for the ring network. Let 

uv ij
ij uvr

W N
∈

= ∑ R
 and 

ih ij
ij ihr

H N
∈

= ∑ R
. Then for the ring 

network, denote 
1

[ ]
ij

uv j j

f uv
r

E N
+∈

∑
R

  as 1( , , )j j ijw m f ring+ ;  

denote 
1

[ ]
ij

jh j j

f jh
r

E N
+∈

∑
R

 as 1( , , )j j ijm f ringϖ + , where m  is the 

number of nodes in the ring network.  
Let 12 ( , )w l bus  denote the mean value of 12W  in an l -node 

network of bus topology with a route set that includes the 
route between each pair of nodes, where subscript l  denotes 
the number of nodes in the bus network. Since, 

1( , , )j j ijw m f ring+ = 1( , , )j j ijm f ringϖ + = 12 ( , )w m j i bus− + , 
 (61) 

it is sufficient to show that 12 ( , ), 1,w l bus l∀ >  increases 
monotonically with γ .  

As in Appendix II, let (1 )θ γ γ= −  and 
( : ~ )ij i jW V V=W . In addition, a configuration of ( , )N W  

with non-zero probability is denoted as a traffic pattern. Let 
( )sum W  denote the summation of all the components in W , 

then from (56),  
( )

2~
( , ) ( ),

uv iji j

sum
ij uvrV V

P I W Nθ
∈

∝ = ∑∏W
R

N W               (62) 

where 2 ( ) 1I A =  if A is true; and 2 ( ) 0I A = , otherwise.  If 
( , )N W  is a traffic pattern, (62) can be simplified as  
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( )( , ) sumP θ∝ WN W  .             (63)  
Let ( ),l busT  denote the set of all traffic patterns on the bus 

network with l  nodes ( 1l > ). By counting all possible ways 
of using link 1 2A A , we have for the l -node bus network, 

( 1), ( 2),

( 1), ( 2),

( ) ( )2
12( 1) ... ;l bus l bus

l bus l bus

sum sum lP W θ θ θ θ θ− −

− −

= ∝ + + +∑ ∑W W

T T

  

( 1),

( 1),

( )
12( 0) k bus

l bus

sumP W θ −

−

= ∝ ∑ W

T
.                                    (64) 

Let ( ),

( ),

( )( ) , 1l bus

l bus

sum
lf lθ θ= ∀ >∑ W

T

, and 1( ) 1f θ = . We have,  

2
12 1 2( 1) ( ) ( ) ... l

l lP W f fθ θ θ θ θ− −= ∝ + + + , 

12 1( 0) ( )lP W f θ−= ∝ .  
Furthermore, we have the following recursive equations,  

1( ) 1;f θ = 2 ( ) 1 ;f θ θ= +  

1 2( ) (1 2 ) ( ) ( ),i i if f fθ θ θ θ θ− −= + −  3, 4,..., .i l=       (65)  
Then,  

12
1

1 2

, 2,
1( , ) ( )
1 , 2.

(1 2 ) ( ) ( )
l

l l

if l
w l bus f

if l
f f

θ
θ

θ
θ θ θ θ

−

− −

 = += 
 − >
 + −

    (66) 

Obviously, 12 ( , ) 0,w l bus
θ

∂
>

∂
for 2l = . If 2,l >   

' ' '
1 1 2 1 212

2
1 2

2 ( ) ( )( , )
((1 2 ) ( ) ( ))

l l l l l

l l

f f f f fw l bus
f f

θ θ
θ θ θ θ θ

− − − − −

− −

+ −∂
=

∂ + −
.             (67) 

' ' 2 ' '
1 1 1 1 2 1 2 1 22 ( )l l l l l l l l l l lf f f f f f f f f f fθ− − − − − − − − −− = − + − .      (68) 

Since ' ' 2
2 1 2 1 2 4 1 0f f f f θ θ− = + + > , through Mathematical 

induction, from (68), we have ' '
1 1 0, 1l l l lf f f f l− −− > ∀ > , and  

12 ( , ) 0, 1w l bus l
θ

∂
> ∀ >

∂
.        (69) 

Since (1 ),θ γ γ= −  and 0 1θ< < , it follows that 

12 ( , ) 0, 1w l bus l
γ

∂
> ∀ >

∂
. From Proposition 1, 

ijfM  

monotonically increases in ρ  for the ring network.  
The upper and lower bound of 

sdfM  in (25) is obtained by 
showing that  

1( , , )j j ijw m f ringγ ρ+≤ ≤ .                 (70) 
Here we first show that for arbitrary network topology 
( , )G V E , if ijr ∈R , i.e., there is one route from node  iV   to 

jV  in R , where ,
sdi fV ∈V  

sdj fV ∉V , and ~i jV V ,   then,  

[ ]
sdf ijE W γ≥ ,         (71) 

Obviously, the ring network considered here satisfies the 
condition in (71). 

 Let 1E  be the set of links that are not traversed by flow sdf : 

1 { : ~ , }ij i j sd ije V V r= ∉E R . Let 1R  be the set of routes in R  
that only traverse links in 1E . Let 2 1 \{ }ije=E E , and 2R  be 
the set of routes in R  that only traverse links in 2E . Clearly, 

2 1 ,⊂ ⊂R R R if ijr ∈R . 

 Let 
1 1 1

{ ( , )}=E E ET N W  be the set of traffic patterns 
restricted to a network formed by link set 1E  with route set 

1R . Let 
2 2 2

{ ( , )}=E E ET N W  be the set of traffic patterns 
restricted to a network formed by link set 2E  with route set 

2R .  Then,  

1 2

1 2

( ) ( )[ ] ,
(1 ) ( ) ( )sdf ij

Z ZE W
Z Z

θ θ θ
θ θ θ

+
=

+ +
      (72) 

where 2

2

( )
1( ) sumZ θ θ= ∑ E

E

W

T

,  

1

1

( )
2 1( ) (1 ) ( )sumZ Zθ θ θ θ= − +∑ E

E

W

T

. In addition, 2 ( ) 0Z θ > if 

there is a route that traverses link ij  and one or more links in 
set 2E ; 2 ( ) 0Z θ = , otherwise. Since 1( ) 0,Z θ >  we have 

[ ]
1sdf ijE W θ γ

θ
≥ =

+
.            (73) 

To show that 1( , , )j j ijw m f ring ρ+ ≤ , from (61), it suffices 
to show that   

12 ( 1, )w m j bus ρ− + ≤ ,                (74)  
which can be proved through the following two lemmas. 

Lemma 1: 12 12( , ) ( 1, ), 1.w l bus w l bus l≤ + ∀ >  

Lemma 2: 12 ( , ) , 1.w m bus mρ≤ ∀ >  

Lemma 1 and 2 are proved using induction similarly as in 
the proof of (69). Detailed proof is omitted here. Using (70), 
we can obtain (25) from (24).  

Appendix IV: Proof of Theorem 2 

For a network of star topology with m  nodes, 2,m >  and a 
route set R  that consists of the routes between each pair of 
nodes. Let node mV  be the hub node of the star network. Let 

uv ij
ij uvr

W N
∈

= ∑ R
and 

ih ij
ij ihr

H N
∈

= ∑ R
. We first show that, 

when the attack is started on flow 1mf ,  

1 1( , , ) ( , , )mi m mi mw m f star m f starϖ+ , 2,..., 1,i m= −  increases 
monotonically with γ , where  

11( , , ) [ ],
m

uv mi

mi m f uv
r

w m f star E N
∈

= ∑
R

and 

11( , , ) [ ].
m

mh mi

mi m f mh
r

m f star E Nϖ
∈

= ∑
R

  

Let ( ),l starT denote the set of all traffic patterns on the star 
network with l  nodes. By counting all possible ways of using 
link mi , it can be found that, for the l -node star network, 

( 1), ( 2),

( 1), ( 2),

1

( ) ( )2

( 1 | )

( 2) ;m star m star

m star m star

mi f m

sum sum

P W R f

mθ θ θ θ− −

− −

= =

∝ + −∑ ∑W W

T T

       (75) 

( 1),

( 1),

( )
1( 0 | ) m star

m star

sum
mi f mP W R f θ −

−

= = ∝ ∑ W

T
;                   (76)

( 1),

( 1),

( )
1( 1 | ) m star

m star

sum
mi f mP H R f θ θ −

−

= = ∝ ∑ W

T
;                  (77) 
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( 1), ( 2),

( 1), ( 2),

1

( ) ( )2

( 0 | )

( 2)m star m star

m star m star

mi f m

sum sum

P H R f

mθ θ θ− −

− −

= =

∝ + −∑ ∑W W

T T

.       (78) 

Let 1 1t =  and ( ),

( ),

( )( ) l star

l star

sum
lt θ θ= ∑ W

T

, 1l > . Then, we have 

the following recursive equations, 
2 1 ;t θ= +  2

1 2(1 ) ( 2)l l kt t l tθ θ− −= + + − , 2l∀ > .  
Therefore, from (75)- (78),  

1 1

1
2

1 2

( , , ) ( , , )
( 1)1 .

(1 ) ( 2)

mi m mi m

m

m m

w m f star m f star
t

t m t

ϖ
θ

θ θ
−

− −

+
−

= +
+ + −

          (79) 

Through induction similarly as in the proof of (69), we have 
1 1{ ( , , ) ( , , )} 0mi m mi mw m f star m f starϖ

γ
∂ +

>
∂

. Similarly, when 

the attack is started from flow 
1 2A Af , it can be shown that 

12 12{ ( , , ) ( , , )} 0mi miw m f star m f starϖ
γ

∂ +
>

∂
. Thus, from (24), it 

follows that 
ijfM  monotonically increases in ρ  for the star 

network. The upper and lower bound of 
sdfM  in (27) and (28) 

is obtained by showing that   
1 1( , , ) ( , , ) 2mi m mi mw m f star m f starγ ϖ ρ< + ≤ , 

12 12( , , ) ( , , ) 2 .mi miw m f star m f starγ ϖ ρ< + ≤                       (80) 
Since 

1 1( , , ) ( , , )mi m mi mm f star w m f starϖ ≤ , and  

12 12( , , ) ( , , ),mi mim f star w m f starϖ ≤                      (81) 
Equation (80) can be obtained by showing 
 1( , , )mi mw m f starγ ρ≤ ≤ , 
 12( , , )miw m f starγ ρ≤ ≤ .              (82) 
The proof of (82) is similar to that of  (70), and is omitted.  

Appendix V: Proof of Theorem 3 

We first derive 1 1( 1)i ia P N += = . Through solving the 
difference equation in (65), it can be found that  

2 2
1

2

2 2
1

2

1 4 1 1 2 1 4( )
22 1 4

1 4 1 1 2 1 4( ) .
22 1 4

m
m

m

f θ θ θ

θ

θ θ θ

θ

−

−

+ + + + +
=

+

+ − + − +
+

+

       (83) 

Let ( ),l ringT  be the set of all traffic patterns on a ring network 
with l  nodes and a route set that includes all possible link-
disjoint shortest paths between each pair of nodes in the 
network. Let ( ),

( ),

( )m ring

m ring

sum
mg θ= ∑ W

T

By counting different 

ways of using one single link in the ring network, we have  
2 1

1 22 ... ( 1) .k
k k k kg f f f k fθ θ θ −

−= + + + + −        (84) 
Therefore, 

1 1 1( 1)
i

i
i A A k i ka P N f gθ

+ − += = = .Using the lower 
and upper bound of 

sdfM for the ring network in (25), we 
obtain Theorem 3.  
 

Appendix VI: Proof of Theorem 4 

From (75)-(78),  
1 1( 1) ;m k kP N t tθ −= =

1 2

2
2( 1) ;A A m mP N t tθ −= = 3k∀ > . 

Using the lower and upper bound of 
sdfM  for the star network 

in (27) and (28). We can obtain Theorem 4.  

Appendix VII: Proof of Theorem 5 

Since ( 1) 2 | |
sdsd

f sdf
M M P N= =∑ R , we have 

( 1)
max{ }

2 | |
sd

sd
sd

sdf
ff

P N
M M

=
≤
∑

R
.            (85) 

Let ( : )sd sdN r= ∈N R , and [ ]E  stands for expectation. 
Since each connection consists of two flows, then  

( 1) 2 ( )
sd

sdf
P N sum= =∑ N . 

Thus, to prove Theorem 5, it suffices to show that 
( ( )) | |sum ρ≤N EE .   

Clearly, we have  
[ ( )] [ ( ) | ] ( )sum sum P= ∑W

N N W WE E , 

where ( , ~ )ijW i j=W .  
Since [ ( ) | ] [ ( ) | ]sum sum≤N W W WE E ,  

( ( )) ( ( )).sum sum≤N WE E        (86) 
As [ ( )] | |,sum ρ=W EE from (86),  

( ( )) | |sum ρ≤N EE . 
It follows that 

1 max{ } | |
| | sd

sd
ff

M M ρ≤ E
R

. 


