Capture the Flag Competition Fall 2004

Abstract
Each team was given a VMware
image containing a Linux server
installation. The server provided

a number of services. The
services had a number of
undisclosed vulnerabilities,

which were included by the
contest organizers. The goal of
each team was to maintain the
set of services available and
uncompromised throughout the
contest. Each team attempted to
compromise other teams'
services. During the contest a
scoring system kept track of
what services were available,
and which  services were
compromised.

}

Participants
UC Santa Barbara; Technical University
of Vienna, Austria; Georgia Tech; New
York Polytechnic University; North
Carolina State University; The
University of Texas at Austin; Monterey
Naval Postgraduate School; University
of lllinois at Urbana-Champaign; Peter
Kiewit Institute, University of
Nebraska;Politecnico di Milano, Italy;
Darmstadt University of Technology,
Germany; Norwegian University of
Science and Technology, Norway;
Universita' degli studi di Milano, Italy;
RWTH Aachen University, Germany
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Final Scores

Team

Total
Score

Trend
Score

Offensive
Score

Defensive
Score

The Tower of Hanoi
Politecnico di

Milano, Italy

16851

5699

6031

10820

0ld EurOpe
RWTH Aachen
University,
Germany

15944

5508

6134

9810

We Own You
Technical
University Vienna,
Austria

11130

4909

1795

9335

Int80
Georgia Tech

11062

4293

1952

9110

Chocolate Makers
Universita' degli
studi di Milano,

Italy

10910

4595

3700

7210

Whitehat Vikings
Norwegian
University of
Science and
Technology, Norway

7385

1177

690

6695

Mobsters
UC Santa Barbara

6240

1196

6240

Oday
UC Santa Barbara

5586

938

361

5225

Raging Riot of Nubs
University of Illinois

4634

2062

1334

3300

Bitwise
Georgia Tech

4596

1301

266

4330

\007
UC Santa Barbara

4570

1128

4570

Red Hat Rednecks
NC State

4115

409

4115

Wizards of DoS
Darmstadt Univ.,
Germany

2950

908

300

2650

Bunker Busters
NY Polytechnic

2165

819

50

2115

Pr3p_Sk3wl_0f_r00t
Monterey Naval
Postgraduate School

1690

608

150

1540

The Other PKI
University Nebraska

1045

168

1045

The Gigablight
University Nebraska

840

136

840

Revenge of the Grey
United States
Military Academy

45
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