Lab Project

Viruses & You: A closer look at virus scanners vs. viruses
By: Ryan Lockhart & Jason Page
TA Requirements:
Put all the data and programs from the LAB folder onto the NAS
ECE 4112: Internetwork Security

Lab *: Anti-virus technology
Group Number: _______________

Member Names: _________________________     _________________________

Date Assigned: 

Date Due: 
Last Edited: 
Please read the entire lab and any extra materials carefully before starting.  Be sure to start early enough so that you will have time to complete the lab.  Answer ALL questions and be sure you turn in ALL materials listed in the Turn-in Checklist ON or BEFORE the Date Due.  
Goal:  The goal of this lab is to come to a better understanding of virus scanners by infecting a machine in a safe environment.

Summary:  In this lab, we will be looking at how viruses infect a machine and how anti-virus software can be used to prevent such infections and remove the infections once they have occurred.
Background and Theory: Anti-virus software consists of computer programs that attempt to identify, thwart and eliminate computer viruses and other malicious software (malware). Anti-virus software typically uses two different techniques to accomplish this: examining (scanning) files to look for known viruses matching definitions in a virus dictionary and identifying suspicious behavior from any computer program which might indicate infection. Such analysis may include data captures, port monitoring and other methods. Most commercial anti-virus software uses both of these approaches, with an emphasis on the virus dictionary approach.
In the virus dictionary approach, when the anti-virus software examines a file, it refers to a dictionary of known viruses that the authors of the anti-virus software have identified. If a piece of code in the file matches any virus identified in the dictionary, then the anti-virus software can take one of the following actions: 

· attempt to repair the file by removing the virus itself from the file
· quarantine the file 

· delete the infected file 
To achieve consistent success in the medium and long term, the virus dictionary approach requires periodic downloads of updated virus dictionary entries. As civically minded and technically inclined users identify new viruses "in the wild", they can send their infected files to the authors of anti-virus software, who then include information about the new viruses in their dictionaries.
Dictionary-based anti-virus software typically examines files when the computer's operating system creates, opens, closes or e-mails them. In this way it can detect a known virus immediately upon receipt. Note too that a System Administrator can typically schedule the anti-virus software to examine (scan) all files on the user's hard disk on a regular basis. Although the dictionary approach can effectively contain virus outbreaks in the right circumstances, virus authors have tried to stay a step ahead of such software by writing "oligomorphic", "polymorphic" and more recently "metamorphic" viruses, which encrypt parts of themselves or otherwise modify themselves as a method of disguise, so as not to match the virus's signature in the dictionary.
The suspicious behavior approach, by contrast, doesn't attempt to identify known viruses, but instead monitors the behavior of all programs. If one program tries to write data to an executable program, for example, the anti-virus software can flag this suspicious behavior, alert a user and ask what to do.
Unlike the dictionary approach, the suspicious behavior approach therefore provides protection against brand-new viruses that do not yet exist in any virus dictionaries. However, it also sounds a large number of false positives, and users probably become desensitized to all the warnings. If the user clicks "Accept" on every such warning, then the anti-virus software obviously gives no benefit to that user. This problem has worsened since 1997, since many more nonmalicious program designs came to modify other .exe files without regard to this false positive issue. Thus, most modern anti-virus software uses this technique less and less.
Some antivirus-software will try to emulate the beginning of the code of each new executable that the system invokes before transferring control to that executable. If the program seems to use self-modifying code or otherwise appears as a virus (if it immediately tries to find other executables, for example), one could assume that a virus has infected the executable. However, this method too results in a lot of false positives.
Yet another detection method involves using a sandbox. A sandbox emulates the operating system and runs the executable in this simulation. After the program has terminated, software analyses the sandbox for any changes which might indicate a virus. Because of performance issues, this type of detection normally only takes place during on-demand scans.

This information was found on www.wikipedia.org.

Prelab Questions:  
QP.1: What operating system do you use?
QP.2: What virus scanner do you use?
QP.3: Why do you use this scanner?
Lab Scenario:  You will need your hard drive for this lab.  You will be using the RedHat WS 4 Physical Machine and Windows XP Copy Virtual Machine you have loaded on it.
All components of the lab will be available on the NAS

A copy of  McAfee virus scanner may be obtained from the professor (must be a version with older DAT files).

The updated DAT files may be obtained from: http://www.mcafee.com/us/downloads/updates/superdat.asp

The Stinger virus removal tool can be obtained from:

http://vil.nai.com/vil/stinger/
The viruses can be obtained from one of these sites:

http://vx.netlux.org/links.php

http://www.rigacci.org/comp/virus/

http://vxchaos.cjb.net/

http://vx.netlux.org/vl.php
Make a BACKUP of the XP installation, very important.
During this lab, you will proceed to muck up your XP installation in a very bad way. This can lead to further infections across the entire lab if the instructions aren't followed carefully.
Following the completion of the lab, restore the XP installation from back up before plugging the network cable back in.
Under no circumstances should the network cable be connected for any section other than Section1.

Section 1: Prestart
Boot up XP in VMWare

If any other virus/malware scanners or firewalls have been installed, disable them.

Copy the Mcafee VirusScan Enterprise 80i folder to the desktop

Install Mcafee Enterprise 8.0i (choose perpetual license)
Uncheck Update Now and Run On-Demand Scan
Don’t restart after installation
Right click on Vshield icon, and select disable on access scan.

Copy the rest of the contents from NAS/Lab folder to desktop.

Disconnect network cable
***Note: If at anytime the viruses are cleaned accidentally (not per instructions), shutdown the VMware image of XP, restore from backup, redo the PreStart section, and start from the beginning of the last section you were on.

Section 2: Keeping up to date 
Ignore any notifications about old virus definition files.

Right click on the Vshield icon, and select About VirusScan Enterprise...
Q2.1: Copy the information in the box.
In the Lab Materials\Other Viruses folder, right click on the Worm.Mytob.S.zip and select scan for viruses

Q2.2: Were there any viruses detected?
Run the file SuperDat v4642.exe
Right click on the Vshield icon, and select About VirusScan Enterprise...
Q2.3: Copy the information in the box.


Right click on the Worm.Mytob.S.exe.gz and select scan for viruses again.

Q2.4: Were there any viruses detected? If so, why?
Right click on the Vshield icon and select VirusScan Cosole... This is the control center of the virus scanner. All policies regarding the operation of the scanner are set here.

Q2.5: Give a brief summary of what each default task controls: Access Protection, Buffer Overflow Protection, On-Delivery E-mail Scanner, Unwanted Programs Policy, On-Access Scanner, Scan All Fixed Disks, AutoUpdate (Hint: Check Help Topics under the Help menu.)

In the Tools menu, select User Interface Options... Under the Password Options tab, the password can be set for specific or all access.

Q2.6: Why would it be necessary to password protect access to the virus scanner?
Keep in mind that the On-Access scanner has all of the abilities of the On-Demand scanner, but if we enable the On-Access scanner, it would automatically detect all the viruses in the lab when access to them is attempted!

Section 3: Archive Nesting

In the Lab Materials\Archive Test Folder, Zip01.zip contains a virus. Scan it.

Q3.1: What virus was detected?

In the same folder Ace01.ace contains the same virus as Zip01.zip. Scan it.

Q3.2: Was the virus detected? If not, speculate why.
The Zip01.zip folder contains nested archive files, each containing the same virus as Zip01.zip. The number indicates how many times the ZIP compression was used to nest, then that file was compressed with ACE compression. Right click on the folder and scan it.

Q3.3: Which files were listed as infected? If not all, speculate why.
The Full Zip folder contains nested archive files, each containing the same virus as Zip01.zip. The number indicates how many times the ZIP compression was used to nest. Right click on the folder and scan it (FYI, this will take about 10 minutes or so).

Q3.4: Which file did the scanner stop reporting infections? Speculate why.

In the Full Zip folder, rescan files Zip001.zip, Zip290.zip, and Zip512.zip individually.

Q3.5: How long each file take to scan (At the bottom of the scan window)?

Q3.6: Even though this was not a realistic case, what does this say about virus scanner performance expectations when faced with many archive files with even a few nested files?

Section 4: Macro Viruses

In the folder Lab Materials\Other Viruses open the Virus Macro Code.txt.

Q4.1: Which macro virus is this? (Hint: Look for comments)
Q4.2: List two ways this virus propagates itself.
Q4.3: Other than self-replication, does the virus have any other purpose (i.e. a logistical payload)?

Section 5: Good Viruses vs. Bad Viruses

In this section, we will be infecting the XP installation.

The info folders contain webpages from McAfee describing the details of the viruses in this section.

Right click on the Vshield icon, and select On Demand Scan.... Uncheck Scan boot sectors. Select the Detection tab as the top, and click the Exclusions... button. Choose Add..., select the first option, and browse to the Lab Materials directory on the desktop. Be sure to check Also exclude subfolders as well. Click Ok back to the main scanner screen, and select the Actions tab. Change the primary action to Continue Scanning. Select the Unwanted Programs tab, and uncheck Detect unwanted programs. Click the Save As button in the upper right, and save the scan profile.

In the Lab Materials\Good & Bad Viruses, remove the .REMOVE and run the Bad-Worm.Win32.Mydoom.a.scr.

Launch the VirusScan Console, launch the scan that was just created, and start it.

Q5.1: What files were found, and with what virus?

Close the dialog and in the Lab Materials\Good & Bad Viruses, remove the .REMOVE and run the Good-Worm.Win32.Nachi.e.exe.

Launch the VirusScan Console, launch the scan that was just created, and start it.

Q5.2: What files were found, and with what virus?
Q5.3: Are files from the first virus missing? If so, why?

Instruct the dialog to clean or delete the files as necessary.

The concept of good viruses has been around for a while, but is far from realisticly deployable. The idea is to send non-malicous worms throughout the internet to immunize and cure machines that are vunerable or infected.

Q5.4 List some reasons why good viruses would be difficult to utilize.

Section 6: Peering into the infection

In this section, we will be infecting the XP installation.

First, let's collect some preinfection intel. Open the %windir%\System32 directory.

Q6.1: How many files are listed in this directory (be sure to have hidden and system files listed too)?

Open the Task Manager using control-alt-delete. Look under the Processes tab

Q6.2: How many process are listed in the bottom left corner?

Open Regedit.exe in the windows directory. Go to HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run.

Screenshot #1: Take a screenshot of subkeys listed on the right-hand side.

Open a command prompt and type netstat –a to list open ports.
Screenshot #2: Take a screenshot showing the current ports open.

Create a folder on the desktop and name it shares.  Turn back the system clock to the year 2003.  The worm you about to use deactivates itself after 2004.
In the Lab Materials\Other Viruses, remove the .REMOVE and run the Worm.Bagle.AE.scr.

Wait until an error appears stating “Can’t find a viewer associated with the file” and click OK. Now for some post infection forensics. Open the %windir%\System32 directory.

Q6.3: How many files are listed in this directory (be sure to have hidden and system files listed too)?

Open the Task Manager using control-alt-delete. Look under the Processes tab

Q6.4: How many process are listed in the bottom left corner?

Open Regedit.exe in the windows directory. Go to HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run (if it's already open, refresh the window).

Screenshot #3: Take a screenshot of subkeys listed on the right-hand side.

Q6.5: Have any new entries appeared? If so, what are they?

Open a command prompt and type netstat –a to list open ports.
Screenshot #4: Take a screenshot showing the current ports open.

Q6.6: Are any new ports listening? If so, what are they?

Open the shares folder on the desktop.

Q6.7: Have any files appeared in the directory? If so, list them.

Launch the VirusScan Console, launch the scan that was created earlier, and start it.

Q6.8: Were any other files created in addition to the ones found earlier? If so, list them.

Q6.9: Based on the information collected, give an idea of how the virus infects, what it could do, and a way it might propagate.

Instruct the dialog to clean or delete the files as necessary.
Section 7: Once more into the breach

In this section, we will be infecting the XP installation (with many viruses).

Since the removal tool does not have an exclusion section, the directories containing the other viruses will be removed. Move anything important needed from these directories to another directory.

In Lab Materials\Stinger Test launch Infect.bat (Note: The system may slow down, wait till it's completely done with all 10).

Run the Stinger v259.exe program in the main folder, and click the Scan Now button.

Q7.1: Did stinger successfully detect/remove any viruses? If so, list two.
Screenshot #5: Take a screenshot of the Stinger results.

The virus scanner has more than likely been disabled and is no longer able to be restarted due to the concoction of viruses released upon the system.
Q7.2: Even though Stinger may have removed a large portion of infections, what can be said about the stability and performance of the system now? Is the system still reliable?
Instruct the dialog to clean or delete the files as necessary.

Section 8: PostLab

Shutdown VMware, delete the instance of Windows XP used for this lab, and restore from the backed up image.

Reconnect the network cable after restoration is complete. 
Answer Sheet Lab*
Group Number: _______________

Member Names: _________________________     _________________________

Prelab
QP.1: What operating system do you use?
QP.2: What virus scanner do you use?
QP.3: Why do you use this scanner?
Section 2:  Keeping up to Date
Q2.1:  Copy the information in the box.
Q2.2:  Were there any viruses detected?

Q2.3:  Copy the information in the box.
Q2.4:  Were there any viruses detected? If so, why?
Q2.5: Give a brief summary of what each default task controls: Access Protection, Buffer Overflow Protection, On-Delivery E-mail Scanner, Unwanted Programs Policy, On-Access Scanner, Scan All Fixed Disks, AutoUpdate (Hint: Check Help Topics under the Help menu.)
Q2.6: Why would it be necessary to password protect access to the virus scanner?

Section 3: Archive Nesting
Q3.1: What virus was detected?

Q3.2: Was the virus detected? If not, speculate why.
Q3.3: Which files were listed as infected? If not all, speculate why.
Q3.4: Which file did the scanner stop reporting infections? Speculate why.

Q3.5: How long each file take to scan (At the bottom of the scan window)?
Q3.6: Even though this was not a realistic case, what does this say about virus scanner performance expectations when faced with many archive files with even a few nested files?

Section 4: Macro Viruses

Q4.1: Which macro virus is this? (Hint: Look for comments)
Q4.2: List two ways this virus propagates itself.
Q4.3: Other than self-replication, does the virus have any other purpose (i.e. a logistical payload)?
Section 5: Good Viruses vs. Bad Viruses

Q5.1: What files were found, and with what virus?
Q5.2: What files were found, and with what virus?
Q5.3: Are files from the first virus missing? If so, why?

Q5.4: List some reasons why good viruses would be difficult to utilize.

Section 6: Peering into the infection

Q6.1 How many files are listed in this directory (be sure to have hidden and system files listed too)?

Screenshot #1: Take a screenshot of subkeys listed on the right-hand side.
Screenshot #2: Take a screenshot showing the current ports open.
Q6.2: How many process are listed in the bottom left corner?

Q6.3: How many files are listed in this directory (be sure to have hidden and system files listed too)?

Q6.4: How many processes are listed in the bottom left corner?

Screenshot #3: Take a screenshot of subkeys listed on the right-hand side.
Q6.5: Have any new entries appeared? If so, what are they?
Screenshot #4: Take a screenshot showing the current ports open.

Q6.6: Are any new ports listening? If so, what are they?

Q6.7: Have any files appeared in the directory? If so, list them.

Q6.8: Were any other files created in addition to the ones found earlier? If so, list them.

Q6.9: Based on the information collected, give an idea of how the virus infects, what it could do, and a way it might propagate.
Section 7: Once more into the breach

Q7.1: Did stinger successfully detect/remove any viruses? If so, list two?
Screenshot #5: Take a screenshot of the Stinger results.

Q7.2: Even though Stinger may have removed a large portion of infections, what can be said about the stability and performance of the system now? Is the system still reliable?

How long did it take you to complete this lab?  Was it an appropriate lab length?

What corrections and or improvements do you suggest for this lab? You may cross out and edit the text of the lab on previous pages to make corrections. What corrections and or improvements do you suggest for this lab? Please be very specific and if you add new material give the exact wording and instructions you would give to future students in the new lab handout. You need to be very specific and provide details. You need to actually do the suggested additions in the lab and provide solutions to your suggested additions. Caution as usual: only extract and use the tools you downloaded in the safe and approved environment of the network security laboratory.

Turn-in Checklist

· Answer Sheet
· Screenshots 1-5
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