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Please read the entire lab and any extra materials carefully before starting. Be sure to start early enough so that you will have time to complete the lab. Answer ALL questions in the provided Answer Sheet and be sure you turn in to the TAs ALL materials listed in the Turn-in Checklist on or before the Date Due.

Goal: Personal security is an important yet overlooked aspect of many users lives. Even after having done a course such as this one there are many tools, techniques and tips which are not covered or have been overlooked in favor more advanced tools. This lab will :

1. Skim over all the topics that have already been covered in the lab, which were a minor and maybe less remembered part of the lab. Examples include: truecrypt, firewalls, malware tools, ssl, ssh, scp, sftp, imaps, pops, always update and NO ftp, telnet, imap, pop.

2. Then we will go in depth and cover some new topics and techniques such as proxies for browsing and chat, Firefox add ons, hamachi, sshfs, tor, sandboxes, backups and keeping yourself up to date on security issues.

3. We will also have a section on common sense tips, that everyone knows but rarely remembers, such as keeping different passwords for different sites.

 
Besides just describing the functionality of these tools we will also go into how to install, configure and use these tools and techniques so that your computer can be as secure as you can make it.

Summary: This lab consists of four parts. The first part asks you to fill out a survey consisting of several questions which will hopefully alert you to several ways in which you can be more secure.

The second part is a brief overview and references to past lab additions which provide good coverage of personal security tools, techniques, & tips (eg. the firewall lab additions, password manager addition, truecrypt, noscript, spybot & adaware, rootkit detectors, ...)

In the third part we present an overview of safe vs unsafe protocols for common tasks including chat, browsing, file transfer, email and where possible provide in-depth information on using the tools which apply the secure protocols or methods to secure the insecure protocols.

The fourth part is an overview of common sense security principles and of ways to keep up to date on security issues.


Prelab Section:

To gauge the current level of security practices followed by the students in the class we conducted a short survey amongst them, you will be asked to complete the same in Section 1. We received 20 responses I.e we got responses from half the class. Following are the results of the survey.

1. Do you use a firewall (if so, which one)?

12 out of 20 people said they used a firewall on their computer(s). 

Some of the common firewalls were: Comodo, Sygate, F-Secure, Jetico,Windows, SuSe, iptables, McAfee, Firewall provided by GT, Trend Micro PC-Cillin, Real Secure Desktop

2. Do you encrypt your communication (email/chat/...) (if so, what communication & encryption)?

In response to this question only 3 of 20 people answered positively. Another 3 - 4 people said they weren't sure and left it up to the application they were using. 

Those who did encrypt used the following protocols IMAPS,POPS, GPG, HTTPS

3. Do you encrypt anything else (browsing, file transfer, ...)?

7 of the 20 people who responded said they encrypt either their browsing and/or file transfer. SSH proxy, SCP, SSL, SSH and SFTP were some of the protocols used.

4. Are any of your passwords dictionary words or less than 8 characters?

Even after taking a security intensive class such as this 6 of 20 people said their passwords were dictionary based and/or less than 8 characters long.

5. Do you use the same password for multiple accounts?

Shockingly 15 of 20 people said they had the same password for multiple accounts.

6. Do you use any authentication schemes besides static passwords?

4 of 20 people used authentication schemes besides static passwords. Examples given were: Fingerprint scanning, public key cryptography, location based authentication, ssh captcha, key based authentication

7. Do you regularly check for security breaches (anti-virus scans, malware or adware scans, root kit scans) (if so, what software)?

A high 17 of 20 people used some kind of software to check for viruses, adware and/or malware.

Some commonly used tools are McAfee, Spybot S&D, Adaware, Avast, Spyware, Registry Cleaner, AVG, CA Anti virus, MS Windows Defender, Nod32 Anti virus, ps, netstat, VirusScan.

8. Do you secure your browser in any way (if so, how)?

10 of 20 people did secure their browsers most using Firefox add-ons such as NoScript. Some other tools used were: F-Secure ad blocker, McAfee on access scanning.

9. Do you check and update your software regularly?

19 of 20 people said they regularly update at least their OS and security software.

An interesting response received was : “No, although since I have taken this class I have started to update software which has open ports on my computer (eg, Firefox).”

10. Do you make backups? If so, how often, where, and are they encrypted?

16 of the 20 people surveyed said that they did backup their data. However none of them said they encrypt their data in any way. Some common media on which backups were made are:

External HDD – 8 people

CD/DVD – 3 people

RAID5 – 2 people

11. Do you lock your computer whenever you leave it unattended?

14 of 20 people said that they lock their computer when away (or have an automatic tool do it)

12. Do you have a boot up password?

Only 7 of 20 people had a boot up password.

13. Do you keep up to date on security issues (if so, how)?

16 of 20 people said that they do keep up with security issues in some way or the other. Common methods were:

· Reading websites such as Slashdot, Secunia, 2600, Secured,  ha.ckers.org, digg, Yahoo Tech News, Techreport, SecurityFocus, Wired, bbc.com

· Attending seminars and classes on security.

· Periodically listening to pod casts and reading various blogs

· Reading newsletters such as ISS XForce Newsletter, olpc security list, dc404 list, se2600 list.

· On line journals, magazines and research papers

· Via news articles in the mainstream news.

One interesting response to this question was : “Not so much. didn't at all before this class"

14. How important is your computer security to you on 1 to 10 scale?
(1 means you don't care if everyone had access to all your digital data and
communications and 10 means you are so paranoid that you protect your equipment
with your custom thermite-based self-destructing hardware)

We received scores of: 

6, 1, 4, 7, 5, 8, 3, 5, 4, 4, 7.5, 4, 3, 5, 7, 3, 7, 7, 5 (total 19 responses)

Average score computed was - 7.89

15. Tell us about any other security-related software or practices you use which we
haven't asked about:

We got responses such as:

· “Linux”

· “My computer's not very secure. I only use some minor programs to take off adware like Adaware and spybot.”

· “Spyware scanners”

· “I feel the most important practice is good browsing habits.  knowing which types of sites and advertisements to avoid, which software NOT to download can save a computer more than any software.”

· “Before I execute an exe file for the first time, I always scan it with F-Secure AND virusscan.jotti.org.

· all the questions covered all of my security measures.”

· “ssh on a nonstandard port for some servers. only some of my computers are accessible  directly from the web. “

· “I use my linux OS for online banking. Can't trust Windows anymore.”

There were both some good and weak security practices highlighted by the survey. On the good side almost all the people said they check for security breaches on their computer, nearly everyone updated their software regularly and most did backup their data periodically (though all said that this backup was unencrypted). 3 out of every 4 kept up with security news (though not very effectively) and a similar proportion locked their computers when they were away.

These are good numbers of people following secure computing habits. However there were a larger number of very weak practices being followed. Based on the survey results above it is obvious that a lab such this one is needed. Some figures being:

A very large number of participants didn't encrypt their communication and almost half the people dont have a firewall on their machine. Even more shockingly 3 out of every 4 people use the password for multiple accounts while 1 out of every 4 use dictionary based passwords and/or passwords less than 8 characters in length. This combined with the fact that very few people use any other means of authentication is very poor security practice. Furthermore only 50% of the participants secure their browsers and only about 1 in 3 have a boot up password. 

Keep in mind these figures are based on responses given by participants who have completed a practical, security intensive course such as this one. Given all these statistics it is obvious that a lab on Personal Security is required.

SECTION 1

Here are the same questions given in the survey, please answer them:

Q1.1 Do you use a firewall (if so, which one)?

Q1.2 Do you encrypt your communication (email/chat/...) (if so, what communication &
encryption)?

Q1.3 Do you encrypt anything else (browsing, file transfer, ...)?

Q1.4 Are any of your passwords dictionary words or < 8 characters?

Q1.5 Do you use the same password for multiple accounts?

Q1.6 Do you use any authentication schemes besides static passwords?

Q1.7 Do you regularly check for security breaches (anti-virus scans, malware or
adware scans, root kit scans) (if so, what software)?

Q1.8 Do you secure your browser in any way (if so, how)?

Q1.9 Do you check and update your software regularly?

Q1.10 Do you make backups? If so, how often, where, and are they encrypted?

Q1.11 Do you lock your computer whenever you leave it unattended?

Q1.12 Do you have a boot up password?

Q1.13 Do you keep up to date on security issues (if so, how)?

Q1.14 How important is your computer security to you on 1 to 10 scale?
(1 means you don't care if everyone had access to all your digital data and
communications and 10 means you are so paranoid that you protect your equipment
with your custom thermite-based self-destructing hardware)

Q1.15 Tell us about any other security-related software or practices you use which we
haven't asked about

SECTION 2

Personal Security Lessons in the Labs

This section provides a brief overview of the personal security tools, techniques, and tips that you have learned in the past labs and lab additions.  We separate the topics into separate categories and each topic is followed by the lab number it is in, in parentheses.  Topics with a * indicate that we will be covering them in more detail in later sections of this lab.  You can look up the referenced lab for full details on each subject.  This list is current as of the Fall 2007 Internetwork Security class for which the full labs can be found at the below url:


http://users.ece.gatech.edu/~owen/Academic/ECE4112/Fall2007/Fall2007.htm 

Network Security

    Testing


nmap(1), Nessus(1), Cheops(1), others(1), Ethereal(2), Arpwatch & ARP poisoning(2), 

            AntiSniff (2) , VOIP(3) , home router attack(3), firewall leaktesting(4) , VNC(5) , Metasploit(6),


SecurityForest(6) , wireless(8), Bluetooth(8) 

    Securing


VPN(2)*, home router(3), VOIP with pre-shared key(3), firewalls(4), VNC(5)*, 


wireless(8)

Operating System Security

    Testing


MS Security Baseline Analyzer(1), usb/cdrom autorun(2), rootkits(5), forensics(7), 


live CDs(6) (9) , botnets(10) 

    Securing


Bastille Linux(1), Firestarter firewall(1), ProcessGuard(4), portknocking(5),


trojan/virus/spyware removal(5)*, buffer overflow prevention(6), intrusion detection systems(7),


St Jude linux hardening(7), botnets(10) 

Browser Security


phishing(3) , cookie spoofing(3) , web scripting vulnerabilities(9) *

Password Security

    Testing


L0phtCrack(2), John the Ripper(2), resetting root password(2), rainbow crack(2), 


network login crackers(2) 

    Securing


hardening(2)*, BIOS(2) 

Encryption


TrueCrypt(2) *, PGP(3)* , encrypted XMPP(2) *

Programming


compilers(5), libraries(5), buffer overflows(6), heap overflows(6), format string attacks(6), 


code analysis(6) 

Also from the Spring 2007 Internetwork Security final projects you can find information on the following topics at the below url:


http://users.ece.gatech.edu/~owen/Academic/ECE4112/Spring2007/Spring2007.htm 

Cryptography and Authentication – Windows CardSpace authentication and setting up email 
authentication

VOIP Vulnerabilities – testing and securing VOIP applications

Anonymous Communication – anonymizing your Internet activity with Tor* 

SECTION 3

Everyday Security

Section 3.1 – Voice & Text Chat

First, the bad news, you are probably chatting insecurely and the government and that creepy guy next to you in Starbucks are reading every boring little detail about your life and chuckling maniacally.  Now the good news, you can easily secure your chat from the creepy guy but it will take a little work and hassle to fend off the government.  First, lets review how secure you are based on your current practices and assuming you are using a standard client with the standard settings for the protocol.

Security Overview for Common Chat Protocols

Protocol
Secure?

AOL
No

Gtalk 

(Jabber/XMPP based see below)
Only if you are using official Gtalk client or using Gmail over https and only chatting with other Gtalk users doing the same or with Jabber users following the below directions

Jabber / XMPP
Only if you and the people you chat with are connected to a Jabber server using encryption and using a client which supports it

MSN / Windows Live Messenger
No

Yahoo! Messenger
No

IRC
Only if you connect to a server that supports SSL with SSL and so does everyone else you will chat to

ICQ
No

Skype
Yes

There are a number of different solutions to securing your chat.  Each has their associated pros and cons.  There are also a different levels of security varying from end to end encryption so that only you and the person you are talking to can decrypt your message  to client to server encryption meaning only you, the person you are talking to, and the people in control of the chat servers can see your messages.  For example, Gtalk and Jabber / XMPP chat uses client to server encryption since they are built on a client server model but Skype which is a peer to peer application uses end to end encryption.  End to end is the government proof solution, it is better if you really have to be confidential but is sometimes harder to configure as we will see. Client to server will probably suffice for most users since it gives you protection from people trying to read your messages in transit.

The table above actually oversimplifies the situation.  With multi-protocol clients in wide use and the recent increase in inter-operation of chat protocols (MSN / Windows Live Messenger users can transparently talk to Yahoo! Messenger users and Google recently released support for talking to AOL users through Gtalk and Jabber relay servers support connecting other protocols) it becomes tricky to remember who you are talking to and if your conversation is secured.

So for those of you not securely using one of the protocols with security options here are some techniques to secure partially or fully your chat:

1. Switch to a secure chat protocol or client
Pros: You're secure!
Cons: For secure protocols, all your friends will need to use the same service or you won't be able to chat with them.  For secure clients, all your friends who you want to talk to securely will need to be using the same client because secure clients often work only with other users using the same client.

Examples:


Skype (http://www.skype.com/) 


Gtalk or Jabber / XMPP (see notes in the table above) (http://www.google.com/talk/)


SILC (Secure Internet Live Conferencing)  (http://www.silcnet.org/network/) protocol designed 


with security in mind.  Supported by Pidgin (http://www.pidgin.im/) or the Silky client



(http://silky.sourceforge.net/) 

            SecureIM for Trillian clients (http://www.ceruleanstudios.com/) (only works with users people



using Trillian.

            Setup your own chat system using SSH & ytalk on Linux



(http://www.linuxdevcenter.com/pub/a/linux/2003/02/13/ssh_ytalk.html) 

           Many other secure clients and protocols:



http://en.wikipedia.org/wiki/Comparison_of_VoIP_software 


            http://en.wikipedia.org/wiki/Comparison_of_instant_messaging_clients *



http://en.wikipedia.org/wiki/Comparison_of_instant_messaging_protocols 



* Note that the column on client encryption is misleading because many of the clients it


   states have encryption support do not by default encrypt messages so it may be


   referring to password encryption on login or on encryption through plugins.

2. Use an encryption plugin or enable encryption support in your client.
Pros: End to end encryption 
Cons: Extra work, everyone you want to talk to securely will  have to install and configure the same plugin or enable the encryption support in their client.
Examples:
Pidgin encryption plugin (http://pidgin-encrypt.sourceforge.net/ ) supports all protocols Pidgin 
uses and is pretty easy to use once installed.
PGP based encryption in clients such as Psi  (http://psi-im.org/wiki/PGP) and Gaim 
(http://cactuswax.net/archive/gajim-and-gpg-for-encrypted-jabber-chat/ ).  Requires more 
work to setup because you must manually trade encryption keys with people you want to 
chat securely with.
OTR (Off The Record) messaging plugin available for many different clients 
(http://www.cypherpunks.ca/otr/).  This is the penultimate secure chatting setup because 
it provides encryption, authentication, deniability, and perfect forward secrecy.  
Deniability means no one can prove it was you chatting after the chat occurred but the 
user you are chatting with is still assured your messages are authentic and unaltered.  
Perfect forward secrecy means your past conversations are secure even if you lose your 
private keys.
Encirc encrypting proxy for IRC (http://www.hping.org/encrirc/) .  Requires a shared key among 
users.

3. Use one-way encryption.
Pros: Easiest to use, doesn't change the way you chat
Cons: Only protects you from people trying to sniff your traffic, if your chatting with someone in the same room who isn't using any encryption then all your messages can be compromised on their end.
Examples:
Web-based chat clients used over https such as Meebo (http://www.meebo.com/)
 
Tunnel your chat through an encrypted SSH proxy.  Requires setting up an SSH server on a 
machine you trust to serve as an exit-point for your traffic and using an SSH client to 
create a tunnel to proxy your requests through the server.



Setting up SSH server for Win & Mac 

http://lifehacker.com/software/home-server/geek-to-live--set-up-a-personal-home-ssh-server-205090.php 

Setting up SSH server for Linux
 Use your Linux distributions package manager to install openssh-server and your 
 done.
Creating the SSH proxy
    Run `ssh -ND [proxy_port] username@serverAddress -p [ssh_port]`
    where [proxy_port] is the port on your local machine that you want to connect to the 
    proxy with and [ssh_port] is the port the SSH server is listening on on the remote 
    server (usually 22).  After issuing this command it should ask you for your password 
    and then just sit there happily proxying whatever traffic you send to [proxy_port].  To 
    make your chat client use the proxy just change your clients proxy settings to use a 
    SOCKS5 proxy at the address localhost on port [proxy_port].  To make the process 
    more seamless and avoid entering your password every time you setup the proxy you 
    can setup automatic public key login to your remote machine, see 
    http://www.spy-hill.com/~myers/help/PublicKey.html 
    

Section 3.2 – Email

Email security is a bit more straightforward to do than chat security.   First, if your are using an email client on your local computer make sure it is setup to use the SSL variants of the IMAP and POP mail protocols, IMAPs and POPs.  Instructions for doing this for your specific client can be easily found by googling your client name along with IMAPs or POPs.  This will make sure your emails are not transmitted in cleartext to the mail server so noone can read your email by sniffing your traffic.  Next, if you use webmail make sure you access it over https and not plain http or your mail will again be in cleartext for all to see.

Now for some more advanced email tricks.  There are a number of ways to encrypt your email including S/MIME , PGP, and Identity based encryption (http://en.wikipedia.org/wiki/E-mail_encryption).   S/MIME and PGP are the more commonly used methods.  

The process of setting up and using S/MIME or PGP differs based on the email client you use.  Google should be able to point you to tutorials for your client if you search for you client name and S/MIME or PGP.  Gmail users should look into FireGPG (http://firegpg.tuxfamily.org/) which supports encrypting and decrypting PGP in Gmail.  Thunderbird users should check out the Enigmail addon  (http://enigmail.mozdev.org/) which was covered in Appendix K of Lab 3.  For general help on getting S/MIME certificats see http://kb.mozillazine.org/Getting_an_SMIME_certificate and for setting up S/MIME with Thunderbird see http://kb.mozillazine.org/Installing_an_SMIME_certificate.

For the lazy among you, there are a number of services which provide email accounts with integrated  encryption.  Although it should be noted some of these services do not provide true email accounts along the lines of the Internet standard email but opt instead to create proprietary email like systems in order to enhance the security.  This also means that you are restricted to communicating with other people on the system.


Secure “Email” Services:

· CryptoMail.org – Uses a custom email-like protocol, basic free service available

· CryptoHeaven.com - Uses a custom email-like protocol but there is no free service.  Also provides anonymous email services, secure messaging, and secure file storage.

· Voltage Security Network (vsn.voltage.com) - Integrates with Outlook and has a webmail interface, appears to be easy to use and but there is no free service

· Hushmail.com – PGP based email encryption, basic free service available, received bad press recently for releasing user mails and details to law enforcement

Another useful trick with email is to send anonymous messages.  The below two sites will allow you to do this.


Anonymous Email Services:


            http://deadfake.com/Send.aspx 


            http://anonymouse.org/anonemail.html 

Finally, disposable email accounts are a nifty trick for reducing your spam and allowing you to quickly access those annoying sites which require email addresses which you don't want to give.  These sites give you a temporary email address to use for whatever you want.  


Disposable Email Services:

        

Mailinator (http://mailinator.com/) - no sign-up required just use an @mailinator.com 



address and then check the inbox on Mailinator corresponding to the username 



you used to read the mail.


Top 9 Disposable Email Address Services




http://email.about.com/od/disposableemailservices/tp/disposable.htm 

Section 3.3 – Browsing

The World Wide Web is about as close as your going to get to a modern Wild Wild West and your web browser is a loaded gun waiting to blow.  You already saw some of the dangers present on the web in Lab 9, in this section we're going to talk about how to tame the WWW by flipping the safety on in your browser and showing you some neat ways to get around undetected.  We will mainly concentrate on the Mozilla Firefox browser since it is cross-platform, has a good security record, and has a lot of cool toys available.  Some of the techniques will transfer easily to other browser and some may require a bit more work, use Google to show you the way.

First, lets lockdown Firefox by installing a few extensions. 


Ads? No thanks – Adblock Plus - https://addons.mozilla.org/en-US/firefox/addon/1865 




      Adblock Filterset G - https://addons.mozilla.org/en-US/firefox/addon/1136 


Scripts? I'll decide! - NoScript - https://addons.mozilla.org/en-US/firefox/addon/722 



NoScript is the most important extension you should use.  After you first install it a lot of 

websites may break on you because they depend on scripting but as you enable your 


trusted sites to run scripts you will be browsing just like before but much more securely.  


Cookies? Only if I'm hungry.. 



CookieSafe - https://addons.mozilla.org/en-US/firefox/addon/2497 



CookieSafe provides fine grain control over the cookies you accept.  Like NoScript you 


will initially need to teach it the sites to trust but after doing so you will come away 


amazed at how many cookies sites try to stuff down your throat.  One of the main 


advantages of controlling your cookies pro actively is that you are much harder to track 


online and you will regain some amount of anonymity.



Remove Cookie(s) for Site - https://addons.mozilla.org/en-US/firefox/addon/1595 



This addon provides a nice way to revoke cookies from a site you no longer trust.


Referrals? Nah.. - RefControl - https://addons.mozilla.org/en-US/firefox/addon/953 



RefControl helps you keep people from knowing where you came from.  In very rare 


cases it has the tendency to break web sites which depend on referrals to do processing 


but you should try to stay away from such badly coded sites.


History Privacy?  Yes please!



SafeCache - https://addons.mozilla.org/en-US/firefox/addon/1474 



SafeHistory - https://addons.mozilla.org/en-US/firefox/addon/1502 



SafeCache and SafeHistory defend you against web privacy attacks that can be used to 


determine your browsers history.

The above are only recommendations, you may find other addons that do similar things but these are the ones we have experience with and find useful.  In particular, you should browse the Privacy and Security addon category (https://addons.mozilla.org/en-US/firefox/browse/type:1/cat:12).

For those of you who constantly use web applications like Facebook, Flickr, Gmail, Google Calendar, Meebo or the like, Mozilla has developed an application centered browser called Prism (http://wiki.mozilla.org/WebRunner).  It is basically a slimmed down version of Firefox meant to run only one web application almost as if the web application were a desktop application.  There are a number of reasons to use this.  First, it removes all the unnecessary interface components and lets you concentrate on the application.  Second, it is a separate process from your normal browser so if your normal browser crashes Prism won't and you can still use your web apps.  Most importantly, from a security point of view, since Prism has its own process, you can trust the web app without having to worry about other pages you are visiting performing cross site request forgeries.  Quite a few web applications are supported and you can easily set it up to run your favorite applications.

Now before you go rushing out into the web, remember, always use SSL protection for security.  For those sites that don't have SSL and you are wary of people watching your browsing habits, you can use the one-way SSH proxy solution we implemented for chatting in Section 3.1 by giving your browser the exact same proxy settings you gave your chat client.

Anonymity

On a different note, say your are a political dissident in a country that censors web access or a high school student trying to use the school's computers, how do you access the information you crave while leaving as little trace as possible of your deeds?   Services that do this sort of anonymization have been around for awhile.  There are sites that will proxy your requests for you like anonymouse.org (http://anonymouse.org/anonwww.html ) and proxy listing sites like http://www.samair.ru/proxy/.  These are pretty basic services though, if you are serious about being anonymous there are two projects you should look into, the Free Network Project and Tor.

Freenet (http://freenetproject.org/) is a peer to peer based Internet within the Internet, meaning it has separate content from the Internet.  So you don't use Freenet to anonymously surf the web you use it to anonymously surf Freenet which contains anything Freenet users add.  The goal of the project is to let “you publish and obtain information on the Internet without fear of censorship. To achieve this freedom, the network is entirely decentralized and publishers and consumers of information are anonymous. Without anonymity there can never be true freedom of speech, and without decentralization the network will be vulnerable to attack.” [http://freenetproject.org/whatis.html]

Tor (http://www.torproject.org/) on the other hand is an anonymizer for the Internet.  It uses a lot of fancy routing and encryption techniques to protect your privacy.  Tor works with many “existing applications, including web browsers, instant messaging clients, remote login, and other applications based on the Internet's TCP protocol.” [http://www.torproject.org/]  Tor is not a full proof system though, you should read and understand the below links to get a better idea of how it works.

                https://wiki.torproject.org/noreply/TheOnionRouter/TorFAQ#WhatProtections         

                https://wiki.torproject.org/noreply/TheOnionRouter/TorFAQ#TotallyAnonymous 

                https://wiki.torproject.org/noreply/TheOnionRouter/TorFAQ#RemainingAttacks 

                https://wiki.torproject.org/noreply/TheOnionRouter/TorFAQ#ExitEavesdroppers 

For details on setting up and using Tor see:

                http://www.torproject.org/documentation.html.en 

Section 3.4 – Passwords

Passwords are the most popular mode of authentication these days so you need to know how to do them well.  None of that dictionary word or under 8 character stuff should be tolerated.  What you need are high-quality passwords (https://www.grc.com/passwords.htm).  Do you have problems remembering such long gibberish?  Fair enough, you have a couple of options, password management systems or password algorithms.


Password Management:



These applications will keep track of all your passwords for you so you only have to remember 
one master password.  Plus they will generate new strong passwords for you.


· KeePass (http://keepass.info/) 

· Password Safe (http://passwordsafe.sourceforge.net/)


Password Algorithms:


Another option, which is more portable than having to take your password management system 
with you everywhere, involves using an existing password algorithm or coming up with your 
own.   For example, you could generate a password for a website by taking the domain and 
concatenating your dog's name and your favorite number onto it and then rotating the result by 4 
characters.  This gives you a unique password for every site you use that you never have to 
remember because you only need to memorize the algorithm which can be as simple or complex 
as you want.  Alternatively, you could use a tool like the Firefox extension PwdHash 


(https://www.pwdhash.com/)  to do this for you automatically.

Section 3.5 – Backup

You are only as secure as your weakest leak so when just one nasty virus gets through and destroys everything on your system you better have a backup.  Any system will do as long as you do it often enough and keep the backup secured in one or many ways (locked away, geographically separate, encrypted).  The best system is something you can setup and forget so that it automatically backs up your data.  Whether you script the creation and transfer of password protected archives, use advanced backup software like the open-source Areca project (http://areca.sourceforge.net/), or use one of the free or subscription online backup services (http://www.techcrunch.com/2006/01/31/the-online-storage-gang/ ), just do something and you will thank yourself later.

Section 3.6 – Remote Control / Access

For users without laptops or with multiple computers it is often necessary to access your systems on the go.  There are a number of way to do this securely.  Telnet and FTP are not among these ways, instead scp (http://winscp.net/) or sFTP (http://filezilla-project.org/) or good old fashioned SSH (http://www.chiark.greenend.org.uk/~sgtatham/putty/) should be among your first choices unless you need a graphical control in which case you should use a VPN or VPN-like connection over which to use less secure graphical remote access systems like VNC or Windows Remote Desktop.


VPN Solutions:

· Quick and easy choice is to use SSH tunneling to get VPN-like access.

Tutorial on SSH tunneling and VNC  
http://www.cl.cam.ac.uk/research/dtg/attarchive/vnc/sshvnc.html 

· The easiest VPN is Hamachi (http://hamachi.cc/) which you can setup in minutes.  It is a commercial product with a free version that is more than adequate for personal use.  

· openVPN (http://openvpn.net/) 

· Openswan (http://openswan.org/) 

If these VPN solutions are too much trouble then there are a couple commercial products that essentially give you secure VNC access including LogMeIn (https://secure.logmein.com/) and Copilot (https://www.copilot.com/). 

Section 3.7 – Disk Encryption

For the most demanding users or if you just have to keep your financial and personal information secure, there are some very powerful disk encryption tools freely available.  These will allow you to create virtual encrypted disks on top of your existing filesystem, encrypt entire disks, or create hidden disks.

        TrueCrypt (http://www.truecrypt.org/) usage guide available in Lab 2 Appendix Q

        FreeOTFE (http://www.freeotfe.org/) 

        Others http://en.wikipedia.org/wiki/Comparison_of_disk_encryption_software 

SECTION 4

Now that we have covered personal security tools, safe and unsafe protocols to use, we give you some common sense security principles to follow. These are an essential and often overlooked aspect of personal security, any amount of sophisticated tools or protocols will not be able to protect you if you don't follow these fundamental but vital security practices.

The most basic step you can take is to set up password for all your accounts, whether they be user accounts on your computer or for an online account. All password should be non-dictionary based, greater than 8 characters. Ideally each account should have a different password which is a combination of lowercase and uppercase letters and numbers. Some ways to create better password are:

· Remove all the vowels from a short phrase in order to create a "word."
Example: llctsrgry ("All cats are gray") 

· Use an acronym: choose the first or second letter of your favorite quotation. 
Example: itsotfitd ("It's the size of the fight in the dog") 

· Mix letters and non-letters in your passwords. (Non-letters include numbers and all punctuation characters on the keyboard.) 

· Transform a phrase by using numbers or punctuation. 
Examples: Idh82go (I'd hate to go), UR1drful (you are wonderful). 

· Avoid choosing a password that spells a word. But, if you must, then: 

· Introduce "silent" characters into the word. Example: va7ni9lla 

· Deliberately misspell the word or phrase. Example: choklutt 

· Choose a word that is not composed of smaller words. 

· Add random capitalization to your passwords. Capitalize any but the first letter. 
Example: eIeIoH!, o.U.Kid 

· Change your password at least once every six months. You can make three or four passwords if you like, then switch them throughout the year. 

Make sure you keep your passwords secret. All the effort put into selecting a strong password is wasted if the password is written on your keyboard. You and only you should know the passwords to your accounts.

An obvious security practice is to use anti-virus software, firewalls and anti-spyware software on your computer. Of course once you have setup the softwares it is essential that they are correctly configured to protect your computer. Some setting that should be left on are:

1. Those to check files on access (anti-virus setting)

2. Check the file on download (anti-virus setting)

3. Drop all incoming connections (firewall setting)

4. Scan the system on a regular basis for viruses, worms, trojans etc (anti-virus and anti-spyware setting)

5. Scan the system for adware, malware and other spyware (anti-spyware setting)

When these application do throw up a message it is essential that you consider it carefully and act in a calculated manner rather than simply clicking the option allowing to go on with your work at the earliest. Besides the automatic scan do make sure to manually scan your computer at least once a month or whenever you feel something is amiss.

Another important practice that will go a long way towards protecting you is the principle of least privilege. Create an account with minimum privileges for your day-to-day use and use your administrator account only when absolutely essential and then too for as little time as possible.

Always practice defense in depth. You might think its enough to use a firewall to secure your system and in most cases you may even be right. However, if someone breaches the firewall then your entire system is exposed, the best practice is to have a variety of security tools (covered in above sections) operating at different levels. One simple example of this is that instead of having a password just for your desktop account, also have one for the BIOS and for the boot loader.

Make sure that your computer is locked when you leave it for more than 3 minutes at a stretch. Most Operating Systems will provide the facility to lock you computer after a set amount of inactivity, this is usually provided with the screensaver application.

Some laptops and to a certain extent even desktops nowadays come with other hardware that can be used for authentication. For instance your machine may have a fingerprint scanner or a camera for facial detection. Try to use these in addition to statically typed passwords to enhance the security of your system. Besides login to the local machine these can even be configured to work with online websites to authenticate the user to them.

Regularly update all your software. If you cant/dont want to update all your software at least make sure to install all the latest patches to your operating system, anti-virus software and any other security software that you are running. In todays world new threats are coming out at a rate of a handful a day. To keep yourself protected against the latest malicious threats out there you should update your system at least once every week.

Be on your guard for any suspicious emails or websites asking your personal information such as name, address, credit card information or social security number, any such instance can be a phishing attack. Learn how the information is going to be used as well as how it is going to be secured before you share it. When shopping online be careful before sharing your financial information on the seller's website. Make sure that secure protocols such as HTTPS are being used, also use the websites privacy policy to understand what information about you is being collected and how it is being used. Be wary of emails with attachments or images from unknown sources and scan them for viruses before accessing them.

Make regular backups of your important data. Make sure that you backup on removable media such as CD's or DVD's. If at all possible try to compress the data so that you require lesser number of discs and also ensure that you encrypt the backup so that even if it is lost no one can read it easily.

Ensure that you use a safe web browser like Mozilla Firefox, Opera or Internet Explorer 7.0. Keep it updated and install add-ons/plugins such as the NoScript plugin for Firefox that prevents malicious Javascript from executing on your browser.

One of the more advanced common sense principles is to encrypt your communication. This can be done easily and quickly using protocols such as PGP for email. For chatting use a client such as GAIM or Pidgin, which support multiple chat networks such as Yahoo, GTalk, AIM, IRC, and they also encrypts the message you send.

File transfer and browsing should also be protected using protocols such as SSL, SSH, SFTP, HTTPS for sending and receiving data. Furthermore reduce the number of services running on your system, as each service is another point of attack, another point of weakness.

Always make partitions on your system and store data in different partitions, this would be helpful in case when a virus infects one partitions and it is not very sophisticated then the infection will remain limited to only that partition, thus your data on other partitions is saved. In case you use tools like BitTorrent or other file sharing software make sure that data which is meant to be private is not put in folders that are publicly accessible.

Evaluate your software's settings. The default settings of most software enable all available functionality. However, attackers may be able to take advantage of this functionality to access your computer. It is especially important to check the settings for software that connects to the Internet (browsers, email clients, etc.). Apply the highest level of security available that still gives you the functionality you need.

Avoid extra unused software programs. Resist the temptation to download and install software simply because its free-ware and that you might need it someday. If you dont use something dont keep it on your system. Establish guidelines for computer use. If there are multiple people using your computer, especially children, make sure they understand how to use the computer and Internet safely. Setting boundaries and guidelines will help to protect your data

Password protect (encrypt) your sensitive data and important files. This ensures that unauthorized users cannot view your data even if they can get physical access to it. Also make sure you dispose of file properly. Simply deleting the file doesn't remove the data from your system, make sure you use a tool like shred on Linux to securely delete your files.

When you use University or work-related networks make sure you follow their policies with regard to network usage and data storage. These are there for you protection and for the protection of the network. 

Don't leave your computer connected to any network at night or at any point when you aren't using it for extended periods of time. The longer your computer stays online the more time attackers have to breach its security.

Most importantly keep abreast of recent news in the security world, which is the focus of our next section.

SECTION 5

Top Ten Websites for Security News:


· http://www.microsoft.com/security/default.mspx
· http://www.slashdot.org
· http://www.verysecurelinux.com/news.html
· http://www.linuxsecurity.com/
· http://www.securemac.com/
· http://www.securitynewsportal.com/
· http://www.secunia.com
· http://www.digg.com
· http://www.2600.com/
List of all Websites:

· http://www.digg.com
· http://www.slashdot.org
· http://www.secunia.com
· http://www.owasp.org/index.php/Main_Page
· http://reddit.com/
· http://www.microsoft.com/security/default.mspx
· http://www.securemac.com/
· http://security.uchicago.edu/news/
· http://www.securitypronews.com/
· http://sectools.org/
· http://www.windowsecurity.com/
· http://www.securitypronews.com/
· http://infosyssec.com/
· http://searchsecurity.techtarget.com/
· http://www.securitynewsportal.com/
· http://www.sans.org/top20/
· http://www.eweek.com/category2/0,1738,1237860,00.asp
· http://www.windowsitpro.com/WindowsSecurity/
· http://www.securityfocus.com/
· http://www.securityspace.com/
· http://www.tenablesecurity.com/news/
· http://www.2600.com/
· http://isc.sans.org/newssummary.html
· http://www.us-cert.gov/index.html
· http://www.technewsworld.com/
· http://www.itpro.co.uk/security/
· http://netsecurity.about.com/
· http://www.lifehacker.com/
· http://www.networksecurityarchive.org/
· http://www.newsfactor.com/
· http://www.toptechnews.com/
· http://www.computerworld.com/action/knowledgecenter.do?command=viewKnowledgeCenterStories&taxonomyId=017
· http://www.macintouch.com/index.shtml
· http://www.symantec.com/avcenter/
· http://www.mcafee.com/us/threat_center/default.asp
· http://www.linuxsecurity.com/
· http://www.linuxtoday.com/security/index.html
· http://lwn.net/security
· http://searchsecurity.techtarget.com/topics/0,295493,sid14_tax299936,00.html
· http://localareasecurity.com/
· http://www.securitynewsportal.com/securitynews/index.php?section=Linux_Security_

· http://searchsecuritychannel.techtarget.com/topics/0,295493,sid97_tax304615,00.html
· http://www.linuxbasis.com/security.html
· http://www.verysecurelinux.com/news.html
· http://www.net-security.org/
· http://www.snpx.com/securitynews/index.php?section=Linux_Security
· http://ha.ckers.org/
· http://news.yahoo.com/i/738
· http://defcon.org/html/defcon-groups/dc-groups-index.html
· http://www.wired.com/
Top Ten Newsletters for Security News:

· http://seclists.org/
· http://xforce.iss.net/xforce/maillists/
· http://lists.laptop.org/listinfo/security
· http://www.microsoft.com/technet/security/secnews/newsletter.htm
· http://www.usda.gov/da/pdsd/newsletters.htm
· http://www.cert.org/other_sources/usenet.html
· http://lists.freebsd.org/mailman/listinfo/freebsd-security
· http://www.cerias.purdue.edu/training_and_awareness/home_users/
· http://lists.virus.org/
· http://www.google.com/Top/Computers/Security/Mailing_Lists/
List of all Mailing Lists/Newsletters:

· http://seclists.org/
· http://xforce.iss.net/xforce/maillists/
· http://lists.laptop.org/listinfo/security
· http://www.se2600.net/mailman/listinfo
· http://www.sans.org/newsletters/
· http://www.microsoft.com/technet/security/secnews/newsletter.htm
· http://www.securitynewsletters.com/
· http://www.counterpane.com/crypto-gram.html
· http://security.itworld.com/nl/security_strat/
· http://www.usda.gov/da/pdsd/newsletters.htm
· http://www.windowsitpro.com/email/
· http://www.pcmag.com/category2/0,1738,1356337,00.asp
· http://www.securityfocus.com/newsletters
· http://www.cerias.purdue.edu/training_and_awareness/home_users/
· http://www.informit.com/newsletters/
· http://netsecurity.about.com/od/newsletterarchive/
· http://www.dmoz.org/Computers/Security/Mailing_Lists/
· http://www.cert.org/other_sources/usenet.html
· http://www.webappsec.org/lists/websecurity/
· http://www.vulnwatch.org/
· http://www.ntbugtraq.com/
· http://www.sgi.com/support/security/wiretap.html
· http://lists.freebsd.org/mailman/listinfo/freebsd-security
· http://lists.laptop.org/listinfo/security
· http://www.slackware.com/lists/
· http://www.webappsec.org/lists/websecurity/archive/
· http://lists.virus.org/
· http://www.google.com/Top/Computers/Security/Mailing_Lists/
Top Ten Blogs for Security News:

· http://www.schneier.com/blog/
· http://www.mckeay.net/
· http://www.rsa.com/blog/blog.aspx
· http://blogs.sun.com/security/
· http://blogs.msdn.com/windowsvistasecurity/
· http://blog.mozilla.com/security
· http://siblog.mcafee.com/
· http://blogs.oracle.com/security/
· http://blogs.cisco.com/security/
· http://www.modsecurity.org/blog/
List of all Security Blogs:

· http://www.schneier.com/blog/
· http://www.mckeay.net/
· http://security.ittoolbox.com/blogs/
· http://www.news.com/8300-10784_3-7.html?categoryId=1011
· http://blog.washingtonpost.com/securityfix/
· http://taosecurity.blogspot.com/
· http://bigblog.com/computer_security.html
· http://www.modsecurity.org/blog/
· http://www.rsa.com/blog/blog.aspx
· http://www.stephensonstrategies.com/
· http://www.symantec.com/enterprise/security_response/weblog/
· http://blogs.msdn.com/shawnfa/
· http://blogs.msdn.com/windowsvistasecurity/
· http://blogs.sun.com/security/
· http://googleonlinesecurity.blogspot.com/
· http://www.f-secure.com/weblog/
· http://blog.mozilla.com/security
· http://netsecurity.about.com/od/blogs/Security_Blog_Sites.htm
· http://siblog.mcafee.com/
· http://blogs.technet.com/security/
· http://shiflett.org/blog
· http://blogs.oracle.com/security/
· http://blogs.cisco.com/security/
· http://blog.eweek.com/blogs/larry_seltzer/
· http://www.avertlabs.com/research/blog/
Top Ten Podcasts for Security News:

· http://www.grc.com/securitynow.htm
· http://mckeay.libsyn.com/
· http://www.cert.org/podcast/
· http://www.blueboxpodcast.com/
· http://pauldotcom.com/
· http://www.symantec.com/content/en/us/about/rss/sr/sr.xml
· http://www.thelinuxlink.net/tllts/tllts.rss
· http://www.mightyseek.com/podpress/
· http://www.cigital.com/silverbullet/
· http://www.thelinuxlink.net/tllts/tllts.rss
List of all Security Podcasts:

· http://www.grc.com/securitynow.htm
· http://www.sabagsecurity.com/
· http://pauldotcom.com/
· http://www.blueboxpodcast.com/
· http://www.csoonline.com/podcasts
· http://www.binrev.com/radio/podcast/
· http://mckeay.libsyn.com/
· http://sploitcast.libsyn.com/rss
· http://www.basenetradio.net/rss2.xml
· http://www.lugradio.org/episodes.rss
· http://www.thelinuxlink.net/tllts/tllts.rss
· http://clickcaster.com/clickcast/rss/1653
· http://www.symantec.com/content/en/us/about/rss/sr/sr.xml
· http://www.unorthodoxhacking.com/
· http://news.com.com/2030-11424-6052904.html
· http://www.cigital.com/silverbullet/
· http://www.secthis.com/
· http://www.computer.org/security/podcasts/
· http://www.cert.org/podcast/
· http://www.sophos.com/security/podcasts/
· http://crypto-gram.libsyn.com/
· http://www.mightyseek.com/podpress/
· http://www.csoonline.com/podcasts/
· http://www.rearguardsecurity.com/
· http://www.itradio.com.au/security/
Hopefully these resources will help keep you updated on the latest in the world of security, enabling you to stay safe in an unsafe environment.

ECE4112 Internetwork Security

Lab 1: Personal Security for Advanced Users

Group Number: _________

Member Names: ___________________     _______________________

Answer Sheet

Section 1

Q1.1 Do you use a firewall (if so, which one)?

Q1.2 Do you encrypt your communication (email/chat/...) (if so, what communication &
encryption)?

Q1.3 Do you encrypt anything else (browsing, file transfer, ...)?

Q1.4 Are any of your passwords dictionary words or < 8 characters?

Q1.5 Do you use the same password for multiple accounts?

Q1.6 Do you use any authentication schemes besides static passwords?

Q1.7 Do you regularly check for security breaches (anti-virus scans, malware or
adware scans, rootkit scans) (if so, what software)?

Q1.8 Do you secure your browser in any way (if so, how)?

Q1.9 Do you check and update your software regularly?

Q1.10 Do you make backups? If so, how often, where, and are they encrypted?

Q1.11 Do you lock your computer whenever you leave it unattended?

Q1.12 Do you have a bootup password?

Q1.13 Do you keep up to date on security issues (if so, how)?

Q1.14 How important is your computer security to you on 1 to 10 scale?
(1 means you don't care if everyone had access to all your digital data and
communications and 10 means you are so paranoid that you protect your equipment
with your custom thermite-based self-destructing hardware)

Q1.15 Tell us about any other security-related software or practices you use which we
haven't asked about

Names: _________________________

Group Number ______

Laboratory Additions Cover Sheet:

Addition Title: ___________________________________________

(Include this cover page on every laboratory addition you submit.)

What new concept may be learned by adding this to the existing laboratory assignment? (Or what existing concept is better learned with this addition as opposed to what is in the existing lab assignment):

1) What are the specific vulnerabilities this concept exploits and what are the defenses one can use against the vulnerabilities?

Completion checklist:

· Did you email an electronic copy of your laboratory addition to Henry within 24 hours after the class (and name the attachment Grx_Laby_Add.doc)? ________

· Did you prepare a 5 minute in class presentation (which includes enough theory and results to educate your classmates on what you did and how you did it and discuss defenses) and email that to Henry within 24 hours after the class (and name the attachment Grx_Laby_Add.ppt)? _______

· Did you include proof that you got this working in our laboratory with our equipment? (Screen shots, output, etc)?  ____________

· Did you include references and attributes for all materials that you used? __________

· Did you write your addition so that it does not require editing to cut and paste into the lab? ____

· In adding your new concepts/exercises did you include detailed lab instructions on where to get any software you may need, how to install it, how to run it, what exactly to do with it in our lab, example outputs proving that you got the enhancement to work in our lab? ___________

· Did you include any theory/background and or fundamentals of the ideas and concepts behind this addition? _____________

