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Lab Goal
This lab will introduce you to the concept of mass email, otherwise known as Spam.  You will explore how to retrieve email addresses from the internet and set up an email server to distribute spam to your victim email addresses.  Additionally, you will cover countermeasures to protect your online email addresses and filter programs to protect your inbox.
Introduction

Spam has become the Internet’s ubiquitous annoyance.  Loosely defined as unsolicited mass email, spam can come from both legitimate and illegitimate sources.  It is the second category that will be the focus of this lab.  Not only does it irritate end users, the spam plague costs billions of dollars each year in wasted resources [1].  Even more sinister is spam’s role in phishing schemes and malware distribution.  

There are two important tasks for a would-be spammer to complete.  First, he must obtain a list of target email addresses.  While these can be purchased or stolen, at some point they are created by one of various “harvesting” techniques.  This task will be explored in Part One.

After the email address list is obtained, the spammer must actually send the messages.  Not as simple as it sounds, mass email tools seek to circumvent email server safeguards and hijack server capacity and bandwidth.  Furthermore, they seek to keep the true originator of the email anonymous.  Mass email tools and techniques will be covered in the second part of the lab.
Combating spam can take place at both steps.  Preventing email harvesting can keep people off the spammers’ lists and blocking mass emails keeps the spam out of their inboxes.  Several techniques for each will be explored throughout the lab, with a special focus in Part Three.

Who Does this, Anyway?


Those that choose to subject the rest of us to spam are generally the same people responsible for all manner of criminal activity on the Internet.  Increasingly, these are truly Bad People.  A great resource for learning more about the Dark Side of email is www.spamhaus.org.  They maintain some interesting Top Ten lists for spammers.   Additionally, a quick Google or Wikipedia search for the “Russian Business Network” will quickly paint a picture of a prototypical cyber crime syndicate.

Setup

It is EXTREMELY important that your host machine and virtual machines are set up with the IP addresses and host names specified in Lab 1 for this to work smoothly!

As a convention, “<host ip>” will be the same as “57.35.6.<a>” and will be your Red Hat 4.0 WS physical machine’s IP address.  “<Redhat7.2 ip>” will be the same as “57.35.6.<a+1>” and will be the IP address of your virtual Redhat 7.2 virtual machine.  “<hostname>” will be the host name given to the host machine: “groupXX-4112-<a>.mininet.org” and “<Redhat7.2>” will be the host name given to the Redhat7.2 virtual machine: “groupXX-4112-<a+1>.mininet.org”

Set up a target web site:

Verify that Apache2 is installed on the host machine and navigate to the htdocs folder (should be: /home/apache2/htdocs).

Move any files sitting in the folder to a backup directory.

Download final-lab-target-website.tar.gz from the lab to this folder.  Unzip the file with the command:

tar –xvzf final-lab-target-website.tar.gz

Set up the Email Servers:
For Email servers, we will use Sendmail and Qpopper.  Sendmail is the most common email server on the internet and has extensive user options.  As a result, it can be quite complicated.  Fortunately, it is already installed on our machines and only a few things need to be tweaked:

1.  On the host machine, open the file /etc/mail/access and add the following lines to the bottom:


Connect:57.35.6.<a>

RELAY


Connect:57.35.6.<a+1>
RELAY


Connect:57.35.6.<a+2>
RELAY


Connect:57.35.6.<a+3>
RELAY


Connect:57.35.6.<a+4>
RELAY

Where <a> is your host machine ip address.  These entries will allow other servers to connect to your Sendmail server and use it to send email to another domain.
2.  Repeat step 1 for the Redhat7.2 Virtual Machine, except: leave out the entry for <a+2>.
3. Copy the file Sendmail.mc from the NAS and place it in /etc/mail/ on the RedHat4.0 Host machine ONLY!

4. Run the following command to build the Sendmail config file on the host machine:

m4 /etc/mail/sendmail.mc > /etc/mail/sendmail.cf
5. On both email servers, start or restart Sendmail with service sendmail restart

We obtained our short but sweet copy of sendmail.mc from Reference [3] and had help setting it up from Reference [2].
To install Qpopper:

1.  Obtain qpopper4.0.8.tar.gz from the either the NAS or http://www.eudora.com/products/unsupported/qpopper/
2.  Extract and install with the following commands:


tar –xvzf qpopper4.0.8.tar.gz

cd qpopper4.0.8


./configure –enable-standalone


make


make install


popper
Add the following user accounts:
On the Host machine:


User: xpuser


Password: password

On the 7.2 Machine:


User: user<a+1>

i.e. If your host machine is 57.35.6.131, this user will be user132


Password: password

Setting up Email Clients:

Outlook Express:

On the XP machine, open Outlook Express and setup a POP3 account with the host machine as your POP3 server.  The user account will be named xpuser and the password will be password.

Evolution:

On your host machine, open the Evolution mail client.  It will automatically set up for a root account.  Set the receiving mail as local delivery in the Account editor.  And set the sending mail type to sendmail.

Part One – Obtaining Email Addresses

1.1 Email Address Spider
Open a browser on the Windows XP machine and open the web page hosted on your host machine.  This is a dummy GT web site with only two sections: ECE and Career Services.  If you explore these two sites, you will see that the only active links take you to pages with lots of email addresses.  For Career Services, select “About us” from the menu at left.  Then click on “Our Staff.”  Everything else will dead end!
Once you navigate to each page with email addresses, open the source code.  For each, run a search for “mailto:”

Q 1.1.1
Do you find any results on the Career Services page?
Q 1.1.2
Do you find any results on the ECE faculty page?

Q 1.1.3
Examining the code, why does this search yield different results?

Of course, you could manually extract email addresses from web pages like these.  But, automating it could be very effective at obtaining a large number of address in a short amount of time.
A simple Spam Bot can be built with basic tools available with Linux:

1. On the host machine, create a directory called SpamLab to work in.

2. Use the wget command to crawl through a web site and download the html files:

wget –rFO lotsofhtml.txt http://localhost/

This command will download everything (up to 5 links deep) on http://localhost/ and (forcing it all to html) dump it into lotsofhtml.txt.
Use the following grep command to extract the emails:

egrep –rhoie ‘[[:alnum:]\.\-\_]+\@[[:alnum:]\.\-]+\.[a-zA-Z]{2,3}’ lotsofhtml.txt

Information on using regular expressions can easily be found on the internet at sites such as http://www.regular-expressions.info/.  The expression in the previous statement searches for any amount of alphanumeric characters plus an ‘@’ plus another series of alphanumeric characters plus a ‘.’ plus a 2 to 3 series of capital or lowercase letters.
Q 1.1.4
Did you find any email addresses? Are your results consistent with your answers to Questions 1.1.1 – 1.1.3?

1.2 “Atomic Email Hunter” for Windows
Lots of tools implement email spiders with a bit more sophistication.  For example, www.massmailsoftware.com sells a variety of spam tools as shareware.  We will investigate the “Atomic Email Hunter.”  Essentially, this program crawls websites and extracts email addresses using a basic search (regular expression).  It is very effective against naively coded web pages.  The Atomic family of email products can be obtained at http://www.massmailsoftware.com/.
Copy AtomicEmailHunter_410_setup.exe to the Windows XP machine.  Run the install program, walking through the wizard.  You will (obviously) not be registering it.  Do NOT tell it to “integrate with Internet Explorer.”  There is no telling what sort of evil this could produce!

Once the program is installed, run it.  The interface is fairly intuitive.  Type the address of your host machine (the one that has the target web page on it) and press enter.  In short order, a list of email addresses appear below.

Screenshot #1: Capture and print the output of Atomic Email Hunter.

Q 1.2.1
What do all of these email addresses have in common (look at the source)?

Q 1.2.2
Do you see any email addresses from the ECE faculty page?
Q 1.2.3
Does ECE’s clever html code seem to prevent this product from stealing email addresses?

Just how the ECE web page defeated the email spiders will be covered in Part Three.
1.3 Websites that Harvest Email Addresses

Simply visiting a malicious web site can reveal your email address to a Spammer.  There are several ways in which this happens, each with widely varying levels of sophistication and success.  The most basic and effective means of collecting addresses is to simply ask users for them.  Any time you register for anything, you have turned over your email address to somebody else.  What they do with it is anyone’s guess.  You should ONLY submit your email address to sites that you trust.

Another relatively simple technique involves downloading images.  A webpage can be set up to pull an image via an FTP connection instead of the usual html method.  Because this connection will be an anonymous FTP connection, an email address is sent as the password.  Some (mostly older) browsers will actually send your email address.

To see this in action, open a browser on the host machine and point it to http://localhost/ftptest.htm.  Once you see the image on the page, you can check the FTP log for an email address.  This log is contained in the file /var/log/xferlog.   As you can see, your browser was nice enough to provide the FTP server with a bogus email address.  This method of obtaining addresses has largely been defeated because most browsers now use a fake email as the password.
Q 1.3.1
What email addresses do Internet Explorer and Firefox give the FTP server?

A third web site technique is actually effective in the current internet environment.  This technique uses Cross Site Scripting (XSS) to steal you cookies and extract your email address.  This is thoroughly covered in Lab 9 and won’t be reviewed here.

1.4 Verifying your Email Addresses are Alive

However you have obtained your email addresses, you will probably want to verify that they are alive.  One can either attempt to get the email server or email program to admit the address is good, or one can attempt to persuade the recipient to (unknowingly) provide a response.
Asking the Email Server or Client Program

1. Email headers can contain two options that are useful here: 

Return-Receipt-To: <email-address>

X-Confirm-Reading-To: <email-address>
The first tag requests for the email server to send a response that the message was, in fact, delivered.  The second asks the email client to send a response when the message is read.  While both of these options are usually deactivated by savvy users, they are not always.  

One can test these functions utilizing Outlook.  We recommend you play around with it on your own.
2. A more subtle method of asking the email server is implemented by many commercial programs.  Utilizing the SMTP protocol, one can connect to the server and attempt to send a message.  Conveniently, the server will tell you if an address is bad.

From the Redhat7.2 Virtual Machine, telnet to Port 25 on your host machine:
telnet 57.35.6.<a> 25

When you connect, introduce yourself to the SMTP server:

HELO mydomain.com

Once the server responds, use the VRFY command to check email addresses:

VRFY xpuser

Now, attempt to verify a user that is not there:

VRFY nouser

Q 1.4.1
What response does “VRFY xpuser” produce? What response does “VRFY nouser” produce?
Q 1.4.2
How can these responses be used in an automated way to verify addresses?
Another useful (dangerous) SMTP command is EXPN.  This command will expand an alias to show the email address or addresses it delivers to.  This is especially dangerous for large distribution lists.  If a hacker uses this on a large email list, he can see all the emails contained within.

Several “commercial programs” use these techniques.

The obvious solution to this security hole is to disable this functionality in the sendmail server.  This can be done fairly simply through the configuration file.   In the file /etc/mail/sendmail.mc, add the line below:
define(‘confPRIVACY_FLAGS’, ‘goaway’)dnl
You must recompile sendmail.mc and restart sendmail for this to take effect:

m4 /etc/mail/sendmail.mc > /etc/mail/sendmail.cf

service sendmail restart
3.  Even if VRFY and EXPN are disabled, the server will still usually tell you if you have a good address. From the Redhat7.2 Virtual Machine, telnet to Port 25 on your host machine:

telnet 57.35.6.<a> 25

Send an email via telnet as follows:

HELO mydomain.com

MAIL FROM:me@mydomain.com

RCPT TO:root@<hostname>

Now, wait a few minutes for two replies.  Once you see the error free replies, continue:

DATA

Subj: test mail from telnet

From: me@mydomain.com

To: root@group10-4112-131.mininet.org

this is a test.

.

On the host machine, you should see your message in Evolution after a minute or two.

Now, back on the redhat7.2 machine, do the following:

Rset state

MAIL FROM:me@mydomain.com

RCPT TO:fake@<hostname>

To disconnect, type QUIT.
Q 1.4.3
Compare the server response to the real address and fake address.  Can you utilize this in much the same way as VRFY?
Part Two – Sending Bulk Emails

When you send a legitimate email, your client email program will send it via SMTP to your email server.  The server then uses DNS to lookup the correct email server for the domain in the email address (the portion to the right of the “@”).  The message is then passed along to that server.  At this point, the recipient can obtain it via one of several methods: POP3, IMAP, or locally on the Sendmail server.
This system is not conducive to sending spam because your email server (run by Georgia Tech, or an ISP) can quickly recognize that you are sending bulk email traffic and will shut you down.  Avoiding this is the first step to sending bulk spam.

2.1 Connecting Directly to the Recipient’s Server

One way to dodge your ISP’s control over your traffic is to connect directly to the recipient’s server.  Several “commercial” mass mailers can do this in much the same way we did in the last telnet example of Part I.  In this way, your traffic will just be IP traffic to the ISP’s servers.  Essentially, you are creating the email at its delivery point.
Q 2.1.1
Why would a mail server allow a direct SMTP connection from any address on the internet?

Q 2.1.2
How could you preserve the functionality of allowing direct SMTP connections but greatly discourage the abuse we see here?

Now, from the Windows XP machine, follow the same telnet procedure to attempt to send a message to nobody@yahoo.com, utilizing the Redhat7.2 machine as the mail server.  After you send the “RCPT TO:nobody@yahoo.com” line, wait and see what response you get from the server.  It may take some time.

Q 2.1.3
What response did you see? Why is this so? (Hint: look at your /etc/mail/access file)  How can this be used to thwart spammers?

Finally, do the same thing, but use the host machine as the server.  You should see a “Recipient ok (will queue)” response.
2.2 “Atomic E-mail Sender” for Windows
This program comes from the same people who brought us the Atomic Email Hunter.  Retrieve the file AtomicMailSender_420_Setup from the NAS.  Install the program with the default settings until you reach the program registration.  Select the Demo version and click next and then install.  Ignore the error message that pops up and open Atomic E-mail Sender.  Select the default SMTP server(if it shows up).  If not add your 57.35.6.<a> machine.  For default contact information enter the following:
Name: Spammer

Email Address: spam@spammer.com
Company name: Spam, Inc.

A text editor screen will now load.  A message subject and body for your mass mail can be entered here.  Click recipients and add the following e-mail addresses:

root@<host name>

nouser@<host name>

xpuser@<host name>

root@<Redhat7.2 name>

user<a+1>@<Redhat7.2 name>

nouser@<Redhat7.2 name>
Then select “Send mail” and press “Start.”  This may take a while as the mailer tries the fake addresses it is unable to send to multiple times.  Once complete, you should see which email addresses were successful and which were not.
Q 2.2.1

Which email address(es) was/were not successful?
Screenshot #2
: Include a screenshot of Atomic Email Sender’s results.

In this example, we used an external SMTP server vice a direct connection.  Because Atomic Mailer utilizes DNS to resolve the server from the domain on an email address, it will not work in our simplified setup.  We don’t have a DNS server setup.

2.3 Using a Bot Net
As we saw in part 2.1, a common way to combat spam is to forbid relaying from unauthorized computers.  The infamous Bot Net is an excellent tool for bypassing this problem.  The Bot Net can allow you to hide your IP address and avoid being “blacklisted.”  Even more sinister is the ability to infiltrate a network.  If the Georgia Tech mail servers only allow mail to be relayed from inside the Ga Tech IP address space, a bot net on the campus network will let you use the Ga Tech servers to do your dirty work.
We will use the SDBot from Lab 10.  Find the executable on the Windows XP machine and move it to your Windows XP copy machine. This machine should have an IP address of 57.35.6.<a+3>.  
Browse to C:\windows\system32\drivers\etc and edit the hosts file in Notepad to include the line:

57.35.6.<a>
ircserver

Start up the SDBot.
On the host machine, start up the IRC server with the command:

 /usr/local/sbin/ircd -s
Run the IRC chat program on the host machine and join channel #ece4112.  You should see your bot in the chat window. To start the bot doing it’s dirty work, pass it the following commands via IRC:

.login password

.si

.redirect 1133 57.35.6.<a+1> 25

Now, the bot is forwarding traffic from port 1133 on the Windows XP machine to port 25 on the Redhat7.2 machine.  This is a two way redirect, which is nice!

On the Windows XP machine, start up Atomic Email Sender (if not already running).  Make a generic message and make the following settings changes:

-Click “settings”.
-Under the “Proxy” tab, Add a proxy server.  It will have the ip address of your SDbot machine and the port 1133.  Use type “HTTP proxy” and no login information.

-Under the “Mailer” tab, put some sort of domain name in the “Custom HELO value:” box.
-Also under the “Mailer” tab, increase the server timeout to 600 seconds.

-Under the “SMTP” tab, remove the host machine’s IP address and add the SDBot machine’s IP address and port 1133.
Click OK to save all settings.

Click Recipients to add recipients and add the following:

root@<Redhat7.2machine>

nobody@yahoo.com
Start the mailer.  This will take a few minutes. Be patient.
Screenshot #3: Attach a screenshot of Atomic Email Sender’s results.

Q 2.3.1
Were both emails sent successfully?
Return to the settings and change the SMTP server to the Redhat7.2 machine with Port 25.  Send the emails again.
Q 2.3.2
Were both emails sent successfully?  Why is your answer different from Q 2.3.1?

On the RedHat7.2 machine, open Balsa from the Redhat menu.  Click through all of the defaults and then click “Check mail.”  Find the emails from spam@spammer.com and  select “view all headers” from the view menu.
Q 2.3.3
On the emails sent using the SDbot, can you identify the sender’s IP address anywhere?

One can see how powerful the bot net feature is.  Imagine sending your mail to 100,000 bots all relaying it around the world.  More sophisticated mass email programs such as “Dark Mailer” and “123 Hidden Sender” more fully exploit the Bot Net approach.  However, their functionality is essentially what we have looked at here.
Part Three – Blocking and Filtering Spam
As we have already seen, there are a few basic ways to cut down on the amount of spam you may receive.  First, try to prevent your email address from being stolen.  Second, block any unauthorized computers from relaying through your server.  Third, we will look at filtering spam emails at the Sendmail server.  Finally, the last line of defense is your email client program.
3.1
Hiding Your Email Address

We saw in Part One that the ECE web page defends it’s faculty from email address spiders by hiding the email inside a script.  By completely obfuscating the email, any spider looking for a link or “something@somplace.com” will be thwarted.

A great example on the web is maintained by Tim Williams at the University of Arizona, available at http://www.u.arizona.edu/~trw/spam/spam4.htm.  It uses encryption to ensure that almost nothing can get a hold of the email address.
Go to the web site on one of the Internet machines and enter and email address to see how it works.  Print out the resultant code and attach to the lab.
This is not exactly the same method that ECE uses, but it is the same concept.

3.2
Thwarting Email Address Spiders with WPoison

WPoison is a PERL script that exploits the mindlessness with which email address spiders crawl the web.  When a link to the script is followed, it serves up a randomly generated page of both fake email addresses and fake links.  Each link leads back to the script, producing a never-ending spiral of fake pages and email addresses.  Quite poetically, the Spammer has been spammed with fake web pages and email address.  As more pages are processed, more resources are consumed and the spider is trapped in an endless loop.
Wpoison is available at http://www.monkeys.com/wpoison/
To set up wpoison, copy the file wpoison.pl from the NAS and place it in Apache’s /cgi-bin/ folder.  This should be /home/Apache2/cgi-bin/  Rename it “members.cgi”. 

To see it in action, open up Atomic Email Hunter on the WinXP machine and point it to the following address:

http://<host ip>/wpoison/
Start Collecting emails.

Q 3.2.1
What happens now?
3.3
Using SpamAssassin to Filter Email

SpamAssasin is a popular, open source spam filter that works with (and is usually distributed with) Sendmail.  It identifies Spam using several methods:
· It examines the message body for key words (i.e. R0lex)

· It examines the email headers for suspicious or illegitimate entries
· It checks blacklists for IP addresses and email addresses to block

· It uses email “signatures” to identify known spam messages
The last two options require the computer to connect to a centralized internet repository to obtain signatures and blacklists.  A good example of such a place is www.spamhaus.org.  

We will explore the blacklist and rules approaches used in SpamAssasin.

To set up SpamAssasin:

Create the file /etc/procmailrc containing only:
:0fw

| /usr/bin/spamc

Copy the file local.cf from the NAS to /etc/mail/spamassassin/local.cf

In the directory /usr/share/spamassassin, renmove all *.cf files EXCEPT 10_misc.cf using the commands:

cd /usr/share/spamassassin

mv 10_misc.cf 10_misc.cf.bak

rm –f *.cf

mv 10_misc.cf.bak 10_misc.cf

Finally, start up spamassassin: service spamassassin start
Send an email from the WinXP machine (use Outlook Express for simplicity) to root@<host name>.  Put the word “Cheap” in the subject and “BUY ME” in the body.

Send a second email from the WinXP machine to root@<host name> with “apple” in the subject and “BUY ME” in the body.
Examine your two emails in Evolution.  Make sure you look at the complete headers for each message.  Menus: View->Message Display->Source
Q 3.3.1
Looking at the /etc/mail/spamassassin/local.cf file, explain why one email was labeled Spam and the other did not?

Q 3.3.2
Would an email with a subject “Cheap drugs” and a body “BUY ME. I’m perfectly safe.” be labeled as spam or not spam? Why?
The rules contained in our local.cf file are extremely simple and only rewrite the subject of any offending emails.  However, much more complex rules can be built and more advanced handling techniques employed.  Review http://spamassassin.apache.org/ for more information.
We obtained a lot of good info on setting up SpamAssassin from Reference [2].
3.4
Filtering Spam at the Client

Nearly all modern email clients contain some sort of spam filtering.  These operate on internal rules.  Usually, you can add to the rule set by specifying safe senders and domains as well as blocked senders and domains.  If you use a client product such as Outlook, it probably updates its rules some with each software update.  However, these products still have trouble keeping up with the explosion of spam emails out there.

A reasonably effective solution lies with the online email services such as gmail and yahoo.  They have the ability to aggregate the feedback from all users and create much more responsive rule sets.  Keeping ahead of the spammers is a competency they hope to market to users as reason for using their service.

Q 3.4.1
What techniques can spammers use to make it more difficult for Gmail or Yahoo Mail to devise rules that defeat their spam attempts?
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Appendix A – Sendmail.mc

include(/usr/share/sendmail-cf/m4/cf.m4)dnl

VERSIONID('setup for Red Hat Linux')dnl

OSTYPE(linux)dnl

dnl define('SMART_HOST',smtp.mydomain.com')dnl

define('PROCMAIL_MAILER_PATH','/usr/bin/procmail')dnl

define('ALIAS_FILE','/etc/aliases')dnl

FEATURE(mailertable,'hash -o /etc/mail/mailertable.db')dnl

FEATURE(`virtusertable',`hash -o /etc/mail/virtusertable.db')dnl

FEATURE(redirect)dnl

FEATURE(always_add_domain)dnl

FEATURE(use_cw_file)dnl

FEATURE(use_ct_file)dnl

FEATURE(local_procmail,`',`procmail -t -Y -a $h -d $u')dnl

FEATURE(`access_db',`hash -T<TMPF> -o /etc/mail/access.db')dnl

FEATURE(`blacklist_recipients')dnl

EXPOSED_USER(`root')dnl

dnl # The following causes sendmail to only listen on the IPv4 loopback

dnl # address 127.0.0.1 Remove the loopback address restriction to accept

dnl # email from the internet or intranet.

dnl DAEMON_OPTIONS(`Port=smtp,Addr=127.0.0.1, Name=MTA')dnl

FEATURE(`accept_unresolvable_domains')dnl

LOCAL_DOMAIN(`localhost.localdomain')dnl

dnl MASQUERADE_AS(`mydomain.com')dnl

MAILER(smtp)dnl

MAILER(procmail)dnl

Appendix B – local.cf

# These values can be overridden by editing ~/.spamassassin/user_prefs.cf 

# (see spamassassin(1) for details)

# These should be safe assumptions and allow for simple visual sifting

# without risking lost emails.

required_score 5

report_safe 0

rewrite_header Subject [**SPAM** _SCORE_]

body FIRST_RULE /BUY ME/

describe FIRST_RULE Check if "BUY ME" is in the body

score FIRST_RULE 4.0

header SECOND_RULE Subject =~ /Cheap/

describe SECOND_RULE Check of Cheap is in the subject line

score SECOND_RULE 4.0

body THIRD_RULE /Safe/i

describe THIRD_RULE Check for Safe to make it safe

score THIRD_RULE -10.0

# Blacklist all mail from domain spam.org

blacklist_from *.spam.org
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Answer Sheet

Section 1.1

Screenshot #1: Capture and print the output of Atomic Email Hunter.
Q 1.1.1
Do you find any results on the Career Services page?

Q 1.1.2
Do you find any results on the ECE faculty page?

Q 1.1.3
Examining the code, why does this search yield different results?

Q 1.1.4
Did you find any email addresses? Are your results consistent with your answers to Questions 1.1.1 – 1.1.3?

Section 1.2

Q 1.2.1
What do all of these email addresses have in common (look at the source)?

Q 1.2.2
Do you see any email addresses from the ECE faculty page?
Q 1.2.4
Does ECE’s clever html code seem to prevent this product from stealing email addresses?

Section 1.3

Q 1.3.1
What email addresses to Internet Explorer and Firefox give the FTP server?

Section 1.4

Q 1.4.1
What response does “VRFY xpuser” produce? What response does “VRFY nouser” produce?

Q 1.4.2
How can these responses be used in an automated way to verify addresses?

Q 1.4.3
Compare the server response to the real address and fake address.  Can you utilize this in much the same way as VRFY?
Section 2.1

Q 2.1.1
Why would a mail server allow a direct SMTP connection from any address on the internet?

Q 2.1.2
How could you preserve the functionality of allowing direct SMTP connections but greatly discourage the abuse we see here?

Q 2.1.3
What response did you see? Why is this so? (Hint: look at your /etc/mail/access file)  How can this be used to thwart spammers?

Section 2.2

Q 2.2.1
Which email address(es) was/were not successful?
Screenshot #2:Attach a screenshot of Atomic Email Sender’s results.
Section 2.3

Q 2.3.1
Were both emails sent successfully?

Screenshot #3: Attach a screenshot of Atomic Email Sender’s results.

Q 2.3.2
Were both emails sent successfully?  

Why is your answer different from Q 2.3.1?

Q 2.3.3
On the emails sent using the SDbot, can you identify the sender’s IP address anywhere?

Section 3.2

Q 3.2.1
What happens now?
Section 3.3

Q 3.3.1
Looking at the /etc/mail/spamassassin/local.cf file, explain why one email went to Junk and the other did not?

Q 3.3.2
Would an email with a subject “Cheap drugs” and a body “BUY ME. I’m perfectly safe.” be labeled as spam or not spam? Why?

Section 3.4

Q 3.4.1
What techniques can spammers use to make it more difficult for Gmail or Yahoo Mail to devise rules that defeat their spam attempts?
4.1 General Questions

Q4.1.1. How long did it take you to complete the lab?

Q4.1.2. Was this lab an appropriate length?

Q4.1.3. What corrections and/or improvements do you suggest for this lab? Please be very specific and if you add new material give the exact wording and instructions you would give to future students in the new lab handout. You may cross out and edit the text of the lab on previous pages to make minor corrections/suggestions. General suggestions like add tool xyz to do more capable scanning will not be awarded extras points even if the statement is totally true. Specific text that could be cut and pasted into this lab, completed exercises, and completed solutions may be awarded additional credit. Thus if tool xyz adds a capability or additional or better learning experience for future students here is what you need to do.  You should add that tool to the lab by writing new detailed lab instructions on where to get the tool, how to install it, how to run it, what exactly to do with it in our lab, example outputs, etc. You must prove with what you turn in that you actually did the lab improvement yourself. Screen shots and output hardcopy are a good way to demonstrate that you actually completed your suggested enhancements. The lab addition section must start with the form “laboratory Additions Cover Sheet” which may be found on the class web site and is repeated here for the first lab:

Names: _________________________

Group Number ______

Laboratory Additions Cover Sheet:

Addition Title: ___________________________________________

(Include this cover page on every laboratory addition you submit.)

What new concept may be learned by adding this to the existing laboratory assignment? (Or what existing concept is better learned with this addition as opposed to what is in the existing lab assignment)
1) What are the specific vulnerabilities this concept exploits and what are the defenses one can use against the vulnerabilities?

Completion checklist:

· Did you email an electronic copy of your laboratory addition to Henry within 24 hours after the class (and name the attachment Grx_Laby_Add.doc)? ________

· Did you prepare a 5 minute in class presentation (which includes enough theory and results to educate your classmates on what you did and how you did it and discuss defenses) and email that to Henry within 24 hours after the class (and name the attachment Grx_Laby_Add.ppt)? _______

· Did you include proof that you got this working in our laboratory with our equipment? (Screen shots, output, etc)?  ____________

· Did you include references and attributes for all materials that you used? __________
· Did you write your addition so that it does not require editing to cut and paste into the lab? ____
· In adding your new concepts/exercises did you include detailed lab instructions on where to get any software you may need, how to install it, how to run it, what exactly to do with it in our lab, example outputs proving that you got the enhancement to work in our lab? ___________

· Did you include any theory/background and or fundamentals of the ideas and concepts behind this addition? _____________
Turn-in Checklist

1- Applicable Screenshots.

2- Code printout from Section 3.1

3- Answer Sheet with answers.

4- Your detailed laboratory enhancements with the required cover sheet.

Suggested Additions and Future Enhancements

Future additions to this lab could include the following:
· Setting up an in lab DNS server for a greater understanding of how email servers communicate among one another as well as the ability to use many more mass mail programs.  This would also increase the ability to show how botnets and proxy servers can be used to distribute and hide spammers.

· Creating a dedicated web server for the 4112 class would reduce some of the setup hassle for the students and remove student error in configuration issues.
· Another possibility is adding an email server on the network so that students can simulate sending email from their Red Hat 4.0 physical machine server to an “internet” email server.
· The lab can has a great deal of room to expand on the bulk email section as far as proxy servers and anonymous sending.  Various programs, such as Dark Mailer, exist that download “proxy servers” (more likely bot lists) to distribute and anonymize the mail sending load.   
· New forms of Spam are also continuously being produced in an effort to circumvent filters.  Using specific forms of spam, such as jpg spam, pdf spam, mp3 spam, to circumvent filters was not examined in this laboratory.

· Spam Assassin is an extremely versatile program with a great deal of features.  We chose not to focus too heavily on this and present only a basic understanding of how spam assassin filters email.  However, a great deal of effort has been put into not only creating extensive rules and scoring systems to detect email, but a “learning” system that teaches spam assassin to identify spam.
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