ECE 4112: Internetwork Security

Lab 10: Wireless 802.11 Security

Group Number: _________

 Member Names: ___________________     _______________________

Date Assigned: March 29, 2005
Date Due: April 5, 2005
Last Revised: March 29, 2005
Please read the entire lab and any extra materials carefully before starting.  Be sure to start early enough so that you will have time to complete the lab.  Answer ALL questions and be sure you turn in ALL materials listed in the Turn-in Checklist ON or BEFORE the Date Due.  
Goal: The goal of this lab is to use wireless tools such as Kismet and AirSnort to examine vulnerabilities that exist in wireless networks.  We will see how we can sniff packets to obtain MAC addresses to get around filters and how to crack a WEP key.  

Summary:  The four sections of this lab will show you how to monitor unencrypted traffic, spoof a MAC address, crack WEP and decrypt encrypted packets.

Attention: Please unplug the power from the wireless access point when you have completed the lab. The access point may cause interference with the GT wireless network, so please unplug the power adapter fro the back of the access point when the access point is not being used.

Background and Theory:

Introduction

IEEE standard 802.11 was designed mainly to enhance a user’s accessibility to the Internet by allowing wireless capabilities.  Today, with the growth of high-speed Internet access, wireless networks are gaining popularity among both business and home users.  For the business IT employee, this translates into reduced time and cost of connecting a new user to the network.

The three wireless standards use different frequencies, but the 802.11b standard, used in this lab, uses radio waves that transmit in the 2.45 GHz ISM band for transfer speeds of up to 11 Mb/s.  There are basically two different configurations for a wireless network.  The first is called an ad-hoc network and is used when there is no access point to link all wireless cards together.  This is very similar to a peer-to-peer network and all network cards communicate with each other directly.  The other configuration is called an infrastructure network and has at least one access point.  This access point, or AP, acts as a network hub to connect the wireless network to either another wireless network or to a wired network.  Here, we will look at how wireless security is implemented in an infrastructure network using just one access point.  We will also show how important it is to implement different wireless security measures to ensure the protection of your data.

Wireless Networks and the WEP


First, there are two basic types of attacks on a wireless network.  The first one makes use of the broadcast properties of wireless technology to enter a network.  This consists of being located close to a building with a wireless network employed and using a laptop, a wireless card, and a piece of software that can scan the wireless network.  Of particular importance is the service set identifier, or SSID.  This is the name of the wireless network and can be used to gain access if it is unsecured.  If you cloak (turn beacons off) your SSID it means that no one can see it by using an auto find of networks. However, if you leave the default SSID unchanged, a hacker could try the common SSID’s and connect to your network (assuming WEP is off). MAC address filtering can be used to increase the security of your network; however, MAC address can be spoofed which will then allow an attacker to gain access.

The second type of attack utilizes some of the vulnerabilities in the Wired Equivalent Privacy, or WEP, key.  The WEP key utilizes an RC4 encryption algorithm, also known as a stream cipher.  The sender takes a key and expands it to a lengthy random key stream and then XORs that with the information that is being sent.  The receiver also has the same key and XORs the cipher-text, which gives the original information.  This presents a problem because when an attacker has obtained two cipher-texts encrypted with the same WEP key, he can then XOR the two together and get the original information without needing to decrypt it with the WEP.

To prevent against this, an integrity check is implemented using an Initialization Vector, or IV.  This vector prevents the same random key stream from encrypting two different packets.  Unfortunately, it is only 24 bits long, which means that a busy access point will have to reuse the same random key stream sometime, usually within a few hours.  An attacker will still be able to sniff this information off the network and use XOR to obtain the original information.  These are just basic descriptions of the types of attacks an attacker will use to gain sensitive materials from a wireless network, so it is important to utilize different security standards to protect you from outside attacks.

Encrypted Traffic

Data security in 802.11 is accomplished by what is known as Wireless Equivalent Privacy (WEP).   The RC4 stream-cipher algorithm is used to encrypt the data.  WEP relies on a secret key, normally 40 bits, and an initialization vector (IV), which is 24 bits, as a seed for the algorithm.  The encryption of a frame proceeds as follows:

First an integrity checksum is calculated on the plaintext message and appended to the end to create the message we want to send.

M = {Plaintext, Checksum}

The second stage involves encrypting the message M using the RC4 algorithm.  This is done by choosing an IV and concatenating it with the secret key k.  The RC4 algorithm will generate a long sequence of pseudo-random bytes specific to this secret key and IV pair.  This sequence is known as a keystream.  To encrypt the packet, the plaintext message M is XORed with the keystream producing an encrypted message E.

E = M xor RC4(IV,k)

The encrypted message E is now ready to be transmited.  Figure 1 shows a graphical representation of what encryption looks like.

Note:  This figure is taken from source [3]
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Figure 1: Encrypted WEP Frame.




To decrypt a packet, the process is reversed.  Once the packet is received, the IV used in the encryption is retrieved from the unencrypted header.  Using the IV, the keystream is regenerated using the secret key k that both sides of the transfer have.  The encrypted message is then XORed with the regenerated keystream, which will leave just the plaintext message that was initially encrypted.

M = E xor RC4(IV,k)

The checksum is then analyzed to ensure that the message has not been tampered with.  Assuming everything checks out, the original plaintext message is passed along.

While WEP may sound like a great idea, it is inherently flawed on many levels.  For the scope of this lab, the major flaws lie in the use of the initialization vector and the RC4 algorithm itself.  In a paper entitled Weaknesses in the Key Scheduling Algorithm of RC4 by Fluhrer, Mantin, and Shamir, the authors propose a method in which under certain conditions the key setup algorithm of RC4 can leak information about the secret key.  To attack RC4, they propose to search for specific IV’s that place the keystream in this vulnerable state.  In the parlance of this attack, these vectors are called “interesting”.  By collecting enough of these “interesting packets” the entire secret key can be reconstructed.  

This attack was first implemented in a paper called Using the Fluhrer, Mantin, and Shamir Attack to Break WEP, written by Stubblefield, Ioannidis, and Rubin.  Using the techniques described in this paper, the programmers of two programs, WEPcrack and AirSnort, released their own attacks to the internet soon after.  In this lab, we will use AirSnort to break the WEP encryption and retrieve the shared key.  Generally, AirSnort requires capturing between 5-10 million packets that on a busy network can be obtained in a few hours.  A nice feature of AirSnort is its ability to save the current captured packets to a file and load them at some other time to continue trying to crack the key.  This means that an attacker can work over many days to crack the encryption.  

Here is what the AirSnort documentation says about what kind of packets it is looking for (source [5]):

Useful packets are those with the following property of their IV; the

first byte is a number three greater than one of the offsets of the

bytes of the key. For 128 bit encryption, this means a number from

3-16. The second byte must be 255 and the third byte can have any

value. This means that for every byte of the key, there are 256 weak

IVs.  As of version 0.2.0, two additional classes of IVs are 

recognized by airsnort.  See the source code for details.

Prelab Questions:  None.

Lab Scenario:  This lab will use three Pentium 4, 2.4GHz machines.  Two will be wireless users running Windows XP and one will be an attacker running Knoppix.  The wireless access point (AP) will be the D-Link tri-mode dualband wireless access point (DWL-7000AP), which means it can run 802.11a, 802.11b, and 802.11g, though we will only be using 802.11b.  One Windows XP machine will use a Linksys wireless A+G PCI adapter card (WMP55AG). The other Windows XP machine and the Knoppix machine use a PCI/PCMCIA bridge adapter and an Orinoco Gold Card (like those used with laptops).  You will not need your hard drive or any CD from the TA’s.

Software:

Ethereal 

Kismet - http://www.kismetwireless.net/
Airsnort - http://airsnort.shmoo.com
Signup:  There is only one setup for this lab so you will need to sign up in advance.  Your group may sign up for a maximum of 2 hours in the future. Do not abuse this rule! Once you have used your “two hours” you may sign up again for another hour. You are never allowed to have more than 2 hours scheduled in the future. If you do not show up within the first 15 minutes, you forfeit your reservation and someone else may claim your reservation. The reservation sheet is located on the door of COC311. You do not have to demo anything to the TAs so you may work whenever you want.

The setup for the wireless lab is shown in figure 2. The monitor for each machine is labeled accordingly.  WindowsXP1 will be used for the client (FTP and UDP) and WindowsXP2 will act as the server.  Log onto the Knoppix box with username “root” and password “password”.  If your Knoppix Machine is restarted, be sure to select the hostap kernel from the initial menu and login with root and “password”.


Figure 2. Wireless lab setup

*****This lab is running Knoppix off of the CD-ROM drive.  To get a terminal right click on the desktop and go to XShells ( Root Aterm.  All terminal commands will assume you are in one of these shells.

Section 1: Use ethereal to capture ftp passwords.


The first step in securing an 802.11 wireless network is making sure your data is being encrypted.  Here, we will explore just how easy it is to compromise data that is being sent unencrypted or "in the clear." WindowsXP2 will be running a simple FTP server, while WindowsXP1 will be used to connect to that server.  The Knoppix machine is where we will sniff out useful data from the air and display it to the user.  


It should be noted that the results of this experiment would remain the same whether it is a Telnet server being utilized, an FTP server, or any other service that does not encrypt its data before it is sent over the network.  A telnet service runs by establishing a network connection between two hosts, and then simply transferring and then echoing every character the user happens to type on their keyboard.  Thus, all our Knoppix sniffer needs to do is listen to the packets and pick out the data portions in order to accomplish our goals at this point.  We will do this first by using a packet sniffer we are already familiar with, Ethereal and then by looking at one designed for wireless sniffing called Kismet.

Before you begin, make sure the AP has been reset back to no MAC filtering and also no encrypted (WEP) settings.  Do the following:

· Using a web-browser on WindowsXP2, connect to http://192.168.1.144
· Username is “admin”.  Password is  “password”

To turn off the MAC control list filtering on the access point, connect to the AP.  


Click the advanced tab

· Choose enable MAC control filtering and select disable

· Click APPLY

· Wait for one minute as instructed and click OK

To turn off WEP on the Access Point:

· Connect to the AP again

· Click the “Advanced” tab on top then the “Encryption” tab on the left
· Make sure the “Disable” radio button next to WEP is clicked
· Click Apply, after you changes have been saved click continue

Make sure the last lab group turned off WEP on the two Windows XP machines. To do this on each of the two Windows XP machines:


Start->Control Panel->Network and Internet Connections-> Network Connections


Right Click on Wireless Connection -> Properties->Wireless Networks tab


Select wireless_dev from the Preferred networks box and click properties


Remove the check by the Data encryption (WEP) box


Make sure the "The Key is provided for me automatically" is NOT checked


Click OK

· Disable and enable the network device:  Again right click on Wireless Connection -> Enable, then Wireless Connection -> Disable

Make sure that all three computers can communicate with the AP.  In our case, this is accomplished by running on each of the three machines:


#ping 192.168.1.144

In the event the Knoppix machine cannot ping, type the lines below, in a terminal.

Note: To get a terminal right click in Knoppix, go to XShells ( Root Aterm.  All terminal commands will assume you are in one of these shells.


#ifconfig eth0 down


#ifconfig eth0 –promisc


# ifconfig eth0 192.168.1.50


#ifconfig eth0 up


#iwconfig eth0 essid wireless_dev


#iwpriv eth0 force_reset


#iwconfig (you should see essid and mode set correctly)

#ifconfig (you should see wlan0 up with correct IP)


now try to ping the Access Point


#ping 192.168.1.144


if this still does not work, type


#kismet_unmonitor


then go through these commands again

This ends the procedure to reset the lab setup so you are starting at the proper configuration. Previous lab groups may have left the machine in another undesired state.

To start your lab, we are going to switch our Knoppix machine into monitor mode so that it can look at all the traffic flying by in the air and display the statistics it gathers to us.

  Ethereal is already installed on the Knoppix machine.  Use the following instructions to help you accomplish this:

On the Knoppix machine we need to set the wireless card to promiscuous mode monitoring channel 2. This is accomplished with


#ifconfig eth0 promisc


#iwpriv eth0 monitor  2  9
Now start up ethereal


Right click on desktop, go to Sniffers(ethereal

Capture

Start

Interface needs to be “eth0”

Update in real time

Automatic scrolling

OK

Now move to the WinXP2 on which the FTP server is installed and get the service running.  To get it running:

· Start -> All Programs -> Cerberus FTP server -> Cerberus FTP server

This starts the FTP server. 

A basic user account with which to connect from the other computer has already been set up for you. It is user “public” and password “password”.  From the other Windows XP machine, connect to the FTP server by bringing up a command prompt (start->run->cmd

->enter) and typing:


#ftp 192.168.1.150

Enter login “public” and password “password”.  Next type dir.  This will generate a good deal of data passing back and forth that ethereal can pick up on.  Type “quit”. Switch back to Knoppix click on stop in the capture window.  If there is a lot of data to sort through, in the bottom field, next to “Filter”, type:  


wlan.bssid == 00:05:5d:99:60:db (MAC address of you AP)

Q1.1:  What kind of data were you able to see (like passwords!)?

Q1.2:  What are some ways to prevent this kind of packet sniffing?

Q1.3:  What are the major disadvantages of leaving the traffic unencrypted? 

Reset the wireless NIC using the process detailed above. 

Section 2:  MAC Control List Subversion

One way to restrict the access to a wireless network is to allow only certain MAC address to connect.  Almost all access points have such a feature, and it theoretically should provide a decent level of security.  However, these MAC addresses can easily be spoofed.  

Enable MAC address filtering on the access point and show that the attacker can gain access to the network by spoofing his address.  Show screen captures and the like to show how you determined a valid MAC and how you gained access, include these with the questions section you turn in.  Use the following instructions to help you accomplish this:
To enable MAC control list filtering on the access point, connect to the AP.  


using a web-browser on WindowsXP2, connect to http://192.168.1.144

· Click the advanced tab

· Click on the “Filters” tab on the left

· Change “Access Control” drop down box to “accept” for BOTH A & G (left and right columns)

· Place the MAC address of each Windows XP machine in the first two entries of the table. ASIDE: To determine the MAC address, open up a command window in Windows and type:> ipconfig /all 
*Make sure you get the MAC of the wireless device

· Click “apply”, and after your changes have been saved message, “continue”


On the two Windows XP machines, disable and enable the wireless connections to reset them. (see previous instructions on how to enable and disable the wireless cards in the Windows XP machines).

The Knoppix machine should not be able to connect to the wireless network now, to see this try to ping the router (however the Windows XP machines should be able to ping 192.168.1.144).  The Knoppix machine can, however, still sniff the wireless network and see what MAC addresses are allowed on the network.  

Let’s use Kismet on our Knoppix machine to see the active MAC addresses on a network. 

Set the Knoppix card to promiscuous mode with the following.

#ifconfig eth0 promisc

Now, to get Kismet working, in a root terminal simply type, kismet.

This launches the kismet application itself and begins to display data.  (Aside: kismet logs all packets it sees in a file which it stores in /ramdisk/var/log/kismet). The interface is entirely keyboard driven and if you get lost, you can display the help screen at any time by pressing H.  Type in H and take a look at the commands. Use + to scroll down so you may read all the help info. Use Q to quit the help menu.

Several useful options are given but to begin with, simply hit S then S again in order to sort the wireless networks displayed by their SSID.  We want to look at data coming from the network identified as wireless_dev so move down to it using the arrow keys and "tag" it by hitting T.  
Now use the C option for the tagged wireless network. Do a ping from the Windows XP machines to generate some traffic from each wireless card and note how the client list in kismet shows you the client MAC address.  If you are not able to see the MAC address or IP address with traffic generated by ping, use the UDP traffic generator discussed later in this lab to create traffic. (Some have reported that ping does not cause the MAC to show up and more traffic like the UDP traffic generator described later in the lab must be used).

Now that you're finished running kismet, it is important to shut it down properly or the wireless card will not return to normal operation.  Do this by exiting out of the kismet application (use Shift Q) and then running the command in another terminal window:


#kismet_unmonitor


#ifconfig eth0 –promisc


#iwconfig eth0 essid “wireless_dev”


#iwpriv eth0 force_reset

This places the wireless card back in its standard mode and it can now resume standard network operations.

Now lets spoof a MAC address (and an IP address as well) that is allowed on your network.  We have just seen how to obtain IP addresses as well as the MAC addresses but now we will just cheat and look on the windows machine to find the IP address of that windows machine. Note we still have MAC address filtering turned on in the access point.

First lets change the IP address of the Knoppix machine from 192.168.1.50 to that of the WindowsXP1 machine 192.168.1.100:

On the Knoppix machine:

#ifconfig eth0 192.168.1.100

Now lets change the MAC address of the wireless card in the Knoppix machine:

In a terminal window:


#ifconfig eth0 down

# ifconfig eth0 hw ether <MAC address obtained with Kismet>


# ifconfig eth0 up


#iwconfig eth0 essid wireless_dev
#iwconfig (you should see essid and mode set correctly)

#ifconfig (you should see eth0 up with correct IP)
Now notice you can ping the access point. You are using another machine’s MAC and IP address and you are allowed on the wireless network even though the MAC access control list is being used. It looks like the MAC access control list was a good idea but easily broken! 

Screenshot 1:  Take a screenshot of the ifconfig data (with the new IP and MAC) and attach it to your answer sheet.

Now undo the nasty deed you have just committed by:

#ifconfig eth0 down

# ifconfig eth0 hw ether <original MAC address> (or just make up one)

# ifconfig eth0 up

#ifconfig eth0 192.168.1.50

#ifconfig (make sure original IP and MAC are back)

#iwconfig eth0 essid wireless_dev


#iwconfig (you should see essid and mode set correctly)
You should turn off MAC access list in the AP now by:

· Using a web-browser on WindowsXP2, connect to http://192.168.1.144
· Username is “admin”.  Password is  “password”

To turn off the  MAC control list filtering on the access point, connect to the AP.  


Click the advanced tab

· Click on the “Filters” tab on the left

· Change the “Access Control” drop down to “disabled” on BOTH A & G (the left and right columns)

· Click “apply”, wait 1 minute, click “continue”
Section 3:  Using AirSnort to Break WEP

Turning on WEP

First, we must enable WEP in the AP.  To do this, do the following:


Using a web-browser in WindowsXP2, connect to http://192.168.1.144

· User name is “admin” Password is “password”

· 
Click on the “Advanced” tab on top and the “Encryption” tab to the left
· Click the “Enable” radio button next to WEP

· Change the Key length to 64bits

· Enter the WEP key, (We used the pass phrase ece4883 WEP key and this generated the one we are using for us 

· Use the key: 08905EF49F       in key 1

· Click apply and you will then no longer be able to communicate with the Access point from this PC until you turn on this PC’s WEP on its wireless card.

Now we must configure the Windows XP boxes to use WEP to connect to the AP


Start->Control Panel->Network and Internet Connecetions-> Network Connections


Right Click on Wireless Connection -> Properties->Wireless Networks tab


Select wireless_dev from the Preferred networks box and click properties


Click the Data encryption (WEP) box


Make sure the "The Key is provided for me automatically" is NOT checked


Select Hex and type the WEP key into the Network Key box 08905EF49F

Click OK and then OK again in the next area


Disable and enable the XP wireless cards using the instructions given previously in the lab.
The Windows XP machines should now be able to connect to the network (ping 192.168.1.144) using WEP. The Knoppix machine does not have WEP turned on so in theory it cannot see the wireless network.
In this exercise we will run AirSnort on our Knoppix machine in order to collect packets and crack the WEP key.

On the Knoppix machine, the wireless card should first be placed in promiscuous mode.  

 #ifconfig eth0 promisc

Before we run airsnort we need to mount the hard drive partition that has our crack file.


#mount /mnt/hda2

To run AirSnort, do the following in Knoppix:


#airsnort

This will launch the AirSnort program.  By selecting File->Load Crack File or File->Load pcap file, you are able to use previously captured traffic to try to crack the WEP key.  For this lab, a crack file has been provided for you to speed up the recovery of the WEP key.  Load the provided crack file by:

· Set it to monitor Channel 9 (not Scan)

· Set the device to eth0 (just type it in)

· Select “Orinoco (orinoco_cs)” Card Type drop down menu

· Set breadth to 6

· File->Load crack file

· Find the file named airsnort-crack-file located in the /mnt/hda2/WEPLOGS/ directory and double click on it

The crack file has already captured close to 5 million packets and is almost ready to recover the  key.  With the file loaded,

· Click “okay” to any warning

· Click the start button

· If the number of “Interesting” packets is not greater that 800, hit Stop, Clear and reload the crack file

Now on the two Windows XP machines, we will need to generate some encrypted traffic for airsnort to analyze in addition to this previously captured traffic on the lab network.  A traffic generator client and server have been provided on both Windows XP machines for this purpose.  (This code sends the user data aaaaaaaaaaaaa, it is nice to know what the data is so that if you are running the UDP traffic generator when you collect some data with airsnort you will know where all the aaaa’s come from). This additional traffic along with the file that was provided for you will give airsnort enough traffic to crack the WEP in somewhere between minutes and hours depending upon the luck of the draw. (For example with just under 5 million packets sent and 2302 interesting packets among these, the key was cracked in just less than one hour). The more traffic you provide, the faster it cracks WEP. On WindowsXP1, run the udp traffic generator.  On WindowsXP2 run the udp sink.


WindowsXP2


open a command prompt


# cd c:\wireless_lab
# udp_sink 5555

 WindowsXP1


open a command prompt


# cd c:\wireless_lab

# udp_gen 192.168.1.150 5555 

The breadth parameter controls how many guesses should be tried with a higher breadth parameter trying less likely guesses.  Doing this several times over should eventually crack WEP.  However, for this lab, we will be unable to crack the WEP. The reason is that we are using hardware and firmware that is less than two years old. This newer hardware and firmware has a lookup table of know weak initialization vectors and does not allow them to be generated. Hence, we will never get enough interesting packets to break the WEP with our newer equipment. The purpose of this section was to show exactly how this worked historically and how it will work on older equipment installations.
If the key had been cracked, it would have appeared in the airsnort window under the "PW: Hex" and "PW: Ascii" tabs.  (Recall in our case the key is 08905EF49F). When you are finished, close Airsnort (no need to save this huge file) and then:


#ipconfig eth0 –promisc

Turn of the UDP traffic source and sink by using control C on the windows boxes in the windows with the programs running.

Q3.1:  How many “interesting” packets were captured within 5 minutes? Explain what an “interesting” packet is. 

Q3.2:  Explain why AirSnort is one of the most devastating attacks against 802.11 and some possible ways to prevent it from being so effective.  

Reset the wireless NIC as detailed at the beginning of the lab.
Section 4: Decrypt Encrypted Traffic 

Decrypt the actual traffic on the wireless network and show how any evil hacker type can read the data. Note we are assuming we got the WEP key in exercise 3 and are using that answer here in exercise 4.  We will be using ethereal to crack our encrypted traffic.

WEP should still be enabled on your AP and both Windows machines.

Because there is so much wireless traffic, when kismet is running normally and channel hopping it will drop some packets.  To make sure we do not miss our pacets, and because we know the channel we want, we can avoid this be editing /etc/kismet/kismet.conf, change the following variables to their new value:


channelvelocity = 1


80211bchannels = 9

writeinterval = 20

Now, save it by overwriting the read only property (varies by editor).

Run Kismet:


#kismet

Run FTP between the Windows XP machines again as before

Shut down kismet as before, then type kismet_unmonitor, kismet automatically stores in /ramdisk/var/log/kismet directory the traffic it saw

Do an #ls –lart to see your last file created with a “.dump” extension.

Start ethereal and open your decrypted encrypted dump file by right click ( Sniffers ( ethereal.  Then File ( Open and select your most recent dump file.

Screenshot 2:  Take a screen shot of one of the encrypted DATA packets.

To get ethereal to decrypt 802.11 go to Edit ( Preferences.  On the left, extend the “Protocols” field.  Click on “IEEE 802.11”.

Set WEP key count to 1.

Set WEP key #1 to our WEP key in the format 08:90:5E:F4:9F
Click OK.

(Note that ethereal needs to be restarted each time the key is changed for the changes to be incorporated. This is a bug in the software version we are using. After starting ethereal, once you enter a key, the value used will not change.  If you incorrectly entered the key, you must exit and start ethereal again).
If there is a lot of data to sort through, in the bottom field, next to “Filter”, type:  


wlan.bssid == 00:05:5d:99:60:db (MAC address of you AP)

Screenshot 3:  Take a screen shot of the decrypted FTP packets.

To finish up the lab exercises and to be a good citizen, please turn off WEP by:

Make sure the AP has been reset back to no MAC filtering and also no encrypted (WEP) settings.  Do the following:

· Using a web-browser on WindowsXP1, connect to http://192.168.1.144
· Username is “admin” Password is “password” 

To turn off the MAC control list filtering on the access point, connect to the AP.  

· Click the advanced tab

· Click on the “Filters” tab on the left

· Change “Access Control” drop down box to “disable”

· Click “apply”, wait one minute and click “continue”

To turn off WEP on the Access Point:

· Connect to the AP again

· Click the “Advanced” tab on top then the “Encryption” tab on the left
· Make sure the “Disable” radio button next to WEP is clicked
· Click Apply, after you changes have been saved click continue

Make sure you turn off WEP on the two Windows XP machines. To do this on each of the two XP machines:


Start->Control Panel->Network and Internet Connections-> Network Connections


Right Click on Wireless Connection -> Properties->Wireless Networks tab


Select wireless_dev from the Preferred networks box and click properties


Remove the check by the Data encryption (WEP) box


Make sure the "The Key is provided for me automatically" is NOT checked


Click OK

· Disable and enable the network device:  Again right click on Wireless Connection -> Enable, then Wireless Connection -> Disable

Make sure that all three computers can communicate with the AP.  In our case, this is accomplished by running on each of the three machines:


#ping 192.168.1.144

In the event the Knoppix machine cannot ping, on the Knoppix machine


#ifconfig eth0 –promisc


#ifconfig eth0 192.168.1.50


#iwconfig eth0 essid wireless_dev


#iwpriv eth0 force_reset


#iwconfig (you should see essid and mode set correctly
#ifconfig (you should see wlan0 up with correct IP)
Sources:

[1] http://www.tipsybottle.com/technology/wireless/RedHat8-Kismet-HOWTO.shtml

[2] http://www.isaac.cs.berkeley.edu/isaac/wep-draft.pdf
[3] http://www.drizzle.com/~aboba/IEEE/rc4_ksaproc.pdf

[4] http://osiris.978.org/~brianr/crypto-research/wep/wep_attack.pdf
[5] http://airsnort.shmoo.com
[6] http://www.kismetwireless.net/
Answer Sheet Lab 10

Group Number: _______________

Member Names: _________________________     _________________________

Section 1: Use ethereal to capture ftp passwords.

Q1.1:  What kind of data were you able to see (like passwords!)?

Q1.2:  What are some ways to prevent this kind of packet sniffing?

Q1.3:  What are the major disadvantages of leaving the traffic unencrypted?  

Section 2:  MAC Control List Subversion

No questions for this part, just include screenshot and explanation of it at the end of these questions.

Section 3:  Using AirSnort to Break WEP

Q3.1:  How many “interesting” packets were captured within 5 minutes? Explain what an “interesting” packet is. 

Q3.2:  Explain why AirSnort is one of the most devastating attacks against 802.11 and some possible ways to prevent it from being so effective.  

Section 4: Decrypt Encrypted Traffic 

No questions for this part, just include screen shots of encrypted and unencrypted packets.

How long did it take you to complete this lab? Was it an appropriate length lab?

What corrections and or improvements do you suggest for this lab? You may cross out and edit the text of the lab on previous pages to make corrections. What corrections and or improvements do you suggest for this lab? Please be very specific and if you add new material give the exact wording and instructions you would give to future students in the new lab handout. You need to be very specific and provide details. You need to actually do the suggested additions in the lab and provide solutions to your suggested additions. Caution as usual: only extract and use the tools you downloaded in the safe and approved environment of the network security laboratory.

Turn-in Checklist

· Answer Sheet

· Three screenshots
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