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Simple and Advanced Data Deletion and Forensic Analysis of Data Recovery

Goal:  The goal of this lab is to introduce hard drive forensics and what techniques can be used to retrieve information from a hard disk. You should get an understanding of how data is stored and removed from a drive. You will also see the type of information that can be retrieved from a hard drive and the security issues you should be aware of when disposing (selling, giving) a hard drive.

Summary:  In this lab you will first look at file deletion using Windows deletion techniques. You will use your USB key to delete a file and via a HEX editor undelete the file by modifying a single character. You will then delete files using the Windows Recycle Bin and recover those files using a simple tool. You will format a drive using the Windows formatting tool and run a tool to recover the files that were supposedly deleted. You will then analyze the data obtained after the format and determine what information we can collect about the drive. You are then introduced to techniques to securely erase data from a disk and other prevention techniques you can use to help prevent undesired data recovery.  Since you have a fundamental understanding of how data is contained on a disk, you will look at Encrypted File System technology and how it helps to prevent unwanted data recovery.

Background and Theory:  

Before you begin the lab, a clear understanding of the following should be understood: how hard drives work, how data is stored, reference, and deleted, and why normal deletion techniques are unsafe.
Basic components of a Hard Disk 

A hard disk is comprised of four basic parts: platters, a spindle, read/write heads, and integrated electronics. [1] 
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Figure 1. Basic components of a hard disk. [1]

• Platters are rigid disks made of metal or plastic. Both sides of each platter are covered with a thin layer of iron oxide or other magnetizable material. 

• The platters are mounted on a central axle or spindle, which rotates all the platters at the same speed. 

• Read/write heads are mounted on arms that extend over both top and bottom surfaces of each disk. There is at least one read/write head for each side of each platter. The arms jointly move back and forth between the platters’ centers and outside edges; this movement, along with the platters’ rotation, allow the read/write heads to access all areas of the platters. 

• The integrated electronics translate commands from the computer and move the read/write heads to specific areas of the platters, thus reading and/or writing the needed data. [1]

Magnetic Storage
Computers record data on hard disks as a series of binary bits. Each bit is stored as a magnetic charge (positive or negative) on the oxide coating of a disk platter. When a computer saves data, it sends the data to the hard disk as a series of bits. As the disk receives the bits, it uses the read/write heads to magnetically record or “write” the bits on the platters. Data bits are not necessarily stored in succession; for example, the data in one file may be written to several different areas on different platters. When the computer requests data stored on the disk, the platters rotate and the read/write heads move back and forth to the specified data areas. The read/write heads read the data by determining the magnetic field of each bit, positive or negative, and then relay that information back to the computer. The read/write heads can access any area of the platters at any time, allowing data to be accessed randomly (rather than sequentially, as with a magnetic tape). Because hard disks are capable of random access, they can typically access any data within a few millionths of a second. [1]

Formatting

Computers must be able to access needed information on command; however, even the smallest hard disk can store millions and millions of bits. How does the computer know where to look for the information it needs? To solve this problem, hard disks are organized into discrete, identifiable divisions, thus allowing the computer to easily find any particular sequence of bits. [1] 

The most basic form of disk organization is called formatting. Formatting prepares the hard disk so that files can be written to the platters and then quickly retrieved when needed. Hard disks must be formatted in two ways: physically and logically. [1] 

Physical Formatting 
A hard disk must be physically formatted before it can be logically formatted. A hard disk’s physical formatting (also called low-level formatting) is usually performed by the manufacturer. [1] A modern IDE hard drive cannot be low-level formatted using any kind of end user software program. Some programs claim they perform a low-level format but a true low-level format can only be done from the manufacturer. 

Physical formatting divides the hard disk’s platters into their basic physical elements: tracks, sectors, and cylinders. See Figure 2. These elements define the way in which data is physically recorded on and read from the disk. [1] 
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Figure 2.  Physical format of a typical hard disk. [1]

• Tracks are concentric circular paths written on each side of a platter, like those on a record or compact disc. The tracks are identified by number, starting with track zero at the outer edge. 

• Tracks are divided into smaller areas or sectors, which are used to store a fixed amount of data. Sectors are usually formatted to contain 512 bytes of data (there are 8 bits in a byte). 

• A cylinder is comprised of a set of tracks that lie at the same distance from the spindle on all sides of all the platters. For example, track three on every side of every platter is located at the same distance from the spindle. If you imagine these tracks vertically connected, the set forms the shape of a cylinder. [1] 

Computer hardware and software frequently work using cylinders. When data is written to a disk in cylinders, it can be fully accessed without having to move the read/write heads. Because head movement is slow compared to disk rotation and switching between heads, cylinders greatly reduce data access time. [1] 

After a hard disk is physically formatted, the magnetic properties of the platter coating may gradually deteriorate. Consequently, it becomes more and more difficult for the read/write heads to read data from or write data to the affected platter sectors. The sectors that can no longer be used to hold data are called bad sectors. Fortunately, the quality of modern disks is such that bad sectors are rare. Furthermore, most modern computers can determine when a sector is bad; if this happens, the computer simply marks the sector as bad (so it will never be used) and then uses an alternate sector. [1]

Logical Formatting
After a hard disk has been physically formatted, it must also be logically formatted. 

Logical formatting places a file system on the disk, allowing an operating system (such as DOS, OS/2, Windows, or Linux) to use the available disk space to store and retrieve files. 

Different operating systems (OS) use different file systems, so the type of logical formatting you apply depends on the OS you plan to install. [1]

Formatting your entire hard disk with one file system necessarily limits the number and types of OSs you can install on the disk. Luckily, there is a solution to this problem. 

Before a disk is logically formatted, it can be divided into partitions. Each partition can then be formatted with a different file system, allowing you to install multiple OSs. 

Dividing your hard disk into partitions also allows you to use disk space more efficiently. [1] 

File Systems 
All file systems consist of structures necessary for storing and managing data. These structures typically include an operating system boot record, directories, and files. A file system also performs three main functions: 1) tracking allocated and free space, 2) maintaining directories and file names, and 3) tracking where each file is physically stored on the disk. [1]

Different file systems are used by different operating systems. Some OSs can recognize only one file system, while other OSs can recognize several. Some of the most common file systems are the following:

• File Allocation Table (FAT) 

• File Allocation Table 32 (FAT32) 

• New Technology File System (NTFS) 

• High Performance File System (HPFS) 

• NetWare File System 

• Linux Ext2 and Linux Swap 

NTFS
The New Technology File System (NTFS) is accessible only by Windows NT. NTFS is not recommended for use on disks less than 400 MB because it uses a great deal of space for system structures. The central system structure of the NTFS file system is the master file table (MFT). NTFS keeps multiple copies of the critical portion of the master file table to protect against corruption and data loss. [1] 

A cluster size as small as 512 bytes can be specified, regardless of whether a partition is 500 MB or 5 GB. Using small clusters not only reduces the amount of wasted disk space, but also reduces file fragmentation, a condition where files are broken up over many noncontiguous clusters, resulting in slower file access. Because of its ability to use small clusters, NTFS provides good performance on large drives. [1]

Finally, the NTFS file system supports hot fixing, a process through which bad sectors are automatically detected and marked so that they will not be used. [1]
Pre-lab Questions:

Q.P.1
I just bought a new 200GB IDE hard drive, can you perform a true low-level format on the drive for me?
Q.P.2
For the following image, how many sectors and tracks are shown? (Hint: what do the yellow and blue area’s represent?)
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Figure 3. Cross section view of a platter. [3]
Q.P.3
Name a commonly used File System, and list the three primary functions of a File System.

Q.P.4
What is the central system structure of a NTFS file system?

Lab Scenario:  For this lab, you will need your hard drive and a USB key. You will be using the Windows XP virtual machine provided to you. The XP VM contains three partitions: XP ToolKit, XP Disk 1, XP Disk 2. The XP ToolKit partition is a partition representing a Forensics toolkit and the other two partitions represent a copied hard drive volume. The Toolkit partition contains all the tools needed for you to complete this lab.
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Section 1:  Simple Deletion
Background and Theory:
File Deletion
Let’s look to see what happens when you intentionally delete a file and why it may be possible to bring that file back. When you select a file and press the delete key on a Windows computer the file is sent to the Recycle Bin. You may think of the Windows Recycle Bin as just another fancy storage folder on your hard drive. The 'real' deletion (at least as far as this article is concerned) is what happens when the Recycle Bin is emptied or the deletion bypasses the Windows Recycle Bin altogether (i.e. shift-delete). [2]

When a file is deleted the Operating System marks the file name in the MFT with a special character that signifies to the computer that the file has been deleted. The computer now looks at the clusters occupied by that file as being empty and therefore available space to store a new file. What the Windows Operating System does NOT do is go out to the clusters on the hard disk where the files data is actually stored and wipe the contents of these clusters. The deleted file data is still there, but the Computer Operating System no longer knows it exists. [2]

This in fact is the underlying principal of data recovery. It is about finding data that still exists on the hard drive but which currently can't be located by the Operating System. If the clusters containing the data are, corrupted or physically damaged, then recovering the data they once contained is impossible. [2] 

Ok, so my data is still there, but for how long? The answer to this question is completely up to you. The only way that your deleted MFT record or your file data itself will permanently be destroyed is if it is overwritten by other data. This means that any computer activity after the deletion has the potential to permanently erase otherwise recoverable files. [2]

If you are attempting data recovery from your hard drive, if possible connect it to another computer as the slave drive so that the operating system won’t be doing a merry dance over you deleted files when you attempt the recovery process. If you use data recovery software, don't install it on the drive on which the files were lost. Better yet, use a floppy disk or CD version if available. If you send your hard drive to a professional data recovery service they should not be working on the original hard drive. They should take a sector copy (an exact copy including all deleted information) of your hard drive and work on this. You may consider doing this yourself. There are a number of programs that will do this, the most common being Norton GHOST. But remember, you must make a complete sector copy of your hard drive to make sure the image includes all the deleted areas of the drive. [2]

Data Recovery Software
Most data recovery program search for deleted MFT entries to undelete files. These programs usually give a give a probability of recovery rating of 'good', 'medium' or 'poor'. What they are actually doing is locating the MFT record for a deleted file and then checking the rest of the MFT records to determine if the clusters that the deleted file occupied are being used by any other file stored on the computer. As only one file can occupy any one cluster on a hard drive, if other files are using your deleted files storage space then it is likely that the original data has been overwritten and permanently destroyed. [2]

This recovery technique is usually relatively fast, because, all the recovery program has to do is find the deleted file entries in the MFT and then go directly to that location of the hard disk to perform the data recovery. You will see an MFT search when you execute a "Fast Search" using recovery software. [2]

However, if your MFT is corrupt, defective or has been overwritten, this method isn't going to help you even though the file data still remains out on the disk waiting to be found. What you need to do is search unallocated clusters. [2]

Searching Unallocated Clusters for Deleted Files
A good data recovery program will have the option to ignore the MFT (or lack there of) and to search all the unallocated clusters to try and find and recover files. This means you need to know what a deleted file looks like. Luckily most file types have a unique file header and footer. This means that if you look inside a Microsoft Word document for example, the first characters and the last characters of the file are always the same. So therefore a data recover program can search the entire hard drive and identify files by their unique header and footers. [2]

Procedures:
Download the folder Lab X from the NAS and copy it to your RedHat WS 4.0 Machine.

The preconfigured VM is in a folder called XP Forensics. Move the XP Forensics folder to your /root/vmware/ directory and create a new VM using techniques discussed in previous labs. You can label the VM as XP Forensics. Start the VM machine and boot your Windows XP Toolkit Partition.

You will need to backup your USB key’s data because you will format it to examine just how simple file deletion is.  
You are going to examine file deletion using a FAT32 File System. This is because of its simplicity compared to the way a NTFS File System deletes a file. The main concept is the same but nonetheless the FAT32 is considered here.

First create a .txt file on the Desktop. Name the file groupx.txt where “x” is your group number.

You are now going to format your USB key. Make sure you have archived your data. Mount your USB key to the XP Toolkit VM. If you are unsure how to do this, follow the steps in Appendix A.

Now that your USB key is mounted in Windows, you should see the Removable Storage Device under My Computer. Right click on the drive and select format. Select FAT32 for the File System and leave the label blank. Click format. Browse to your USB key in Windows explorer. This lab will reference your USB key as Drive H. If your drive is another letter, replace it with H anywhere in the instructions.

With Windows Explorer in the directory H:\ copy the groupx.txt file to the drive. You will now use a program called WinHex to examine the contents of your USB key.  WinHex is a hexadecimal editor program that allows you to view/edit the actual hex values of all the data contained in a file or an entire drive. WinHex can be downloaded from http://www.x-ways.net/winhex/.

Open WinHex by double-clicking the Desktop icon. To load your USB key drive, select Tools/Open Disk.  Select Drive H: Click Ok.  Search the drive for the groupx.txt file by choosing Search/Find Text type groupx for the search string and select ASCII from the drop down menu. Click ok. When you find the file, it should look like the following
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Note: you may have to search a couple of times to find the groupx.txt file depending on the previous contents of your USB key.

Q.1.1
What Sector of the disk was the text file saved on? (Lower Left Corner of Pane)
Now leaving WinHex open, move back to Windows Explorer and delete the groupx.txt file by holding down shift and pressing delete (shift-delete). Navigate back to WinHex and Refresh the view by selecting View/Refresh. Note the differences.
Q.1.2
What portion of the filename changed? What is the HEX value of the deletion character?
Now, to undelete the groupx.txt file, you need to simple change the modified character back to its original value. Clicking on the ASCII representation of the FAT32 deletion character, change it back to its original value (capitalization matters). Save the new value to the drive by pressing Ctrl-S and clicking yes.

Open Windows Explorer H:\ , click refresh.

Q.1.3
Were you able to undelete the file?
Now that you have a basic understanding of the principle of file deletion/recovery, you will examine more complicated situations. For instance if the text file had contained data, the data would have been stored on several sectors of the hard disk. This makes the undelete process tedious to handle manually using a tool like WinHex. Fortunately programs have been created to automate the process. You can now remove your USB drive and don’t forget to copy your archived files back to the drive. 

You will now look at a file recovery program called Back2Life 2.32 which can be downloaded from http://grandutils.com/Back2Life/. Back2Life works in two modes: Fast Scan and Deep Scan. Fast scan works by searching the MFT for deleted file entries. Deep Scan performs a Fast Scan and performs a surface scan on the entire partition looking for orphaned data.

You will now delete a file using the Windows Recycle Bin. 

You will need to create a file in a text editor of you choice (i.e. Notepad.exe or Wordpad.exe).  In the file, type your name and group number. Save the file on your desktop as RecoverMe.txt.  After you save it to your desktop place it in the Recycle Bin and empty the Recycle Bin.

At this point you need to use the Back2Life tool to see if you are able to get it back.  To run the Back2Life recover tool you need to open it by clicking on the icon on the desktop.

In the Back2Life window select the C: drive (on the left) and then select fast scan.

Click Start to start the scanner.

Navigate to RECYCLER and look for a txt file.

It will not be called RecoverMe.txt because of the way Windows implements the Recycle Bin.

Select the text file and click preview, you should see your names and group number.

Screenshot 1.1: Take a screen shot of the HEX preview with your names and group number and turn it in with your lab. (Resize the window so you can see the directory structure in the background)

Q1.4 How many files were you able to find including your txt file?
Some people think that by deleting a file by bypassing the Recycle Bin is a more secure file deletion technique; however, this is not the case.  

Create another text file called RecoverMeAgain.txt and put your names, your group numbers and the text “Recover me Again” as data.

Delete the text file from your desktop by holding the shift key and pressing the delete key.

Open Back2Life and perform a fast scan on the C: drive.

Q1.5 Did you recover your text file?  (Hint: what directory was the file originally located?) 

Screenshot 1.2: Take a screenshot of Back2Life showing the directory where your file was located.
Section 2:  Formatting and Recovery

In the previous section, you saw how simple file recovery was. Now you will focus on file recovery after a drive has been formatted.

Background and Theory:
Data Recovery from a Formatted Hard Drive

When you run the format command you are simply erasing the Root Directory Entries and FAT, or MFT. It is possible to run the format command and wipe the entire hard drive but format must be executed with special options. There are a number of tricks that data recovery programs use to recover from format commands. This includes searching for deleted Directory Entries which are in fact stored as files on the computer. If a directory entry is located, then we now know the name, starting cluster location, and size of the files. Of course you can also search the data area of a formatted drive for file header and footers and locate individual file types by this method. [2]

Procedures:
You will format one of the partitions that were provided to you using the windows formatting tool.  Formatting deletes data right? Let’s find out, the correct answer is “It depends”. Formatting is a term vaguely used and does not accurately describe implementation. You will use the Back2Life tool to try to recover information.

To use the Windows formatting tool, open My Computer.

Right click on the D: drive.

Select Format. Choose the NTFS File System. Check Quick Format and click start.

Browse the D: drive.

Q2.1
Do you see any files?
Start Back2Life and perform a fast scan on the D: drive.

Q2.2
How many files did you recover? Why?  

Now use Back2Life to perform a deep scan of D: 
Q2.3
How many files were you able to recover?  Why is this different from the previous question, i.e what recovery technique is Back2Life now using?

Q2.4
Viewing Documents and Settings, what user accounts were on the drive?

You will now format the drive without using the Quick Format feature. Format the D: drive in the same way previously stated except don’t check the Quick Format radio button.

Open Back2Life an perform another Deep Scan of drive D:

Q2.5
Are you still able to recover information from the drive, or is the data now removed?
The next time you get ready to sell an old hard drive or any storage device, don’t think that formatting can ensure data recovery prevention. Keep Back2Life open, the next section of this lab will analyze the data you can recover from a formatted drive and you will see what type of information can be obtained.
Section 3:  Data Forensics
This section of the lab, you will use information from other labs and new information to analyze the data recovered from the previous section. 

Looking under the Broken Links folder, the first subfolder (#00000028) will have several subfolders. Open the folder and analyze its contents.  

Q3.1
Remembering that our D: drive once contained a Windows OS, which folder do you think the #00000028 folder corresponds to? (Hint: examine the C: drive for subfolder of the same name) 

With a registered copy of Back2Life, we could recover this directory and all of its subfolders.  However, the unregistered version limits file recovery to a maximum file size of 100KB.  You therefore have included a copy of these contents on the XP Toolkit desktop in the folder labeled D.

You will now use the data that you recovered from the formatted drive to determine information about the previous operating system. You may close Back2Life.

First, you will determine the user names and passwords that were previously on the drive. To do this you will be using a tool called Cain & Able. Cain & Able is a password recovery tool with many other built-in features. For this lab, you will only be using the Password Cracking abilities of Cain. It can be downloaded from http://www.oxid.it/cain.html. 

Before cracking any passwords, you should get a fundamental understanding of how Microsoft NT stores passwords and why they can be cracked.

Background and Theory:
Windows NT and its successors store the Windows password information in a Security Account Manager (SAM) hive. For Windows XP, this file is located in C:\Windows\system32\config\. Embedded in the file is a LM hash and a NTLM hash.

A LM hash or LAN Manager hash is one of the formats that Microsoft LAN Manager and Microsoft Windows uses to store Windows user passwords that are less than 15 characters in length. This type of hash was the only type of encryption used in Microsoft LAN Manager (hence the name) and early versions of Windows (up to Windows Me) and is still supported in recent versions for backward compatibility. [4]

Security Weaknesses

Although it is based on a reasonably secure hash function (DES, derived from the block cipher DES), the LM hash can easily be cracked because of two weaknesses in the way it is implemented. First, passwords longer than 7 characters are divided into two pieces and each piece is hashed separately. Second, all lower case letters in the password are changed to upper case before the password is hashed. As a result, even if there are 284 different passwords made of up to 14 mixed case letters and numbers, there are only 236 different LM hashes of 1-7 character password pieces. [4]

Modern desktop machines can crack alphanumeric LM hashes in hours with a brute force attack or in a few seconds using a "time-memory trade-off" cryptanalysis attack.

In 2003, an implementation of the time-memory trade-off technique called Ophcrack was published. It specifically targeted the weaknesses of LM encryption, and the included the pre-computed data necessary to crack virtually all alphanumeric LM hashes. Many cracking tools like RainbowCrack, L0phtCrack and Cain, now incorporate a similar time-memory trade-off attack and make cracking of LM hashes trivial, at least for alphanumeric passwords. [4]

Because of the security weaknesses inherent in LM encryption, Microsoft introduced the NTLM algorithm. While LAN Manager is considered obsolete and current Windows operating systems use the stronger NTLM hashing method, by default all Windows systems still compute and store the LAN Manager hash for compatibility with LAN Manager and Windows Me or earlier clients. It is considered good security practice to disable this feature if it isn't needed. Microsoft claims that support for LM will be completely eliminated in the new Windows Vista operating system. [4]

Additionally the LM hashes are stored as plain text in the SAM file. For security purposes, Microsoft introduced SYSKEY to encrypt the password hashes.  This was introduced in Windows NT4.0 SP2. SYSKEY.exe is a program that generates a 128-bit encryption key used by Windows to encrypt the LM hashes and help prevent offline password cracking attempts. The problem with SYSKEY is that, since the OS needs the key to decrypt the encrypted LM hashes, and since the OS is not magic, the key must therefore reside on the disk itself (unless the administrator sets up the system to store the key on a remote drive like a floppy which must be present before booting but by default, it is on the disk). The boot key (generated SYSKEY) is located in HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa and can be reconstructed by loading the SYSTEM file located in C:\WINDOWS\system32\config\ directory and can be retrieved using a SYSKEY decrypter.
Procedures:
Open the tool Cain by double-clicking the icon on your desktop.

Select cracker from the CAIN window.

Select LM & NTLM Hashes from the left panel.

Select File -> add to list.

Select Import Hashes from SAM database.

Select the SAM file under C:\Documents and Settings\user1\Desktop\D\WINDOWS\system32\config\SAM.

Select Boot Key and select browse for Boot Key (Don’t select Local System Boot Key).

In the same directory as before, select the system file.

Now copy the Boot Key from Syskey Decoder and paste it to the Boot Key entry field. 
Select Next.

You should now see all of the user names that were on that drive. You will now crack the passwords of all users previously on the computer, except (HelpAssistant). 

Right click on the user name. Choose to perform either a Dictionary Attack/LM Hashes or a Brute-Force Attack/LM Hashes. 

If you use Dictionary attack, a dictionary file is located at C:\words-english.txt Add it to your dictionary lists and check the following: Case perms, As Is, Reverse, Lowercase, Two numbers Hybrid Brute from the Options.
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You should be able to crack all the passwords using either the Dictionary Attack or Brute Force Attack. If you are impatient or are attempting to crack a more complicated password hash, you could search for the LM hash on a website such as http://www.plain-text.info 

Screenshot 3.1: Take a screenshot of all the user names and passwords you found.

You will now reconstruct the registry of the formatted OS and see if any valuable information can be found.

To rebuild the registry, you will use Registry Editor PE v0.9c. The program is an extension to the Ultimate Boot CD (UBCD) which is itself an extension of the BartPE CD. BartPE is a bootable Windows Preinstallation Environment with many tools including Spyware removal, Virus removal, Data Recovery, Data Deletion, Networking, and more. The Ultimate Boot CD is an extension to BartPE which adds more programs to the build. They can be downloaded from http://www.nu2.nu/pebuilder/ and http://www.ubcd4win.com/.  For a Lab Addition, you could find a Windows Registry Editing tool that allowed you to load a remote registry and view it.

You should have downloaded the UBCD from the NAS. It is called ULTAMITEBOOTCD.iso. You will need to tell VMware to load the iso file as the CD drive. To do this, Select VMware/Settings while viewing the XP Toolkit VM. Select CD-ROM by double-clicking it. Select Use ISO image and click browse to select the ULTIMATEBOOTCD.iso file.

Even though this is a bootable CD, it still allows you to execute the program directly from Windows without rebooting. To load the UBCD, open My Computer and double-click the CD-ROM drive. Although it appears nothing has happened, the START menu has changed. You are now ready to perform forensics on the Registry.

Click Start, programs, registry tools, Registry editor PE v0.9c.

Once the program loads, it will ask for the remote Windows directory. Select C:\Documents and Settings\user1\Desktop\D\WINDOWS\

Click Open, Open, Open, Open and then select NO. This loads the SAM, SECURITY, software, and system hives needed to rebuild the registry.

Click ok. You should now see the Registry Editor.

We will first attempt to determine the IP address previously used by the computer. Navigate to the following registry directory.

HKEY_LOCAL_MACHINE/SYTEM/CurrentControlSet/Services/Tcpip/Parameters/Interfaces

Q3.2
How many interfaces did the drive have?

Q3.3
Looking at the information contained for each of the interfaces determine the IP address that the computer had.

Q3.4
From earlier, we obtained the previous systems’ user accounts and passwords. We now know the IP address of the system. Why is this a security issue? (Hint: Have you ever replaced a computer? Did you change your username and password? Do you have a static IP?)
We will now determine information about the installed operating system. Navigate to

HKEY_LOCAL_MACHINE/SOFTWARE/Microsoft/Windows NT/Current Version.
The string keys are self explanatory. 

Q3.5
What is the Current Build of the OS? Current Build Number? What Organization was the OS Registered to?

The InstallDate key contains a value for the number of seconds since 1/1/1970 00:00:00 .  Double click the InstallDate key and copy its Decimal value to the clipboard. On the Desktop, there is a spreadsheet file called DateConverter.ods. Paste this value into cell B1.

Q3.6
What date was the OS originally installed?

You will now recover the XP install CD key used when the OS was originally installed. To understand how the CD key is used and the distinction between the Raw CD key, and ProductID, read Appendix B.

In the same registry directory, open the DigitalProductID dword. The Raw CD key is embedded into this registry key. Copy the HEX value starting from 0034 to 0042.
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You will now use a program called KeyViewer.exe from http://www.alphacomps.com to convert the Raw CD key to the CD Key (The CD key is typed by the end user during installation and can be found in the XP installation box).

Open KeyViewer.exe from the Desktop. KeyViewer.exe has a built in Windows Key feature they will decode the install key from the current Windows OS (XP Toolkit). Since we are doing forensics on recovered data, select the Raw Key tab to input our Raw Key.

Type the Raw Key (0034 – 0042) into the filed and press decode.

Q3.7
What was the CD Key used to install Window on the formatted drive?

Other types of information can be found in the Registry. For now, what we have found will suffice. 

You will now try to restore some of the users browser activity. For this section you will use a tool called Mandiant Web Historian, which can be downloaded from http://www.mandiant.com/webhistorian.htm. The historian works by reviewing visited websites, cookie, temp files, etc to help reconstruct a users browser activity.

For this part, there is a copy of George Bush’s Documents and Settings folder located at ...\Desktop\D\. 

Open Web Historian by double-clicking the desktop icon. Select Find browser history files and select the …\Desktop\D\Documents and Settings\George Bush\ folder. Click Process.

Once the scan is complete save the output on the Desktop as a HTML file. Browse through the Web Browser history.

Q3.8
 List four Google searches George made and the time he accessed them.

Section 4:  Secure Deletion
In the previous sections, you saw how Windows cannot securely delete a file and that even formatting a partition (using Windows) does nothing to prevent data recovery. You also were exposed to the threats of the type of information that can be obtained from a drive. You will now see how to securely remove your data from a drive such that software recovery techniques are guaranteed to fail.

Background and Theory:
The most common techniques for properly sanitizing hard drives include 
· Physically destroying the drive, rendering it unusable 

· Degaussing the drive to randomize the magnetic domains—most likely rendering the drive unusable in the process 

· Overwriting the drive's data so that it cannot be recovered 

Clearly, the best way to assure that a drive's information is protected is to physically destroy the drive. But many people feel moral indignation when IT equipment is discarded and destroyed rather than redirected toward schools, community organizations, religious groups, or lesser-developed nations where others might benefit from using the equipment—even if the equipment is a few years obsolete. [5]

Sanitizing through overwriting

Because physical destruction is relatively complicated and unsatisfying, and because using the operating system to erase files does not effectively sanitize them, many individuals prefer to sanitize hard-drive information by intentionally overwriting that data with other data so that the original data cannot be recovered. Although overwriting is relatively easy to understand and to verify, it can be somewhat complicated in practice. 
One way to overwrite a hard disk is to fill every addressable block with ASCII NUL bytes (zeroes). If the disk drive is functioning properly, then each of these blocks reports a block filled with NULs on read-back. We've observed this behavior in practice: for most home and business applications, simply filling an entire disk with ASCII NUL bytes provides sufficient sanitization. [5]

One organization that has addressed the problem of sanitizing storage media is the US Department of Defense, which has created a "Cleaning and Sanitizing Matrix" that gives DoD contractors three government-approved techniques for sanitizing rigid disk drives: 
· Degauss with a Type I or Type II degausser 

· Destroy by disintegrating, incinerating, pulverizing, shredding, or melting 

· Overwrite all addressable locations with a random character, overwrite against with the character's complement, and then verify. (However, as the guidelines state—in all capital letters—this method is not approved for sanitizing media that contains top-secret information.) [5]

The DoD's overwriting strategy is curious, both because it does not recommend writing a changing pattern, and because the method is specifically not approved for top-secret information. This omission and restriction is almost certainly intentional. Peter Gutmann, a computer security research at the University of Auckland who has studied this issue, notes: "The...problem with official data destruction standards is that the information in them may be partially inaccurate in an attempt to fool opposing intelligence agencies (which is probably why a great many guidelines on sanitizing media are classified)."[5]

Indeed, some researchers have repeatedly asserted that simple overwriting is insufficient to protect data from a determined attacker. In a highly influential 1996 article, Gutmann argues that it is theoretically possible to retrieve information written to any magnetic recording device because the disk platter's low-level magnetic field patterns are a function of both the written and overwritten data. As Gutmann explains, when a computer attempts to write a one or a zero to disk, the media records it as such, but the actual effect is closer to obtaining 1.05 when one overwrites with a one and 0.95 when a one overwrites a zero. Although normal disk circuitry will read both values as ones, "using specialized circuitry it is possible to work out what previous 'layers' contained." Gutmann claims that "a high-quality digital sampling oscilloscope" or Magnetic Force Microscopy (MFM) can be used to retrieve the overwritten data. We refer to such techniques as exotic because they do not rely on the standard hard-disk interface. [5]

Gutmann presents some 22 different patterns that you can write in sequence to a disk drive to minimize data recovery. In the eight years since the article was published, some sanitation tool developers (such as those on the WIPE project, for example) have taken these "Gutmann patterns" as gospel, and have programmed their tools to painstakingly use each pattern on every disk that is sanitized. Moreover, other organizations warn that failure to use these patterns or take other precautions, such as physically destroying a disk drive, means that "someone with technical knowledge and access to specialized equipment may be able to recover data from files deleted." [5]

But in fact, given the current generation of high-density disk drives, it's possible that none of these overwrite patterns are necessary—a point that Gutmann himself concedes. Older disk drives left some space between tracks; data written to a track could occasionally be recovered from this inter-track region using special instruments. Today's disk drives have a write head that is significantly larger than the read head: tracks are thus overlapping, and there is no longer any recoverable data "between" the tracks. Moreover, today's drives rely heavily on signal processing for their normal operation. Simply overwriting user data with one or two passes of random data is probably sufficient to render the overwritten information irrecoverable—a point that Gutmann makes in the updated version of the article, which appears on his Web site (www.cryptoapps.com/~peter/usenix01.pdf). [5]

Indeed, there is some consensus among researchers that, for many applications, overwriting a disk with a few random passes will sufficiently sanitize it. An engineer at Maxtor, one of the world's largest disk-drive vendors, recently told us that recovering overwritten data as something akin "to UFO experiences. I believe that it is probably possible...but it is not going to be something that is readily available to anyone outside the National Security Agency." [5]

Procedures:
You will now sanitize the D: Partition using the above information. To do this, we will use a tool called Eraser, which can be downloaded from http://sourceforge.net/projects/eraser/.  Eraser works by forcing the computer to physically write data to all sectors containing any part of a file you want to delete. It will also scan a MFT for unused space on a drive and can zero out all data. 

You will now securely erase all free space on drive D: the drive you had formatted earlier and where able to recover all data.

Open the Eraser tool from the desktop.

Click Explore from the left panel and select the Local Disk (D:) drive

Right click the D: drive and select erase unused space.

Click on options

You will see five different erase techniques, select Zero Data and click ok.

Click yes to erase the drive.

Zero Data writes zeros across the disk.

Q4.1
Why is it sufficient to write a zero to the disk and eliminate the possibility of any software tool bringing back the data that was previously contained at that location?
You will now use Back2Life to attempt to recover any information from the erased drive D:. Open Back2Life and do a deep scan of the D drive.

Q4.2
Were you able to recover any relevant files?
Open WinHex and load the D: Drive by selecting Tools/Open Disk. Scroll down to about Sector 7, after the MFT. Keep Scrolling.
Q4.3 
What do you notice about the data on the disk?
Q4.4
After using a tool like eraser, what are the chances of bringing back data using any know recovery technique?
Now that you know how to securely erase data on a disk, we will examine other techniques that can be used to help prevent recovery from a disk you haven’t had the chance to erase. (Maybe your laptop got stolen).

Section 5:  Encrypted File Systems
Previously you saw the security issues involved with data recovery and deletion. As you saw when recovering a text file, data on a hard drive is mostly stored as plain text and could be easily accessed by scanning the drive. You will now study techniques that encrypt your files on the file system to help prevent undesired data recovery.

Background and Theory:
The EFS or Encrypting File System is a file system available in Microsoft's Windows 2000, Windows XP,Windows Server 2003, and now Windows Media Center 2005 operating systems. The technology transparently allows files to be stored encrypted on NTFS file systems to protect confidential data from attackers with physical access to the computer. [6]

User authentication and access control lists can protect files from unauthorized access while the operating system is running, but are easily circumvented if an attacker gains physical access to the computer. A solution is to store the files encrypted on the disks of the computer. EFS does this using public key cryptography, and aims to ensure that decrypting the files is practically impossible without the correct key. However, EFS does not prevent brute-force attacks against the user account passwords. In other words, file encryption doesn't provide much protection if the account password is easily guessed. [6]

Operation

Files and folders that are to be encrypted by the file system must be marked with an encryption attribute. As with file permissions in NTFS, if a folder is marked for encryption then by default all files and subfolders that exist in the folder are also encrypted. When files are copied to another volume that is formatted with another file system (for instance FAT32) then the files and/or folders are decrypted before copying them over to that file system. The only exception is when files are backed up, in which case the files are not decrypted. [6]

EFS works by encrypting a file with a bulk symmetric key (also known as the File Encryption Key, or FEK), which is used because it takes a relatively smaller amount of time to encrypt and decrypt large amounts of data than if an asymmetric key cipher is used. The symmetric key that is used to encrypt the file is then encrypted with a public key that is associated with the user who encrypted the file, and this encrypted data is stored in the header of the encrypted file. To decrypt the file, the file system uses the private key of the user to decrypt the symmetric key that is stored in the file header. It then uses the symmetric key to decrypt the file. Because this is done at the file system level, it is transparent to the user. [6]

There are two important security holes in Windows 2000 EFS.

First, in Win2k, the administrator is by default the recovery agent, capable of decrypting all files encrypted in EFS. Win2k cannot function without recovery agent, so basically there is always someone who can decrypt encrypted files of the users. In Windows XP and on, there are no default recovery agents and no need to have one. Setting SYSKEY to mode2 or higher (syskey typed in during bootup or stored in floppy) will prevent this attack, since the private keys will be stored in encrypted SAM file that hacker cannot decrypt, because he cannot know the SYSKEY passphrase/keyfile. [6]

Second, in Win2k, the private key is not stored in "truly" encrypted form. If hacker can get physical access to the computer and reset users passphrases (with, for example, third party tools), he can login as that user (or recovery agent) and gain access to private key and decrypt all files. In Windows XP and on, the private key is encrypted using the hash of the users passphrase and username, and therefore it is impossible to recover the private key without knowing the users passphrase. Also, again, setting SYSKEY to mode2 or higher (syskey typed in during bootup or stored in floppy) will prevent this attack, since the private keys will be stored in encrypted SAM file that hacker cannot decrypt, because he cannot know the SYSKEY passphrase/keyfile. [6]

Other issues to consider regarding EFS security:

Windows can store plaintext versions of user passphrases, it also can and will store, by default, the passphrases in LM hash, which can be attacked and broken relatively easily. It also stores passphrases in NTLM hash, which can be attacked using "rainbow tables". To defeat these attacks, Windows needs to be configured (from security policy) to never store or send LM/NTLM hashes or plaintext passwords, and, of course, to turn off automatic login (which stores passphrases in registry). Also, using passphrases over 14 marks long prevents the LM hash being recorded and makes attacks against NTLM hash harder. Of course, if you consider the fact that EFS uses 3DES or AES to encrypt files, you should use proper passphrase lenghts (over 20 marks long) anyway. [6]

When encrypting files with EFS, the plaintext files are not wiped, but simply deleted. This means that they can be easily recovered, unless they are overwritten. To properly use EFS, you should mark complete folders as EFS encrypted (so that all temporary files like Word document backups too are encrypted), and when you wish to encrypt particular files, copy them to that folder, and then securely wipe the plaintext versions. You can use Windows Cipher Utility to wipe files, folders or free space, or a third-party utility. [6]

Procedures:
Before you begin, you will learn how to enable EFS for a folder using Windows XP. Using any personal folder, (i.e. My Documents) right-click the folder and select properties.  Under the General Tab, select Advanced. To enable EFS check the Encrypt contents to secure data check box and click ok. Now Select Apply. You can choose to encrypt just this folder or it and its subfolders. It would be wise to include all sub-folders.  
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You will now attempt to view files contained on another partition (E:) that have been encrypted using EFS.

Using Windows Explorer, navigate to the E:\Documents and Settings\ directory.

The E: directory represents another directory you may have recovered using techniques in previous sections. You will notice several user accounts in Documents and Settings.  You will be interested in examining the My Documents folder for all the users. Examine the contents of all user’s My Documents folder and note the files contained within each. You will not be able to open some files. Answer the following questions.

Q5.1
Why can some of the files be opened and others not?

Q5.2
Windows distinguishes EFS files with a different color filename. What color does Windows use to distinguish an EFS file?

Q5.3
Try decrypting a file by un-checking the check box in the advanced tab.  Where you able to decrypt the file? Why?

Q5.4
Using a table and sorted by username, list all the files contained in the My Documents folder for that user (Don’t include sub folders) and whether the file is encrypted.
You will now view the E: drive using WinHex to see how a file is encrypted.  Open WinHex and load Drive E. The file of interest is the E:\Documents and Settings\Henry Owen\My Documents\File2.txt.  This contents of the file are saved on sector 2889456. You can jump to this sector by selecting Position\Go To Sector and typing in 2889456.

The file contents should plainly read “ece4112testfile”. Take a screenshot of the stored file as plain text on the drive.

Screenshot 5.1: Take a screenshot of File2.txt (Sector 2889456) stored as plain text.

Minimize WinHex and navigate to File2.txt in Windows Explorer.  Right click and encrypt the File2.txt file. Select to Encrypt the file only. Open WinHex back up and select View/Refresh. The contents of the file should now be encrypted.

Screenshot 5.2: Take a screenshot of WinHex (Sector 2889456) showing the encrypted file contents.
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Appendix A: Connecting USB Drive to VM

Plug your USB key into the computer.

Unmount the drive from the WS 4.0 OS by right-clicking and selecting unmount.

You will now need to open the terminal and type:


rrmod usb_storage

You will now need to add it to your VM of choice. Start your VM of choice.

Select VM\Removable Devices\USB Devices\ and check your USB drive.

You should now be able to access your USB key from your Virtual Machine.

Appendix B: Generating Windows XP ProdcutID

Reference: http://www.licenturion.com/xp/fully-licensed-wpa.txt

 >>> Product ID

The Product ID consists of five groups of decimal digits, as in

                       AAAAA-BBB-CCCCCCC-DDEEE

If you search your registry for a value named 'ProductID', you will

discover the ID that applies to your installation. The 'About' window

of Internet Explorer should also yield your Product ID.

>>>> Decoding

The mapping between the Product ID in decimal representation and its

binary encoding in the double words P1 and P2 and the byte P3 is

summarized in the following table.

       digits |  length | encoding

      --------+---------+---------------------------------------

        AAAAA | 17 bits | bit  0 to bit 16 of P1

          BBB | 10 bits | bit 17 to bit 26 of P1

      CCCCCCC | 28 bits | bit 27 to bit 31 of P1 (lower  5 bits)

              |         | bit  0 to bit 22 of P2 (upper 23 bits)

        DDEEE | 17 bits | bit 23 to bit 31 of P2 (lower  9 bits)

              |         | bit  0 to bit  7 of P3 (upper  8 bits)

The meaning of each of the five groups of digits is documented in the

next table.

       digits | meaning

      --------+-------------------------------------------------

        AAAAA | apparently always 55034 (in Windows XP RC1)

          BBB | most significant three digits of Raw Product Key

              | (see below)

      CCCCCCC | least significant six digits of Raw Product Key

              | plus check digit (see below)

           DD | index of the public key used to verify the

              | Product Key (see below)

          EEE | random value

As can be seen, the (Raw) Product Key plays an important role in

generating the Product ID.

>>>> Product Key

The Raw Product Key is buried inside the Product Key that is printed

on the sticker distributed with each Windows XP CD. It consists of

five alphanumeric strings separated by '-' characters, where each

string is composed of five characters, as in

                    FFFFF-GGGGG-HHHHH-JJJJJ-KKKKK

Each character is one of the following 24 letters and digits:

           B C D F G H J K M P Q R T V W X Y 2 3 4 6 7 8 9

Very similar to the decimal encoding of the Installation ID the 25

characters of the Product Key form a base-24 encoding of the binary

representation of the Product Key. Decoding the Product Key yields a

multi-precision integer of roughly 115 bits, which is stored - again

in little endian byte order - in an array of 15 bytes. Decoding the

above Product Key results in the following byte sequence.

               0x6F 0xFA 0x95 0x45 0xFC 0x75 0xB5 0x52

               0xBB 0xEF 0xB1 0x17 0xDA 0xCD 0x00

Of these 15 bytes the least significant four bytes contain the Raw

Product Key in little endian byte order. The least significant bit is

removed by shifting this 32-bit value (0x4595FA6F - remember the

little endian byte order) to the left by one bit position, resulting

in a Raw Product Key of 0x22CAFD37, or

                              583728439

in decimal notation.

The eleven remaining bytes form a digital signature, allowing

verification of the authenticity of the Product Key by means of a

hard-coded public key.

>>>> Product Key -> Product ID

The three most significant digits, i.e. 583, of the Raw Product Key's

nine-digit decimal representation directly map to the BBB component of

the Product ID described above.

To obtain the CCCCCCC component, a check digit is appended to the

remaining six digits 728439. The check digit is chosen such that the

sum of all digits - including the check digit - is divisible by

seven. In the given case, the sum of the six digits is

               7 + 2 + 8 + 4 + 3 + 9     = 33

which results in a check digit of 2, since

               7 + 2 + 8 + 4 + 3 + 9 + 2 = 33 + 2 = 35

which is divisible by seven. The CCCCCCC component of the Product ID

is therefore 7284392.

For verifying a Product Key, more than one public key is available. If

verification with the first public key fails, the second is tried,

etc. The DD component of the Product ID specifies which of the public

keys in this sequence was successfully used to verify the Product Key.

This mechanism might be intended to support several different parties

generating valid Product Keys with different individual private keys.

However, the different private keys might also represent different

versions of a product. A Product Key for the 'professional' release

could then be signed with a different key than a Product Key for the

'server' release. The DD component would then represent the product

version.

Finally, a valid Product ID derived from our example Product Key might

be

                       55034-583-7284392-00123

which indicates that the first public key (DD = index = 0) matched and

123 was chosen as the random number EEE.

The randomly selected EEE component is the reason for msoobe.exe

presenting a different Installation ID at each invocation. Because of

the applied encryption this small change results in a completely

different Installation ID.

So, the Product ID transmitted during activation will most probably

differ in the last three digits from your Product ID as displayed by

Internet Explorer or as stored in the registry.

ECE 4112: Internetwork Security

Lab X:  Computer Hard Disk Forensics
Group Number: _______________

Member Names: _________________________     _________________________

Pre-lab Questions:

Q.P.1
I just bought a new 200GB IDE hard drive, can you perform a true low-level format on the drive for me?
Q.P.2
For the following image, who many sectors and tracks are shown? (Hint: what do the yellow and blue area’s represent?)
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Figure 3. Cross section view of a platter. [3]
Q.P.3
Name a commonly used file system, and list the three primary functions of a File System.

Q.P.4
What is the central system structure of a NTFS file system?

Section 1:  Simple Deletion
Q.1.1
What Sector of the disk was the text file saved on? (Lower Left Corner of Pane)
Q.1.2
What portion of the filename changed? What is the HEX value of the deletion character?
Q.1.3
Were you able to undelete the file?
Screenshot 1.1: Take a screen shot of the HEX preview with your names and group number and turn it in with your lab. (Resize the window so you can see the directory structure in the background)

Q1.4 How many files were you able to find including your txt file?
Q1.5 Did you recover your text file?  (Hint: what directory was the file originally located?) 

Screenshot 1.2: Take a screenshot of Back2Life showing the directory where your file was located.
Section 2:  Formatting and Recovery

Q2.1
Do you see any files?
Q2.2
How many files did you recover? Why?  

Q2.3
How many files were you able to recover?  Why is this different from the previous question, i.e what recovery technique is Back2Life now using?

Q2.4
Viewing Documents and Settings, what user accounts were on the drive?

Q2.5
Are you still able to recover information from the drive, or is the data now removed?
Section 3:  Data Forensics
Q3.1
Remembering that our D: drive once contained a Windows OS, which folder do you think the #00000028 folder corresponds to? (Hint: examine the C: drive for subfolder of the same name) 

Screenshot 3.1: Take a screenshot of all the user names and passwords you found.

Q3.2
How many interfaces did the drive have?

Q3.3
Looking at the information contained for each of the interfaces determine the IP address that the computer had.

Q3.4
From earlier, you obtained the previous systems’ user accounts and passwords. You now know the IP address of the system. Why is this a huge security issue? (Hint: Have you ever replaced a computer? Did you change your username and password? Do you have a static IP?)
Q3.5
What is the Current Build of the OS? Current Build Number? What Organization was the OS Registered to?

Q3.6
What date was the OS originally installed?

Q3.7
What was the CD Key used to install Window on the formatted drive?

Q3.8
 List four Google searches George made and the time he accessed them.

Section 4:  Secure Deletion
Q4.1
Why is it sufficient to write a zero to the disk and eliminate the possibility of any software tool bringing back the data that was previously contained at that location?
Q4.2
Were you able to recover any relevant files?
Q4.3 
What do you notice about the data on the disk?
Q4.4
After using a tool like eraser, what are the chances of bringing back data using any know recovery technique?
Section 5:  Encrypted File Systems
Q5.1
Why can some of the files be opened and others not?

Q5.2
Windows distinguishes EFS files with a different color filename. What color does Windows use to distinguish an EFS file?

Q5.3
Try decrypting a file by un-checking the check box in the advanced tab.  Where you able to decrypt the file? Why?

Q5.4
Using a table and sorted by username, list all the files contained in the My Documents folder for that user (Don’t include sub folders) and whether the file is encrypted.
Screenshot 5.1: Take a screenshot of File2.txt (Sector 2889456) stored as plain text.

Screenshot 5.2: Take a screenshot of WinHex (Sector 2889456) showing the encrypted file contents.

How long did it take you to complete this lab? Was it an appropriate length lab? 

What corrections and or improvements do you suggest for this lab? Please be very specific and if you add new material give the exact wording and instructions you would give to future students in the new lab handout. You may cross out and edit the text of the lab on previous pages to make minor corrections/suggestions. General suggestions like add tool xyz to do more capable scanning will not be awarded extras points even if the statement is totally true. Specific text that could be cut and pasted into this lab, completed exercises, and completed solutions may be awarded additional credit. Thus if tool xyz adds a capability or additional or better learning experience for future students here is what you need to do.  You should add that tool to the lab by writing new detailed lab instructions on where to get the tool, how to install it, how to run it, what exactly to do with it in our lab, example outputs, etc. You must prove with what you turn in that you actually did the lab improvement yourself. Screen shots and output hardcopy are a good way to demonstrate that you actually completed your suggested enhancements. The lab addition section must start with the title “Lab Addition”, your addition subject title, and must start with a paragraph explaining at a high level what new concept may be learned by adding this to the existing laboratory assignment. After this introductory paragraph, add the details of your lab addition.

Turn-in Checklist
Answer Sheet

5 screenshots
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