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Introduction

In this chapter we will discuss TCP’s form of flow
control called a sliding window protocol

It allows the sender to transmit multiple packets
before It stops and waits for an ACK

The leads to faster data transfer — sender does
not have to wait for an ACK after each packet

We will also look at the TCP PUSH flag and slow
start

Slow start is the technique used by TCP for
getting the flow of data established

Finally, we will examine bulk data throughput



Normal Data Flow

svr4,1056 bsdi.7777
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Normal Data Flow (Continued)

ack 4097, win 4096 10
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Figure 20.1 Transfer of 8192 bytes from svr4 to bsdi.



Normal Data Flow (Continued)

 Normal Data Flow Example Transfer of 8192 bytes of
data from srv4 to bsdi
*Warning: This example appears to not use slow start
(discussed later)
e Sender transmits 3 data segments (4-6)
* Next segment (7) acknowledges the first two data
segments only. This is because of the following:
1 When TCP processes segment 4 the connection is
marked to generate a delayed ACK
d When segment 5 arrives TCP has two outstanding
segments and immediately acknowledges
 TCP Immediately ACK's two outstanding segments



Normal Data Flow (Continued)

* Next segment (8) ACK's the third data segment due to
ACK acknowledgement timer reaching a “ 200 ms
Interval”

 Window of only 3072 advertised since 1024 bytes of
data still in TCP receive buffer

 In TCP ACK's are cumulative. They acknowledge
receipt of up through ACK sequence number minus one
* Note in Fig. 20.1 that the FIN segment has no data
and is 8193:8193(0). The ACK for this is an ACK8194
which is one more than the last data. This is always true.
A FIN uses up one ACK number



Normal Data Flow (Continued)

Another Normal Data Flow Example:
[Fig 20.2] Same as before but data sent a bit different

Warning: This example appears to not use slow start
(discussed later)



Normal Data Flow (Continued)

0.0

0.002159 (0.0022)
0.007097 (0.0049)

0.017558 (0.0105)
0.022519 (0.0050)
0.027456 (0.0049)

0.027595 (0.0001)
0.035231 (0.0076)
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Normal Data Flow (Continued)

0.040402 (0.0001)
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0.066479 (0.0058)

0.067878 (0.0014)
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ack 4097, win 4096

10

PSH 5121:6145(1024) ack 1, win 4096

ack 5121, win 4096

12

PSH 6145:7169(1024) ack 1, win 4096

PSH 7169:8193(1024) ack 1, win 4096

ack 7169, win 4096

FIN 8193:8193(0) ack 1, win 4096

ack 8194, win 4096

17

FIN 1:1(0) ack 8194, win 4096

18

ack 2, win 4096

Figure 20.2 Another transfer of 8192 bytes from svr4 to bsdi.
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Normal Data Flow (Continued)

Fast Sender, Slow Receiver Example:

[Fig 20.3] Warning: This example appears to not use
slow start (discussed later)

- Sender transmits four back-to-back data segments
(4-7) to fill receiver’'s window

- Receiver sends ACK but with advertised window O.
Application has not yet read data

- Another ACK called a window update is sent later
announcing that it can now receive another 4096 bytes
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Normal Data Flow (Continued)

0.0

0.002238 (0.0022)
0.003020 (0.0008)
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Normal Data Flow (Continued)

0057815 (0.0018)
005977 (0.0020)
0061439 (0.0017)
0062992 (0.0016)

0071915 (0.0089)
0074313 (0.0024
0075746 (0.0014)
0076439 (0.0007)

0 4097:5121(1024) ack 1, win 4096
_h
” O121:6145(1024) ack 1, win 4096
_..
0 6145:7169(1024) ack 1, win 409
_..
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"_
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-

Figure 20.3 Sending 8192 bytes from a fast sender to a slow receiver.
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Sliding Windows

The sliding window protocol that we observed in the previous section can be visualized
as shown in Figure 20.4.

offered window
(advertised by receiver)

o

. -
usable window

1
1 2 3 - 5 6 : 7 8 9 10 11
!

can’t send until

sent and » sent, not ACKed B »  window moves
acknowledged can send ASAP

Figure 20.4 Visualization of TCP sliding window.
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Sliding Windows (Continued)

Figure 20.6 shows the dynamics of TCP’s sliding window protocol for the data transfer
in Figure 20.1.

1 1024|1025 2048|2049 3072|3073 4096 | 4097 5120|5121 6144|6145 7168|7169 8192
R il e e e e e =
: window advertised by segment 2 !
o P U P S e S o
- data sent in
[ segments 4, 5, 6 i
ACKed b N e el RSP T IR 0 5, EP: 2 .
- — — — Caelby B window advertised by segment 7 I
segment 7
s e e e A
ACKedby © - T L
- — — — “» window advertised by segment 8 |
Seermenbl: | T TUET TRl T AN e b
data sent in
segment 9
ACKedby "~ = Tip B i e e S e ol 1
- — — — window advertised by segment 10 I
segmentley, . K
[ data sent in |
= segments 11,12, 13 1
__ACKedby " window advertised
segment 14 b by segment 14

| data sent in
segment 15

ACKed by

segment 16

Figure 20.6 Sliding window protocol for Figure 20.1.
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Sliding Windows (Continued)

0.0

0.002185 (0.0022)
0.007295 (0.0051)

0.017868 (0.0106)
0.022699 (0.0048)
0.027650 (0.0050)

0.027799 (0.0001)
0.031881 (0.0041)
0.034789 (0.0029)

svr4.1056 bsdi.7777
. SYN 1305814529:1305814529(0)
win 4096, <mss 10245 B
SYN 1367249409:1367249409(0) 2
< ack 1305814530, win 4096, <mss 1024>
3 ack 1, win 4096
—
A PSH 1:1025(1024) ack 1, win 4096
- o
: PSH 1025:2049(1024) ack 1, win 409¢
e
6 PSH 2049:3073[1 024) ack 1, win 4096
—
ack 2049, win 4096 ¢
Iy :
ack 3073, win 3072 8
- —
9 PSH 3073:4097(1024) ack 1, win 4096

(OP)



Sliding Windows (Continued)

0.039276 (0.0045)
0.044618 (0.0053)
0.050326 (0.0057)
0.055286 (0.0050)

0.055441 (0.0002)
0.061742 (0.0063)

0.066206 (0.0045)

0.066850 (0.0006)

0.068216 (0.0014)
0.069358 (0.0011)
0.075414 (0.0061)
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ack 4097, win 4096

PSH 4097:5121(1 024) ack 1, win 4096

PSH 5121:6145(1024) ack 1, win 4096

PSH 6145:7169(1024) ack 1, win 4096

Yvy

ack 6145, win 4096

PSH 7169:8193(1024) ack 1, win 4096

ack 8193, win 4096

FIN 8193:8193(0) ack 1, win 4096

ack 8194, win 4096
FIN 1:1(0) ack 8194, win 4096

e —
e —

ack 2, win 4096

Figure 20.1 Transfer of 8192 bytes from svr4 to bsdi.
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PUSH Flag

- A notification from the sender to the receiver to pass all
the data the receiver has to the receiving application

« Some implementations of TCP automatically set the push
flag if the data in the segment being sent empties the send
buffer

 These same implementations ignore a received PUSH
flag because they normally deliver the received data to the
application as soon as possible

* In Fig 20.3 missing 3 PSH because sends did not empty
the send buffer. Application has already sent all of its data
to the send buffer so only last write empties the send buffer

* We cannot manually set this flag through the Sockets
Application Programming Interface 18



Slow Start

« Steven’s examples did not use slow start up until now
 All TCP implementations must now use the slow start algorithm!
* An Intermediate router gueue may run out of space

 Slow start algorithm notes that the rate it should inject new
packets into the network is the rate at which acknowledgements
are returned by the other end

e Add a congestion window “cwnd” on the SENDER side

* In a new connection, the congestion window is initialized to one
MSS announced by other end

e cwnd Is maintained in bytes however cwnd is incremented by
segment size

» For each ACK received cwnd is increased by one segment
19



Slow Start (Continued)

e Sender can transmit up to minimum of (the congestion
window and the advertised window)

(Congestion window “cwnd” is set by sender while
advertised window Is set by receiver)

e Sender starts by transmitting one segment and waiting for
its ACK. When that ACK is received, congestion window Is
Incremented from one to two and two segments

can be sent

 When each of those two segments acknowledged,
congestion window set to four

* This provides an exponential increase

« At some point an intermediate router will discard packets.
Congestion window “cwnd” Is too large
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0.0

0.716330 (0.7163)
0.716967 (0.0006)
0.717640 (0.0007)

1.466086 (0.7484)
1466778 (0.0007)

1467425 (0.0006)

1.946065 (0.4786)

Slow Start (Continued)

sun.1118 vangogh.discard
i 1:513(512) ack 1, win 4096
—
ack 513, win 8192 4
cund =2
513:1025(512) ack 1, win 4096
1025:1537(512} ack 1, win 4096
ack 1025, win 8192 5
cwnd =3
1537:2049(512) ack 1, win 4096
2049:2561(512) ack 1, win 4096
ack 1537, win 8192 8
cwnd =4

21



1.946709 (0.0006)
1.947350 (0.0006)

2.576084 (0.6287)
2.576294 (0.0002)
2.576841 (0.0005)

2.906014 (0.3292)
3.085978 (0.1800)
3.326275 (0.2403)
3.356106 (0.0298)
3.356543 (0.0004)

Slow Start (Continued)

10

cund =5
cuwnd =6
13

18

2561:3073(512) ack 1, win 4096

3073:3585(512) ack 1, win 4096

'y

ack 2049! win 8192
ack 2561, win 8192

¥ A

FIN,PSH 3585:4097(512) ack 1, win 4096

ack 3073, win 8192
ack 3585, win 8192
ack 4098, win 7680
FIN 1:1(0) ack 4098, win 8192

Pt

ack 2, win 4096

Figure 20.8 Example of slow start.
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Slow Start (Continued)

Slow Start Example

[ Fig 20.8] MSS=512

- Bulk data throughput - interaction of window size, windowed flow control, and slow
start on the throughput of a TCP connection

[Fig 20.9& 20.10]
- At time 0 sender transmits one segment cwnd = 1, must wait for ACK
- Attimes 1, 2, 3, segment moves one time unit right
- At time 4 ACK generated
- Attime 7 ACK received at sender
- At time 8 sender can transmit two segments, cwnd = 2 (we have round trip time = 8)
- Attimes 12, 13 ACK 2 and ACK 3 generated
- At time 15, 16 ACK's RCVD and with cwnd = 4 sender transmits four segments
- At time 24 and on can always transmit
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Bulk Data Throughput

288 TCP Bulk Data Flow

Chapter 20

time 0: 1

sender —m—

time 1:

[ N

time 2:

[ N |

1

time 3:

1
q —m receiver

time 4:

1 —=— receiver

tirne 5:

ack 1

tirme 6:

ack 1

ack 1
tirie 7:

sender ——-— h

ack 1

time 8:
sender —e=—

2

time 9:

SR —

3 2

time 10: 3 2
tirme 11: 3 2
— L
time 12: 3
—m receiver
—— receiver
ack 2
time 13:
l . —=— receiver
ack2 ack3
time 14:
ack2 ack3
time 15:

sender —=— h r

ack2 ack3

Figure 20.9 Times 0—15 for bulk data throughput example.



Bulk Data Throughput (Continued)

time 16: 4 tirne 24 8

sender —e— sender —m=—

sender ——— sender —=—

ack 3 ack 5 ack&é ack?7
timme 17: 5 4 titme 25: 9 8

sender —m=— sender —m—

sender —-—-—

ack 6 ack 7
time 26: 10 9 8
sender —e—

sender -——

ack 7
time 27: 11 9 8

sender —m— —m= receiver sender —m —m= TEeceiver

tirre 20: tire 28: 12 11 10 9

— receiver sender —m=— —m= receiver

--— receiver - receiver

ack 8
timme 21: 7 6 time 29: 13 12 11 10

—= receiver sender —m— —m= receiver

--— receiver --— receiver

ack4 ack5

titme 22: tirme 30: 14 13 1z 11
—m= receiver sender —m— —s receiver
- receiver —--— receiver

ack4 ack5 ack8 ack9 ack 10

timme 23: tirme 31: 15 14 13 12

sender —m=— —= receiver

sender -=— | - receiver sender —=— i --— receiver

ack 5 ack6  ack? ak 8 ack9 acklD ackll 25

Figure 20.10 Times 16—31 for bulk data throughput example.



Bulk Data Throughput (Continued)

Bandwidth - Delay Product

* In previous example sender needs to have 8 segments outstanding and
unacknowledged for max throughput. Thus receivers advertised window must be at
least that large so as not to limit throughput

 Capacity of pipe = bandwidth ( bits/ sec ) x round trip time ( sec ) ( also know as
bandwidth-delay product)
-How does increasing the RTT affect the connection?

Example:

What size should receivers advertised window be for a T1 Cross USA country phone line?
= 1, 544, 000 Bits / Sec x 0.060 Sec round trip time
= 11,580 byte window
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Bulk Data Throughput (Continued)

lg———— RITT —
ik D) 3 4
1 2 3 4 5 6 7 8
et double the RTT e

Figure 20.11 Doubling the RTT doubles the capacity of the pipe.

Figure 20.12 Doubling the bandwidth doubles the capacity of the pipe.
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Bulk Data Throughput (Continued)

Congestion
292 TCP Bulk Data Flow Chapter 20
|
201918171615 10 9
ey % B 9 A

T router router - |

Ri Ry [ —p receive

router router "
sender -— R —I I ' R4 - receiver
ack3 ack4 ack5 acké
ackl ack2 ack7 ack8
Figure 20.13 Congestion caused by a bigger pipe feeding a smaller pipe.
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Bulk Data Throughput (Continued)

Congestion
 Can occur when data arrives on a big pipe (i.e., fast LAN) and
gets sent out a smaller pipe (a slower WAN)

 Can also occur when multiple input streams arrive at a router
whose output capacity is less than the sum of the inputs

 The spacing of the ACKs will correspond to the bandwidth of the
slowest links
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