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Please read the entire lab and any extra materials carefully before starting. Be sure to start early enough so that you will have time to complete the lab. Answer ALL questions in the Answer Sheet and be sure you turn in ALL materials listed in the Turn-in Checklist on or before the Date Due.

Goal: The goal of this lab is to introduce the concept of Phishing exploits, compare the anti-phishing techniques that different browsers utilize, and compare the anti-phishing software available.
Summary: You will be using different browsers to access phishing websites. You will then add different anti-phishing tools to the browsers and try to access phishing websites. You will then examine the results and compare the effectiveness of the anti-phishing techniques.

Background: Phishing can be defined as an attempt to obtain sensitive and personal information by masquerading as a trustworthy entity in some form of electronic communication. This sensitive information includes, but is not limited to passwords, credit card numbers, and usernames. As a result, all major browsers contain some type of anti-phishing measure, that is either turned on or off by default. With an increase in the amount of spam that most email addresses receive, phishing has become more and more popular and it is important that we learn how to protect out information and detect these sites.   

Prelab Questions:

P1. Name some common websites that are used in phishing exploits.

Lab Scenario: In the first section of this lab, you will download the latest version of four different browsers and attempt to access phishing websites. In the second section, you will download several toolbars to two of the browsers and again attempt to access the phishing websites.

Section 1: Browsers and Phishing

1.1 Setting up browsers

For this section of the lab, you will need to use a Windows XP machine that has access to the internet.

The most common web browsers used today are Mozilla Firefox and Microsoft Internet Explorer. In addition to these two there are various other web browsers available, including but not limited to, Netscape Navigator, Opera and Safari. These all perform the same basic function in allowing the user an interface through which to access the internet. A web browser is, essentially, a software application that enables a user to display and interact with text, images, videos, and other information located on a web page. Web browsers format HTML information for display, so the appearance of a Web page may differ between browsers [1].

The browsers that will be used in this lab are the latest version of the following:

· Mozilla Firefox

· Microsoft Internet Explorer

· Opera

· Netscape Navigator

On your Windows XP Machine, open a web browser window. As long as you are connected to the internet, opening this browser window will take you to the browser’s home page. 

Enter the following URL into the address window of the browser, to access the Mozilla Firefox website.

http://www.mozilla.com/

Follow the instructions on this website to download and install the Firefox browser.

Next, you will download the Internet Explorer browser. To do this, enter the following URL into the address window of your browser. 


http://www.microsoft.com/windows/downloads/ie/getitnow.mspx

Follow the instructions on this website to download and install the Internet Explorer browser.

Next you will download the Opera web browser. To do this, enter the following URL into the address window of your browser.


http://www.opera.com/

Follow the instructions on this website to download and install the Opera web browser.

Lastly, you will download the Netscape Navigator browser. To do this, enter the following URL into the address window of your browser.


http://browser.netscape.com/

Follow the instructions on this website to download and install the Netscape Navigator web browser.

You should now have four web browsers installed on your Windows XP machine.

1.2 Enabling browser anti-phishing

In computing, phishing is an attempt to criminally and fraudulently acquire sensitive information, such as usernames, passwords and credit card details, by masquerading as a trustworthy entity in an electronic communication. EBay, PayPal and online banks are common targets. Phishing is typically carried out by email or instant messaging, and often directs users to enter details at a website, although phone contact has also been used. Phishing is an example of social engineering techniques used to fool users. [2]
To learn more about phishing, you can visit the following websites.

· http://en.wikipedia.org/wiki/Phishing

· http://www.oreillynet.com/pub/a/network/2005/10/25/what-is-phishing.html

Q1.2.1What are 4 common methods used in phishing exploits?

As phishing has become a more and more popular exploit against computer users, web browsers have made anti-phishing a baseline component of their browsers. There are several different techniques to combat phishing, including legislation and technology created specifically to protect against phishing [3]. These include social responses, technical responses, and legal responses. The web browsers we will use in this lab all utilize a technical responses in their anti-phishing techniques. 

Q1.2.2 What are some examples of technical responses to phishing?

Q1.2.3 What anti-phishing techniques does each browser (Firefox, Internet Explorer, Opera, Netscape Navigator) use?

In the next few steps, you will enable the anti-phishing for each browser.

Mozilla Firefox:

· Open a the Firefox browser

· Go to Tools 

· Go to Options

· Go to Advanced

· Go to Security

In order to test that the anti-phishing tool is turned on, enter the following URL into the address window on your browser. 


http://www.mozilla.com/firefox/its-a-trap.html

If the phishing protection is turned on, a warning box will appear. The “Get me out of here!” link will redirect you to the Mozilla home page. The “Ignore this warning” link will allow you to continue to the suspected phishing site. 

Select the “Ignore this warning” link and take a screenshot of the displayed page.

[Screenshot 1]

NOTE: The phishing protection is turned on by default for Firefox.

Internet Explorer:

· Open an Internet Explorer browser

· Go to Tools

· Go to Internet Options

· Go to Security

· Go to Custom Level

· Scroll to “Use Phishing Filter”

· Select “Enable”

· Select “OK”

The figure below shows a screenshot of the last three steps in this process.

[image: image1.png]Internet Options

General | Seauity [privacy | Content | Connections | programs | Advanced|

elect a zone to view or change secuity settngs.

L

temet  Localintranet Trustedstes  Resticted

v

Sites

Internet

restrcted zones.
Seaitylevelfor ths zone
| vedum-tigh

content

o This zone i for Intemet websites,
except those sted n rusted and

E

Alowed levels for this zone: Medium to Hgh

A R e
P e

~Unsigned ActiveX controls will not be dowrioad|

Reset all zones to defaul

Lo J( o)

7 Games
4 Health
4 Holiday New!

Extras | News

SR

Settings.

<

© Medium safety (recommended) Al
] submit non-encrypted form deta
O Disable
© Enable
O prompt
8] Use Phishing Fiter
O Disable
® Enable
&) Use Popup Blocker
O Disable
® Enable
&) Userdeta persistence |
O Disable
@© Enable
) Websites nless prvieged web content zone cannavigate n

) Mieshla L
m ] al

Takes effect after you restart Internet Explorer

Reset
Reset

custom settings

(= =





The phishing filter is now turned on in Internet Explorer.

Opera:

· Open an Opera browser

· Go to Tools

· Go to Preferences

· Go to Advanced

· Go to Security

· Check the box marked “Enable Fraud Protection

· Select OK

The phishing protection for the Opera browser is now enabled. 

Netscape:

· Open a Netscape Browser

· Go to Tools

· Go to Options

· Go to Security

· Select “Tell me if the site I’m visiting is  suspected forgery”

· Select OK

The phishing protection for Netscape Navigator is now enabled.

NOTE: The phishing protection for Netscape Navigator is turned on by default.

Section 2: Browser Anti-Phishing 

2.1Anti-phishing and PhishTank

PhishTank is a community based anti-phishing service that was launched in October 2006, by David Ulevitch. PhishTank offers a community based Phish verification system where users submit suspected phishing websites and phishes, and other users are allowed to vote as to whether the site is a phish or not. PhishTank is currently used by the Opera web browser, Yahoo Mail and PhishTank Site Checker [3].

In this section, you will attempt to access some phishing website using the four browsers from Section 1.  

Open a Firefox web browser, and enter the following URL in the address window.


http://www.phishtank.com/

Figure 3 below shows a screenshot of the PhishTank website.
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On this website, you will se a list of recently submitted phishing websites. Choose the first website on the list and enter the URL into the Firefox browser window. If the phishing protection in Firefox detects that this is a phishing site, a warning box should appear. If it does not detect that this is a phishing website, the page will load in the browser window. Make a note of the URL and your results.

NOTE: You will need to take a screen shot of at least one successful and one unsuccessful attempt to access a phishing website for the Firefox browser.

[Screenshot 2]

[Screenshot 3]

Chose the next URL in the list and repeat the steps above. 

Repeat this four more times. This means that you have now made six attempts to access phishing websites.  

Q2.1.1 What are the results of the attempts to access the phishing websites?

	Web Browser
	Phishing Website
	Successful (Yes/No)

	Firefox
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	Netscape Navigator
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Now you will repeat these attempts for the Internet Explorer browser.

Open an Internet Explorer browser, and enter the following URL in the address window.


http://www.phishtank.com/

Using the same six phishing websites, repeat the steps used with the Firefox browser. Record your results in the table in Question 2.1.1.

NOTE: You will need to take a screen shot of at least one successful and one unsuccessful attempt to access a phishing website for the Internet Explorer browser.

[Screenshot 4]

[Screenshot 5] 

Next, you will use the Opera browser.

Open an Opera web browser, and enter the following URL in the address window.


http://www.phishtank.com/

Using the same six phishing websites, repeat the steps used with the Firefox and Internet Explorer browser. Record your results in the table in Question 2.1.1.

NOTE: You will need to take a screen shot of at least one successful and one unsuccessful attempt to access a phishing website for the Opera web browser.

[Screenshot 6]

[Screenshot 7] 

Lastly, you will use the Netscape Navigator browser.

Open a Netscape Navigator browser, and enter the following URL in the address window.


http://www.phishtank.com/

Using the same six phishing websites, repeat the steps used with the Firefox, Internet Explorer, and Opera browser. Record your results in the table in Question 2.1.1.
NOTE: You will need to take a screen shot of at least one successful and one unsuccessful attempt to access a phishing website for the Netscape Navigator browser.

[Screenshot 8]

[Screenshot 9] 

Q2.1.2 Which browser appears to have the most effective anti-phishing techniques?

Section 3: Anti-Phishing Toolbar

As you saw from the previous section, not every phishing website can be detected by the four web browsers that you downloaded. As a solution to this problem, there are anti-phishing add-ons and toolbars that can be downloaded and used to increase the effective phishing protection of the browsers. These some of these include, but are not limited to, EarthLink ScamBlocker, eBay Toolbar, GeoTrust TrustWatch, Google Toolbar, McAfee Site Advisor, Gralicwrapand Netcraft Toolbar [4].

In this section, you will install some of the common anti-phishing toolbars on the Firefox and Internet Explorer browsers. 

The first toolbar that we will install is the GeoTrust TrustWatch toolbar. Open a Firefox browser, and enter the following URL in the address window.


http://www.trustwatch.com/

Follow the instructions on this webpage to install the toolbar on the Firefox browser. 

After the toolbar is installed, a web browser window will automatically open. This window will contain a message letting you know that that toolbar has been installed correctly.

Take a screenshot of this confirmation window.

[Screenshot 10]

You have now successfully installed the TrustWatch toolbar.

Using this browser, enter the URL of one of the phishing websites that successfully showed on the Firefox browser. Make a note of the URL used and the result of the attempt. 

You will now test the other URLs that successfully showed up on the Firefox browser. Enter the other URLs into the address window one at a time. Note the URLs and the results.

You will now need to uninstall the toolbar from the Firefox web browser. 

· Go to Start

· Go to Control Panel

· Go to Add or Remove Programs

· Locate toolbar in programs list

· Uninstall/remove toolbar

Q3.1.1 What are the results of the attempts to access the phishing websites?

	Web Browser
	Geo

Trust
	NetCraft
	McAafee
	Phishing Website

	Firefox
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Internet Explorer
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


You will now repeat the steps outlined above for two more toolbars, using the same phishing websites. To download these toolbars, you will need to enter the following URLs into a Firefox browser, one at a time, and follow the instructions on the websites.

NOTE: you should only install one toolbar at a time, and uninstall each toolbar before you install the next one.

Toolbars:

1) McAfee Site Advisor  

http://www.siteadvisor.com/download/ffmedia.html?cid=21638&gclid=CI- 

upeCIoZACFQI9gQodoj_uqw

2) Netcraft Toolbar 

http://toolbar.netcraft.com/

Record your results in the table in Question 3.1.1.
Next, you will test the three previously used toolbars on the Internet Explorer browser. 

To do this you will follow the previous instructions, but instead download the toolbars on an Internet Explorer browser. You will then attempt to access the phishing websites that were successfully accessed by the Internet Explorer browser. 

Take screenshots of the confirmation pages for the McAfee Site Advisor and the Netcraft toolbars, showing successful installation. 

[Screenshot 11]

[Screenshot 12]

Record your results in the table in Question 3.1.1.

NOTE: Remember to uninstall the last toolbar used before installing the next one.

Q3.1.2 Which toolbar appears to be most effective with Firefox?

Q3.1.3 Which toolbar appears to be most effective with Internet Explorer? 

Now that you have learned all about phishing, here are some tips on how to prevent your info from being phished:

· Enable your browser’s anti-phishing

· Setup span/junk mail filters on your email accounts

· Install anti-phishing toolbars on your browsers

· Check suspected websites against blacklists and whitelists

· Use false info in the websites to check for validity

· If in doubt, DON’T DO IT!!!

Turn-in checklist

You need to turn in:

· Answer sheet.

· 12 screenshots

· Any corrections or additions to the lab.

Lab Additions and Improvements

Explain additions, improvements that can be made to this lab.  Please be a detailed as possible and include sections and subsections where applicable.
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Group Number: _____________
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Prelab Questions:

P1. Name some common websites that are used in phishing exploits.

Section 1: Browsers and Phishing

Q1.2.2 What are some examples of technical responses to phishing?

Q1.2.3 What anti-phishing techniques does each browser (Firefox, Internet Explorer, Opera, Netscape Navigator) use?

Q1.2.1What are 4 common methods used in phishing exploits?

[Screenshot 1]

Section 2: Browser Anti-Phishing 

2.1Anti-phishing and PhishTank

[Screenshot 2]

[Screenshot 3]

Q2.1.1 What are the results of the attempts to access the phishing websites?

	Web Browser
	Phishing Website
	Successful (Yes/No)
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[Screenshot 6]
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Q2.1.2 Which browser appears to have the most effective anti-phishing techniques?

Section 3: Anti-Phishing Toolbar

[Screenshot 10]

Q3.1.1 What are the results of the attempts to access the phishing websites?

	Web Browser
	Geo

Trust
	NetCraft
	McAafee
	Phishing Website
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Q3.1.2 Which toolbar appears to be most effective with Firefox?

Q3.1.3 Which toolbar appears to be most effective with Internet Explorer? 

General Questions

How long did it take you to complete this lab? Was it an appropriate length lab?

What corrections and/or improvements do you suggest for this lab? Please be very specific and if you add new material give the exact wording and instructions you would give to future students in the new lab handout. You may cross out and edit the text of the lab on previous pages to make minor corrections/suggestions. General suggestions like add tool xyz to do more capable scanning will not be awarded extras points even if the statement is totally true. Specific text that could be cut and pasted into this lab, completed exercises, and completed solutions may be awarded additional credit. Thus if tool xyz adds a capability or additional or better learning experience for future students here is what you need to do.  You should add that tool to the lab by writing new detailed lab instructions on where to get the tool, how to install it, how to run it, what exactly to do with it in our lab, example outputs, etc. You must prove with what you turn in that you actually did the lab improvement yourself. Screen shots and output hardcopy are a good way to demonstrate that you actually completed your suggested enhancements. The lab addition section must start with the form “laboratory Additions Cover Sheet”.

Appendix

**Document in Appendix was attained from: 

http://www.3sharp.com/projects/antiphishing/gone-phishing.pdf
[Appendix is a separate attachment – Gone - Phishing pdf ]
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Figure 1. Screen shot showing enabling in Internet Explorer.
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Figure 3. PhishTank Website.








