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Please read the entire lab and any extra materials carefully before starting. Be sure to start early enough so that you will have time to complete the lab. Answer ALL questions in the Answer Sheet and be sure you turn in ALL materials listed in the Turn-in Checklist on or before the Date Due.

Goal: The goal of this lab is demonstrate how the coming generation of mobile devices are just locked computers, and thus should be considered in network security.  

Summary: You will hack the iPod Touch to allow access to its' operating system and install software.  This method uses a combination of techniques demonstrated earlier in this course, initiated by a buffer overflow attack.  Once finished, you will demonstrate similarities in the iPod Touch to a personal computer.
Background:   With the growing prevalence of “smart phones” and wifi capability becoming a standard feature, the potential for theft of information on your phone is increasing.  Smart phones have already taken a stranglehold on Japan and Europe.  A new, popular smart phone to hit America is Apple's iPhone.  Several companies are already coming out with competing, similar phones.  These devices are being supplementing and replacing actions performed on a personal computer.  This means that these mobile devices will have similar sensitive information and will be the target of similar hacking attempts.  It's only a matter of time before everyone owns a phone, or some other device, that is Internet ready.  And with the Internet comes online purchases, bank transactions, etc.  All the same valuable information that comes to your PC will now be available on your phone.  Demonstrating how similar the iPhone is to a computer will underline the need to consider mobile device security preemptively.


Because the contract for an iPhone would be ridiculous to upkeep for our purposes, an iPod Touch was selected because it has exactly the same firmware as an iPhone, but lacks the phone capabilities, and therefore the cell phone contracts.


In February of 2008, Apple plans to release a SDK (Software Development Kit) for the iPhone/iPod Touch.  In the near future, it won't require a hack to demonstrate the device's similar features and vulnerabilities.  This early glimpse is brought up now in light of the old adage, “T'is better to prepare and prevent than repair and repent.”

Prelab Questions: None

Lab Scenario:  For this lab, you will be at a station with Windows XP SP2.  This station will have an iPod Touch connected via USB.  There will be a couple of programs preloaded onto the machine, including iTunes.  The Ipod Touch will need to have an active WiFi connection at two times:
· When loading the TIFF image (see section 1.1)
· When installing the apps onto the Ipod Touch (see section
Section 1: Setup

1.1 Gaining Access to the iPod Touch

The methodology for gaining access to the operating system of an iPod Touch is readily available online.  Gaining access in order to install custom programs onto your iPod is commonly referred to as “jailbreaking.”  The following steps are taken from this forum posting on forums.macrumors.com (http://forums.macrumors.com:80/showthread.php?p=4308881&nojs=1)

There should be a machine already set up in the lab running Windows XP SP2 and is connected to a wireless router.  This is the machine on which you will perform the hack.  First, ensure that your iPod is in default mode.  To do this, restore your iPod (See Appendix A.)  Next, on the iPod, log into the ECE4112 wireless network (See Appendix A.)  The username and password are both owen.  Open the iPod browser (Safari) and go to http://jailbreak.toc2rta.com.  There should be a folder on the desktop called iPod Hack Files.  Inside you will see a zip file called iPhuc (http://rapidshare.com/files/61742428/iphuc.zip).  Unzip this and note the directory to which it installs.

On your Windows XP SP2 machine, copy the file C:\Program Files\Common
Files\Apple\Mobile Device Support\bin\iTunesMobileDevice.dll to the same folder where you unzipped iPhuc.exe.  Also, copy the file readline5.dll (found in the iPod Hack Files folder) to the same directory as iPhuc.exe.

Run iPhuc.exe and connect your iPod to the computer.  In iPhuc, type the command:


#getfile /dev/rdisk0s1 rdisk0s1 314572800

Make a backup copy of the file that is created.

In the iPod Hack Files folder, you will find a freeware hex editor called HxD.  It is available from http://www.mh-nexus.de/hxd/.  Install this program and run it.  Open the rdisk0s1 file.  Search for the ASCII string “noexec.”  You are looking for the line that looks like this:

/dev/disk0s1 / hfs ro 0 1 

/dev/disk0s2 /private/var hfs rw,noexec 0 2

This will likely be found between 0xF8F9000 and 0xF8F9045, but not necessarily.  The hex values should look like this:

2F 64 65 76 2F 64 69 73 6B 30 73 31 20 2F 20 68 66 73 20 72 6F 20 30 20
31 0A 2F 64 65 76 2F 64 69 73 6B 30 73 32 20 2F 70 72 69 76 61 74 65 2F
76 61 72 20 68 66 73 20 72 77 2C 6E 6F 65 78 65 63 20 30 20 32 0A

Change the text to read:

/dev/disk0s1 / hfs rw 0 1 /dev/disk0s2 /private/var
hfs rw 0 2

Pad the end with newlines so that the file size does not change.  Your hex code should look like this:

2F 64 65 76 2F 64 69 73 6B 30 73 31 20 2F 20 68 66 73 20 72 77 20 30 20
31 0A 2F 64 65 76 2F 64 69 73 6B 30 73 32 20 2F 70 72 69 76 61 74 65 2F
76 61 72 20 68 66 73 20 72 77 20 30 20 32 0A 0A 0A 0A 0A 0A 0A 0A

Save your changes, and check to make sure that your modified copy of rdisk0s1 and the original are EXACTLY the same size.  This is important since you are directly manipulating the Ipod’s disk image.
Now we will replace our new, modified file for the old one on the iPod.  In iPhuc, type the following command:

#putfile rdisk0s1 /dev/rdisk0s1

Exit iPhuc and reboot the iPod.  Once the iPod is rebooted open iPhuc again and reconnect with the iPod.  Type the command:

#getfile /etc/fstab

Open the rdisk0s1 file with HxD.

Q1.1.  Are your changes still there?

Assuming all steps were performed correctly, your changes will still be there.  The iPod is now hacked.  However, we still have to do some more work to get it where we can load programs onto it.

1.2 Installing Ssh on the iPod

First, make sure that you have downloaded dropbearkey.exe and cygwin1.dll from the NAS. Both are available online at http://iphone.natetrue.com/dropbearkey.exe and http://www.dll-files.com/dllindex/dl....shtml?cygwin1,respectively.  Click Start > Run and type cmd.  In the command prompt type the following:

dropbearkey -t rsa -f dropbear_rsa_host_key
dropbearkey -t dss -f dropbear_dss_host_key

Copy the two files that are created into your iPhuc directory.  From the iPod Hack Files folder, extract BSD_Base-2.0.tar.gz (http://iphone.natetrue.com/BSD_Base-2.0.tar.gz) and iphone-ssh-kit-vr1.tar.bz2 (http://www.abigato.com/iphone-ssh-kit-vr1.tar.bz2 ) into your iPhuc directory.  (Note:  Ensure that the following files are all present in the same directory as iphuc.exe:  dropbear, fd6, au.asn.ucc.matt.dropbear.plist, glob6, goto, osh and sh6.  If you must, move them there manually.)

Rename the sh6 file to “sh.”  Now type the following commands into iPhuc:

#mkdir /etc/dropbear

#cd /etc/dropbear

#putfile dropbear_rsa_host_key

#putfile dropbear_dss_host_key

#cd /bin

#putfile chmod

#putfile sh

#cd /usr/bin

#putfile dropbear

#cd /usr/bin

#getfile update

In Windows Explorer, rename the “update” file to “update.orig,” and in the iPhuc folder rename “chmod” to “update.”  Now in iPhuc, type:

#putfile update

#cd /System/Library/LaunchDaemons/

#getfile com.apple.update.plist

In your favorite text editor, open the com.apple.update.plist file.  After the line “<string>/usr/sbin/update</string>,” add:

<string>555</string>
<string>/bin/chmod</string>
<string>/bin/sh</string>
<string>/usr/bin/dropbear</string>

Save this file, and then type the following commands into iPhuc:

#putfile com.apple.update.plist

#putfile au.asn.ucc.matt.dropbear.plist

Now reboot the iPod twice.  The first will set all necessary permissions, and the second will load the ssh server.  Close iPhuc.  Open Putty, an ssh client.  This should already be installed and on the desktop.  Try to connect to the iPod Touch.  When prompted, the username and password are root and client, respectively.  This is the default username and password for all iPhones and all iPod Touches.

Q1.2.  Can you ssh into the iPod Touch?

Q1.3.  Why is this a vulnerability?  What can you do to defend against this?

In the iPod Hack Files folder there should be a zipped file called 24940.zip (http://apps.iphonexe.com/24940.zip).  From here, unzip these files and place them in your iPhuc folder:  /libexec/sftp-server, /usr/bin/scp, and /usr/lib/libarmfp.dylib.  Also, from the BSD_Base folder, copy the /bin/ls, /bin/mv, /bin/pwd, and /bin/csh commands into the iPhuc folder.  Then in iPhuc, type the following commands:

#cd /usr/libexec/

#putfile sftp-server

#cd /usr/bin/

#putfile scp

#cd /usr/lib/

#putfile libarmfp.dylib

#cd /bin/

#putfile ls

#putfile mv

#putfile pwd

#putfile csh

#putfile glob6

Using Putty again, ssh into your iPod.  Now that we have added all these commands, we have to make the executable.  In ssh, type the following commands:

#/bin/chmod 555 /bin/ls

#/bin/chmod 555 /bin/mv

#/bin/chmod 555 /bin/pwd

#/bin/chmod 555 /bin/csh

#/bin/chmod 555 /bin/glob6

#/bin/chmod 555 /usr/bin/scp

#/bin/chmod 555 /usr/libexec/sftp-server

Next, in ssh, type:

#/bin/csh

Q1.4.  What happens?

Again, in ssh type:

#cd /var/root/

#ls

Q1.5.  What files are listed?

#mv Media Media_sym

#mv Mediaold Media

Now reboot the iPod.  Now, you will be installing a general installer that will allow you to quickly add new programs to your iPod.

The program 7-zip (http://www.7-zip.org/) should already be available on the desktop.  In the iPod Hack Files folder, there should be a file called AppTappInstaller.exe (http://www.nullriver.com/~adam/AppTappInstaller.exe).  Use 7-zip to extract the Installer.app folder from AppTappInstaller.exe.  SFTP the Installer.app file into the /Applications folder of the iPod.  In ssh, type:

#/bin/chmod -Rf +x /Applications/


Unlock the iPod and then ssh type:

#/Applications/Installer.app/Installer

This should launch the installer program.  Ctrl+c in ssh to close AppTapp.  On the iPod, open Safari and browse to:  http://conceitedsoftware.com/iphone/beta.  (Note:  If the .tiff image tries to load again, be sure to stop it.)  Tap “yes” to add it to the installer.  Now in ssh again, type:

#/Applications/Installer.app/Installer

Install both the Community Sources and System > Trip1PogoStick.  Finally, restart the iPod. The iPod is now hacked!

Section 2: Additional Apps
Now that the Ipod touch is hacked, you can add additional apps (say that three times fast) to the Ipod Touch.  Although there are many to choose from, we will stick to the few that help demonstrate the Ipod Touch’s computerishness.
2.1  Installing Additional Apps
The newly added Installer app is the source for adding user-made applications.
Go to the Installer App.

If there are any updates listed, install them.

Tap the “Install” button.

Go to the “System” section

Install “Term-vt100.”  The process should be self-evident.

Go to “Utilities” section.
Install “Erica’s Utilities” and Sysinfo.

Go to the “Productivity” section and install MobileFinder.

Press the Home button.  It should soft reset, requiring you to “unlock” the iPod.

Q2.1   What has changed on the home screen?
2.2 Sysinfo
The aptly named Sysinfo app provides information similar to that of the taskmanager in Windows.  It Provides:

· Memory size
· Hardware  specifications
· Running processes
Tap the Sysinfo button.  Tap Processes.

You should now see a list of all the running processes.

Q2.2   Choose any of the running processes.  What user is running it?
Q2.3  How can this be a system vulnerability?

Press the Home button to return to the home screen.
2.3 Term-vt100

This is a ported terminal app.  The Erica’s Utilities installed earlier added more functionality to it as well.  Although not all standard Unix commands are available, you’d be surprised what you can do with this simple utility.

Tap the Term-vt100 button.

You should now see an all-too familiar screen: the terminal.

Type 
#whoami
Q2.4 Who ARE you?

Q2.5 Since you have not specifically chosen a user, this is the default user.  How is this a security vulnerability?

Type 
#cd /bin


#ls

Q2.6 What common commands are present?  Which are missing?

It’s easy to see that, with work, more standard commands could be added to this system, as these were done here.

Press the Home button to return to the home screen.

2.4 MobileFinder

This app provides a GUI for browsing the filesystem within the iPod Touch.  We will use it to point out a potentially desirable file to hackers.
Tap the Finder button.  This should bring up a familiar interface.

Browse  to /var/root/Library/AddressBook

Q2.7 What files are in this folder. What do you think they contain?
Section 3: Defenses
Q3.1 Imagine you were the sole person in charge of security during this device’s development.  Using all knowledge gained from this class thus far, what changes would you make to ensure the safety of this device?  This is open-ended, but give at least two well supported suggestions.  (Keeping firmware up to date, exercising computer security etiquette, etc. are valid defenses, but not for the scope of this question.)
Turn-in checklist

You need to turn in:

· Answer sheet.

· Any corrections or additions to the lab.
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Section 1: Setup

1.2 Gaining Access to the iPod Touch

Q1.1. Are your changes still there?

Q1.2. Can you ssh into the iPod Touch?

Q1.3. Why is this a vulnerability?  What can you do to defend against this?

Q1.4. What happens?

Q1.5. What files are listed?

Section 2: Additional Apps

2.1 Installing Additional Apps
Q2.1. What has changed on the home screen?
2.2 Sysinfo

Q2.2.  Choose any of the running processes.  What user is running it?
Q2.3.  How can this be a system vulnerability?

2.3 Term-vt100

Q2.4.  Who ARE you?

Q2.5.  Since you have not specifically chosen a user, this is the default user.  How is this a security vulnerability?

Q2.6 What common commands are present?  Which are missing?

2.4  MobileFinder
Q2.7 What files are in this folder. What do you think they contain?
Section 3: Conclusion

Q3.1 Imagine you were the sole person in charge of security during this device’s development.  What changes would you make to ensure the safety of this device?  This is open-ended, but give at least two well supported suggestions?

General Questions

How long did it take you to complete this lab? Was it an appropriate length lab?

What corrections and/or improvements do you suggest for this lab? Please be very specific and if you add new material give the exact wording and instructions you would give to future students in the new lab handout. You may cross out and edit the text of the lab on previous pages to make minor corrections/suggestions. General suggestions like add tool xyz to do more capable scanning will not be awarded extras points even if the statement is totally true. Specific text that could be cut and pasted into this lab, completed exercises, and completed solutions may be awarded additional credit. Thus if tool xyz adds a capability or additional or better learning experience for future students here is what you need to do.  You should add that tool to the lab by writing new detailed lab instructions on where to get the tool, how to install it, how to run it, what exactly to do with it in our lab, example outputs, etc. You must prove with what you turn in that you actually did the lab improvement yourself. Screen shots and output hardcopy are a good way to demonstrate that you actually completed your suggested enhancements. The lab addition section must start with the form “laboratory Additions Cover Sheet”.

Appendix A:  iPod Touch Guide
This guide is by no means meant to be extensive, but is meant to give basic instructions on how to perform tasks on the iPod Touch required in this lab.

Restoring The iPod Touch:

Open iTunes.

Connect the iPod Touch to the computer.  It should come up in iTunes.

Select the iPod.  You should see a restore option.  You can click to restore it to it’s current firmware version, or shift+click to choose a restoration file of your choosing.

Connecting the iPod Touch to a Wireless Network

Turn on the iPod Touch.

Tap the “Settings” button.

Tap the “Wi-Fi” setting.

A list of available networks should appear and continuously update.  Choose one that suits you.

Keep in mind that if you use the GTwireless network, you will have to input the WEP key available online and will have to login to the LAWN via the Safari app.
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