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Abstract

Network Simulation tools have played very signif-
icant role in wireless network research in the past
decade. Compared to wired networks, there are a
lot more parameters that effect the behavior of wire-
less networks. For reasons of simplicity and compu-
tational complexity, some details are abstracted out
when implementing protocol models in network sim-
ulators. IEEE 802.11 has been the dominant protocol
for the MAC and PHY layers of most wireless net-
works in practice. Subtle implementation variations
in the 802.11 protocol result in largely divergent re-
sults when higher level protocols are simulated on
top of the 802.11 MAC. In this paper we concentrate
on these implementation details and show how these
affect the behavior of the 802.11 MAC model in vari-
ous simulators. We also identify the abstractions that
result in the diverging behavior of the 802.11 MAC
protocol model and try to compare those with refer-
ence to the IEEE specification.

1 Introduction

Wireless network simulations are widely used and
are an accepted method for studying the behavior of
various classes of wireless networks, including Ad-
Hoc and Infrastructure based networks. The IEEE
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802.11 specification defines a Medium Access Con-
trol (MAC) layer that is one of the most popular
one in theory as well as in practice. It has become
the de–facto standard for most wireless implemen-
tations. Dependable wireless network simulations
require that accurate models of these wireless PHY
and medium–access–control protocol models be de-
veloped. On the other hand, comparing and contrast-
ing the behavior of various higher layer protocols
is an essential part of wireless networking research.
Since, medium–access–control is the lowest layer of
the protocol stack, it is essential to understand how
various implementations behave during ideal condi-
tions as well as under heavy traffic. The common
reference for all implementations is the IEEE 802.11
specification [6]. Identifying the reasons for differ-
ing behaviors also gives us an insight into the behav-
ior of the actual implementations of the protocols.

There are several wireless network simulators
used in the research community [8, 10, 12, 1, 7].
However, not all higher layer protocols (routing,
transport and application etc.) are implemented on
all simulators. Thus, comparison is often made be-
tween higher layer protocols implemented on various
network simulators. Despite the fact that most net-
work simulators implement the same 802.11 MAC
specification [6], unless all the implementations be-
have in a fairly consistent manner, these compar-
isons will be inconclusive at best. For our study we
have restricted our research space to three simula-
tors, namely, ns-2, GTNetS, and GloMoSim. We find
that there are substantial differences in the baseline
802.11 implementation. These differences are due



to various factors ranging from differing interpreta-
tions of specification to subtle details in the imple-
mentation that have been ignored for reasons of sim-
plicity and computational complexity. Over the past
few decades wired network models have evolved to
an extent that we understand what parameters at the
physical and data link layer affect the simulation re-
sults. As a result suitable abstractions have been de-
veloped. In comparison, wireless models are newer
and provide less guidance about what details can be
ignored without affecting the accuracy of the simu-
lation.

While ns-2 [8] and GloMoSim [12] are fairly well
known, GTNetS [10] is a relatively new network
simulation environment. GTNetS is a scalable net-
work simulation enviornment designed to support
large to very-large scale simulations. The design of
the simulator closely matches the real network pro-
tocol stacks and hardware. This enables the users
and developers to clearly identify issues that may
cause the simulator to behave differently than a typ-
ical real network. The simulator is completely im-
plemented in object-oriented C++, leading to easy
extensions for new models or modified behavior of
existing models. A detailed description of the distin-
guishing features of GTNetS can be found in [9].

This paper quantifies the differences in the model-
ing of 802.11 MAC protocol in the tested simulation
scenarios and presents the reasons for diverging be-
havior. Our studies are based specifically on two sets
of experiments designed to understand the behavior
of the MAC protocol. We begin by looking at the
baseline implementation of the 802.11 MAC with-
out considering the affect of contention resolution.
We then consider the contention resolution mecha-
nisms in the 802.11 MAC protocol. We also present
the reasons why different 802.11 contention resolu-
tion mechanism behave differently under competing
medium contentions.

The remainder of the paper is organized as fol-
lows. Section 2 focuses on the relevant related work.
Section 3 describes our experimental methodology
and the simple forwarding methodology that we use.
Section 4 presents the experimental results. Finally,
section 5 discusses the conclusions from this work.

2 Related Work

Considerable research has been done discussing the
accuracy of wireless MAC algorithms and their sim-
ulation models. The relative performances of the var-
ious algorithms has been compared and contrasted
using wireless network simulations. There has been
comparatively very little work that focuses on how a
given algorithm or a protocol (or both) perform on
two or more different simulators. It is generally as-
sumed that since IEEE 802.11 is a specification, all
wireless MAC implementations based on the specifi-
cation [6] will behave similarly, ignoring the physical
layer differences.

Heideman et al. [5] looked to answer the valid-
ity of their simulation models in ns-2. They strived
to answer the question as to what level of simula-
tion validation is required. S.R. Das et al. [3] tried
to compare routing protocols and tried to identify the
various MAC protocol characteristics that might af-
fect them.

In the context of wireless network simulations,
Heideman et al. [4] were the first to look at the ef-
fects of detail in simulation. They discuss the vari-
ous trade-offs in more detailed or abstract simulation
models. They evaluate the effect of detail using four
case studies of wireless simulations for protocol de-
sign. They suggest largely two approaches to cope
with the varying levels of detail. First, by using ro-
bust networking algorithms that are stressed in simi-
lar ways by random error as by detailed models. Sec-
ond, they suggest visualization techniques that can
help pinpoint incorrect details. However they fail to
quantify the effects of these missing details in the
network simulations.

Takai et al. [11] present a set of factors at the
physical layer that are relevant to the performance
evaluation of higher layer protocols. These fac-
tors include received signal strength, path loss, in-
terference, noise computation and preamble length.
They concentrate on ns-2 [8] and GloMoSim [12].
The conclude that the factors at the physical layer
no only affect the absolute performance of a proto-
col, but because their impact on various protocols is
non-uniform, it can even change the relative ranking
among protocols for the same simulation scenario.

Cavin et al. [2] present the simulation results of
a simple straightforward algorithm using ns-2, Glo-
MoSim and OPNET Modeler [1]. Although they
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show that significant differences exist between the
simulators, they do not attempt to explain the rea-
sons for these differences. They speculate that this
may be due to the mismatch of the modeling in the
physical layer or due to the different levels of detail
provided to implement the wireless models.

3 Experimental Setup

We constructed two wireless network simulation ex-
periments to study how close various 802.11 imple-
mentations were to the published specification, and
to compare the model implementations in the three
simulation tools studied. These experiments were
designed to verify the ideal behavior of the 802.11
MAC under no media contention as well as the con-
tention resolution behavior. For both sets of experi-
ments, the topology is as shown in Figure 1. A total
of 100 nodes are places on a 1000 by 1000 meter grid
as shown, with 100 meter spacing between nodes.
The nodes are assigned IP addresses as shown with
node 0 in the lower left corner, node 50 in the upper
right, and node 99 adjacent to node 0. Only the low–
order 8 bits of the IP address are shown, with the up-
per 24 bits being assigned an arbitrary, but common
value for all nodes. There is no node mobility, and
no wireless routing protocol at all in any of our ex-
periments. The transmission range (or transmission
power) value was set such that our maximum radio
range was 250 meters.

The first experiment, “experiment one”, was de-
signed to be as simple as possible, showing only the
proper operation of the RTS-CTS-DATA-ACK ex-
change described by the 802.11 specification. The
experiment works as follows. At simulation time 0,
node 0 creates a data message of 512 bytes in length,
and sends it to node 1. All other nodes do nothing
until a packet is received. When noden receives the
data packet addressed to it, it immediately forwards
the packet to noden + 1. As can be seen in our
topology, the distance from noden to noden + 1
is usually only 100 meters, with 200 meter distances
occasionally. In all cases, the neighbor is only one
hop away, and thus no multi-hop routing protocol is
needed. When node 0 receives the packet from node
99, that denotes the end of around, and the beginning
of the next round. The starting time of each round is
noted, and the experiment continues for 100 rounds.

0 1 2 3 4 5 6 7 8 9

10111213141516171819

20 21 22 23 24 25 26 27 28 29

30313233343536373839

40 41 42 43 44 45 46 47 48 49

50515253545556575859

60 61 62 63 64 65 66 67 68 69

70717273747576777879

80 81 82 83 84 85 86 87 88 89

99 98 97 96 95 94 93 92 91 90

Figure 1: Simulation Network Topology

When this experiment was designed, we antici-
pated no randomness at all and completely repro-
ducible and deterministic results, since there should
never be any channel contention and thus no sam-
pling of contention window random variable. If fact,
this turned out to not be the case. Upon receipt of the
DATA frame, all three simulators forwarded the re-
ceived data packet up the protocol stack to the appli-
cation layer, while simultaneously starting the trans-
mission of the ACK frame. When the application re-
ceived the packet, it immediately forwards it to the
next hop and sends the packet down the protocol
stack to layer two. Of course, the medium is busy
at that time sending the ACK frame, resulting in a
sampling of the contention window backoff variable,
and some randomness in the simulation. To circum-
vent this randomness, we implemented a variation of
experiment one that delays the forwarding of the data
packet by a fixed amount of time arbitrarily chosen
to be 500 microseconds. Since the 500 microsecond
delay is longer than the amount of time needed to
send an ACK frame, this variation did indeed result
in deterministic results, as shown later.

The second experiment, “experiment two”, was
designed to exercise more of the features of the
802.11 protocol specification, specifically the proper
management of theContention Window, backoff
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timers, and theNetwork Allocation Vector Timer
(NAV Timer). The topology and protocol parameters
are identical to those in experiment one. Again, at
time 0 node 0 creates a data message and forwards
it to node 1, as in experiment one. Each noden for-
wards the packet to noden+1 as before, and rounds
are measured and noted by node 0 as before. How-
ever, in experiment two, all nodes will spontaneously
create a packet at a time randomly chosen in the in-
terval [0 .. 10ms) and forward that packet to their
next-hop neighbor. Thus instead of a single packet
in the network at any one time, we have 100 packets
all contending for channel bandwidth. Clearly there
is significant randomness in this experiment, due to
random starting times for competing packets and ran-
dom backoff times while waiting for the channel to
be come idle. This experiment was repeated 100
times for each simulation tool, and average results
and 90% confidence intervals recorded. Note that in
this experiment, there is significant packet loss due to
MAC layer retransmission limits, and thus frequently
we do not complete 100 rounds.

A summary of the parameters that we used in our
experiments is given in Table 1 below.

4 Results and Discussion

In this section we presents our simulation results and
discuss the reasons accounting for the differing re-
sults where applicable. We also discuss the changes
that we had to incorporate in the various simulation
tools as result of this analysis.

First, we performed a pencil and paper analy-
sis of the expected results for experiment one. Ta-
ble 2 presents these calculations showing the time
needed for each frame during a unicast handshaking
exchange. The analysis assumes a 11Mbps rate for
data frames, a 2Mbps rate for control frames, and a
192 bit preamble sent at 1Mbps. As discussed in the
previous section, we observed some randomness in
the experiment one simulations due to the immediate
forwarding of a data packet prior to the transmission
of the corresponding ACK frame. We circumvented
this randomness by including an artificialforwarding
delaywhich allowed time for the ACK frame to be
transmitted before forwarding a new data packet. Ta-
ble 3 shows the analysis without any forwarding de-
lay. Without a forwarding delay, the backoff random

Table 1: IEEE 802.11 parameters used in our simu-
lations

Parameter Value
basic Rate 2 Mbps

(RTS/CTS/ACK
rate)

data Rate 11 Mbps (Data rate)
preamble Rate 1 Mbps (Preamble

rate)
RTS Size 20 bytes
CTS Size 14 bytes
Ack Size 14 bytes
DIFS 50 microseconds
SIFS 10 microseconds
Slot Time 20 microseconds
UDP Header 8 bytes
IP Header 20 bytes
LLC/SNAP Header 8 bytes
Preamble 24 bytes
Data Header 34 bytes
Payload 512 bytes
Forward Delay 500 microseconds (re-

moves contention)
Initial CW 31 Slot times
Node Spacing 100 meters
Speed of Light 300 me-

ters/microsecond
Hops per round 100
Number of Rounds 10

Table 2: Theoretical duration calculations (without
forwarding delay)

Duration Cumulative
Time

RTS Rx Time 322 us 322 us
CTS Rx Time 258 us 581 us
Data Rx Time 620 us 1200 us
Backoff Delay 360 us 1560 us
Per Round (100 hops) 0.1560 secs
Time for 100 rounds 15.60 secs
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Table 3: Theoretical duration calculations (with for-
warding delay)

Duration Cumulative
Time

RTS Rx Time 322 us 322 us
CTS Rx Time 258 us 581 us
Data Rx Time 620 us 1201 us
Forward Delay 500 us 1701 us
Per Round(100 hops) 0.1701 secs
Time for 100 rounds 17.01 secs
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Figure 2: Starting Time vs. Round Count for Exper-
iment 1 using default simulation parameters

variable is sampled in the range [0 .. 31), in units of
a 20 microsecond slot time. Thus the expected value
of this backoff is 300 microseconds. The calcula-
tions show the expected time for one round should
be 0.1560 seconds without the forwarding delay, and
0.1701 seconds with the forwarding delay.

For the initial attempt at experiment one, we sim-
ply set the payload size to 512 bytes, set the 802.11
data rate to 11Mbps, and set the transmission range
to 250 meters for all simulators. We used default val-
ues for all other parameters, and ran the experiment
on all three simulation tools. The results are shown
in Figure 2. The x–axis on the graph is the round
number, and the y–axis shows the measured starting
time of each round. The results presented are for the
variation of experiment one using the forwarding de-
lay of 500 microseconds.

It is easy to see that the results are quite different

for the three simulators, with onlyGTNetSmatching
the value calculated by our theoretical analysis. Fur-
ther investigation revealed the following differences
in the protocol implementations between the various
tools.

1. GloMoSim always sends the control frames
(RTS, CTS, and ACK) at the same rate as
the data frames. BothGTNetSand ns2 allow
for differing rates for control frames, and both
default to sending control frames at 2Mbps.
The protocol specification indicates that control
frames should be sent at the slowest rate, to al-
low for all nodes overhearing these frames and
reacting accordingly.

2. ns2 used the Address Resolution Protocol
(ARP) during the first round, to discover the
MACaddress of the next hop neighbor. For sub-
sequent rounds, the cached value of the neigh-
bor’sMACaddress us used. NeitherGTNetSnor
GloMoSimusedARP, but rather determined the
neighbor’sMACaddress by using global knowl-
edge. GTNetShas the option to useARP for
MAC address discovery, but this option is not
enabled by default.

3. NeitherGloMoSimnorns2account for theLog-
ical Link Control – Service Next Access Point
(LLC SNAP) header required for protocol de-
multiplexing at layer 2, whileGTNetSincludes
this header.

4. ns2 adds an additional random delay after the
expiration of theDIFS timer andSIFStimers,
presumably to account for noise in the clocks
used in the hardware implementations.

Once these discrepancies where determined, we
took corrective action as follows:

1. Set the rate for control frames (the so–called
Basic Rate) to 11Mbps in bothGTNetSandns2,
to match the the basic rate used byGloMoSim.
Ideally we would have modifiedGloMoSimto
use the slower basic rate, but were unable to de-
termine how to do this easily.

2. Ignore the results measured byns2 in the first
round. For thens2 simulations, we ran 101
rounds and removed the first round data points.
This removed the effects of theARPpackets.
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Figure 3: Starting Time vs Round Count for Experi-
ment 1

3. Adjust the payload size for bothGloMoSim
and ns2 slightly to account for the missing
LLC/SNAPheader.

4. The extra random delays were removed from
ns2.

Once we made the adjustments listed above, all
three simulators produced identical results, as can be
seen in Figure 3. Analytical predictions similar to
Table 3 withbasicRatechanged to 11 Mbps proves
that the results are indeed correct.

The results of experiment 2 are plotted in Fig-
ure 4. Since we expected considerable randomness
and variation in the results, we executed each simu-
lation 100 times, and show the average result and the
90% confidence intervals. For these experiments, all
model parameters were the same as in the second ex-
periment one, using 11Mbps for the basic rate. One
point to note is that, as each simulation progresses,
some packets are dropped due to limits on theMAC
layer retransmissions. Our application uses the un-
reliableUDP protocol, and therefore there are no re-
transmission attempts at the transport layer. Thus,
there is less congestion in the network as more and
more packet are dropped, and the rounds gradually
take less time. Further, there is some chance that
the data packet originated by node 0 is lost within
a round. When this happens, there are no further
rounds started (since the prior round never com-
pletes), and no additional data points plotted for that
experiment.

It is easy to see that the results vary widely be-
tween the simulators. As can be seen from figure 4.
GTNetS seems to be the most aggressive of the three
simulators in that it finishes its 100 rounds the fastest.
On the other hand, ns-2 takes the longest to finish its
100 rounds. GloMoSim is a little slower than GT-
NetS but has a significant overlap. We spent con-
siderable effort with testing and code inspection of
the various protocol models, and discovered a num-
ber of differences discussed below. In some cases,
we were able to correct the differences, and in some
cases were not. In cases where the difference was
corrected, the corrected version of the simulator was
used for the experiments shown in figure 4.

1. When initiating a backoff, theGTNetSimple-
mentation doubled the value of the contention
window and then sampled the random variable.
The other two simulators sampled the random
variable and then doubled the contention win-
dow. The specification indicated that both ac-
tions should be done, but does not state in which
order. We changedGTNetSto sample and dou-
ble as is done by the other tools.

2. All three simulators initiate a backoff after
sending anACK frame, if another packet is im-
mediately available to be sent. This indicates
that a data request from a higher layer was
made while the medium was busy sending some
other packet. However, theGloMoSimsimu-
lator samples the backoff timer without dou-
bling the contention window in this case. We
changedGloMoSim to double the contention
window value in this case.

3. When a backoff timer is active and a newNAV
timer is scheduled due to anRTSor CTSframe
being overheard, the backoff timer should be
suspended while theNAV timer is active. How-
ever, during channel idle periods the backoff
timer should count down even when theNAV
timer is counting. This will occur during in-
terframe spacing periods, for example between
theCTSandDATAframes. This is clear in IEEE
802.11 specification, section 9.2.5.2, as follows:

“A station performing the backoff
procedure shall use the carrier-sense
mechanism to determine whether
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Figure 4: Starting Time vs Round Count for Experi-
ment 2

there is activity during each backoff
slot. If no medium activity is indi-
cated for the duration of a particular
backoff slot, then the backoff proce-
dure shall decrement its backoff time
by a SlotTime.”

Neither GloMoSimnor ns2 allow the backoff
timer to advance in this situation, resulting in
longer backoff periods than theGTNetSim-
plementation. We did not correct this differ-
ence, due to the lack of clear physical chan-
nel state transition event interfaces in bothGlo-
MoSimand ns2. In general, the notion of the
medium being busy is a combination of vir-
tual carrier sense as well as the physical car-
rier sense. If either of them indicate that the
medium is busy, then the backing off mecha-
nism is paused. It is resumed only when both
the carrier sense mechanisms indicate idleness.
In any scenario, where, the logical expression
(V CSBusy()‖PCSBusy()) is true because
of the latter half of the expression the actions
taken during busy periods are likely to be incor-
rect.

To understand the backoff behavior better, we di-
vide the interval between the minimum contention
window (CWmin) and the maximum contention win-
dow (CWmax) into 6 bins. We then instrument
the simulator to record how many times the back-
off mechanism sampled in each bin. This indicates

Table 4: Distribution of backoffs in various bins

Bin GTNetS GloMoSim
0-31 10287 21016
31-63 2719 3328
63-127 1840 1023
127-255 1325 510
255-511 867 274
511-1023 746 253

Table 5: Average number of rounds completed per
run

Simulator Average Completed Runs
GTNetS 78.00
GloMoSim 62.18
NS-2 56.97

to us how successful the backoffs were, at resolv-
ing the medium contention. The backoff bin values
for a typical run of 1000 seconds of experiment 2
are tabulated in Table 4. It can be seen that most of
the contentions are resolved in the first backoff pe-
riod itself. If the backoff mechanism extends to the
last bin, then the chances of the contention being re-
solved is very low. Another interesting observation is
that GloMoSim backoffs a lot more (almost double)
times than GTNetS. This is because GTNetS samples
the contention window only when it is actually back-
ing off whereas, GloMoSim unconditionally samples
it the first time as it receives a packet from the net-
work queue.

As is expected, not all packets finish the 100
rounds in our experiment. To see how the backoff
mechanisms help in this regard, we tabulate the aver-
age number of rounds that are completed per simula-
tion run. The results are shown in Table 5. It can be
seen that in GTNetS, more simulation runs complete
their 100 rounds than NS-2 and GloMoSim.

To summarize the experimental results, we were
able to get nearly exact agreement between all three
simulation tools in the simple experiment with no
channel contention and no backoffs. In the more
complicated scenario, there is still considerable vari-
ation in the measured performance of the network.
Further analysis needed to determine if the differ-
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ences we uncovered but were unable to easily cor-
rect can account for these discrepancies, or if there
are other as yet undetermined variations in the im-
plementations.

Differing implementations actually have substan-
tial effect on the performance studies of various pro-
tocols above the MAC layer. Let us consider the
example of a routing protocol which requires some
form of controlled flooding to propagate route re-
quests in a network. This is not an unreasonable as-
sumption since, many popular routing protocols like
DSR require this. From the results of experiment 2
it is easy to see that in a heavily congested environ-
ment GTNetS and GloMoSim provide a greater per-
formance for the same protocol specification being
implemented. While doing the performance study of
such a routing protocol in a heavily congested net-
work, it is easy to see that the same protocol will
provide with cosiderably more encouraging results
when implemented in GTNetS or GloMoSim than if
it were to be implemented in ns-2.

5 Conclusions

We performed a comprehensive set of simulation
experiments comparing the implementation of the
wireless IEEE 802.11 protocol in three different sim-
ulation tools. Our experiments were designed to be
as simple as possible, eliminating any variation due
to node mobility, multi–hop routing protocols, or
physical layer path loss computations. We showed
that, after some small changes in the protocol imple-
mentations, the three simulation tools report nearly
identical results in the simplest case with no channel
contention. However, in the more complicated ex-
periment with channel contention, there is still con-
siderable variation in the predicted performance of
the network. Since any realistic simulation–based
study is likely to have channel contention, we believe
that these simulation studies might produce differing
results depending on which simulation tool is used.
We are not claiming that any one tool is right and the
others wrong, but rather that they are different.

We are still actively studying the implementations
in the three simulation tools, and will continue to
identify and correct where appropriate any differ-
ences found. However, we also expect that in a field
experiment using wireless devices and 802.11, there

may be considerable variation in measured results
depending on the hardware and firmware used for the
experiments. Different interpretations of the specifi-
cation can just as easily be present in hardware im-
plementations as in simulation software. The impor-
tant issue is not whether different experiments give
different results, but in understanding the source and
overall effects of the differences.
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