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Abstract

The speed of the spread of Internet worms increased draatiatio recent years. Moreover it is
certain that it will continue to increase in the near futuighvthe increase in available bandwidth and
network resources. The fastest known worm (only in litengtis the Flash worm, which can infect over
a million hosts in less than one second. This paper preserdadant of the Flash worm that we term
Compact Flash or CFlash that is capable of spreading evésr filmn its predecessor. We perform a
comparative study between the Flash worm and the CFlash weing a full packet-level simulator,
and the results show the increase in propagation rate ofelvenorm given the same set of parameters.

1 Introduction

Internet worms have demonstrated that they are serious security risdseint iyears; the Code Red worm
attack in 2001 infected 360,000 hosts in 14 hours [7]. The direct costcofering from this epidemic
(including subsequent strains of Code Red) have been estimated to beessex{ $2.6 billion [8]. The
Slammer worm outbreak in January 2002 infected 90% of its vulnerable (&&B00) in less than 10
minutes [6], the estimated loss is about $1 billion [17]. In August 2003 thedrlasrm was estimated to
have infected more than 500,000 systems worldwide and the cost to NorthcAmeompanies was $1.3
billion [17]. However, a more recent report showed that the numberfetiions was between 8 million
and 16 million systems [12], marking the blaster worm as the most widely spread te date. The Witty
worm in 2004 had a malicious payload that targets firewalls; not only didéiespto additional hosts, but it
also formated a portion of the hard drive of the infected host [13].

This increased security risks have caused several researchéuslyalse behavior of the worms and
their spread patterns. Several proposed models have been devielappdesent the worm spread, which
can be divided into three types: analytical, simulation based, and hybridsnode

Analytical models rely on equations that represent the dynamics of the wirese models have the
benefit of computational efficiency, meaning that they can be easily sicafgddict the behavior of a net-
work of millions of hosts and therefore provide an efficient way to studyadlpm. The RCS (random
constant spread) model [16] is an example of an analytical model. This risodkdo called the classic
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S| (susceptible-infected) model in [8] and used to describe the woreadphrough homogeneous ran-
dom contacts between susceptible and infected hosts. The SIR (susegpébted-removed) and SIS
(susceptible-infected-susceptible) models [4, 3] add treatment and aéwiinfected hosts into the Sl

model. Zou et al. introduced an analytical model called the Two Factor wordetiwat tries to include the

effect of human counter-measures [19]. The main drawback of aralytiadels is that they often do not
take into account many important worm characteristics, such as paylagdrsiasport protocol used, and
the different probabilities of infection resulting from different topologiesl network conditions.

Packet-level network simulations on the other hand, provide a more realstidetailed model to
represent worm spread. Sharif [11] built worm models into GTNetSgbd]was able to simulate networks
having hundreds of thousands of hosts and measure the effectekdifinetwork parameters on the worm
spread rate. Wagner [18] discusses an efficient simulator for woomagation implemented in the Perl
scripting language where he used models for large groups of noddgeforternet rather than single hosts
to reduce complexity as well as simplified models of UDP and TCP behavioremhlded large simulations
but without packet-level detail.

Hybrid models incorporate analytical models and packet-level simulationgladiljenstam et al. [5]
used the SSFNet [14] simulator with packet-level details for a small sectithe afetwork and represented
the rest of the Internet with an analytic model.

The study of worst case scenarios has received high interest é@smanchers; in [16] the authors intro-
duced some improvements to random scanning worms such as Permutatiaingchit-list scanning, and
Flash worm.

The Permutation scanning approach addresses the limitation that in a racailomany addresses are
probed multiple times, leading to unnecessary re-infection attempts. In a pgomizan all worms share
a common pseudo random permutation of the IP address space. Anydnfeathine starts scanning just
after its point in the permutation, working its way through the permutation, lodkingulnerable machines.
Whenever the worm sees an already infected machine (infected macbépesnds differently to a scan), it
chooses a new, random start point and proceeds from there.

In the hit-list scanning approach the worm author collects a list of potentialfyevable machines before
the worm is released. The worm, when released onto an initial machine oit4liss begins scanning down
the list. When it infects a machine, it divides the hit-list in half, communicating haldaecipient worm,
keeping the other half.

A variation on the hit-list scanning appraoch is the Flash Worm, which empityistrscanning with a
large scale list containing all the vulnerable hosts on the Internet. In [&€§]ghow that such a worm can
infect 95% of a population of one million hosts in 510 milliseconds.

This paper introduces the CFlash (Compact Flash) worm that is a vafiém &lash worm. In this
approach the worm does not send the actual list of addresses to itenhiather it sends a smaller version
of the address list represented by relative offsets of the addressashmther.

The remainder of the paper is organized as follows. Section 2 provides sdated work and a descrip-
tion of the Flash Worm. Section 3 describes the CFlash worm and its implementa@dmNietS. Section 4
gives a basis for the evaluation of the Flash and CFlash worms as impleme@&dleiS. In Section 5 the
results are provided, Section 6 gives the conclusion and future work.

2 Related Work

The Flash Worm was first introduced in [16]. In that work the authoscdieedhit-list scanning in the

following manner: “Before the worm is released, the worm author colledt af say 10,000 to 50,000
potentially vulnerable machines, ideally ones with good network connectibms.worm, when released
onto an initial machine on this hit-list, begins scanning down the list. When it inéestachine, it divides

the hit-list in half, communicating half to the recipient worm, keeping the other’ half



The hit-list can be generated using one or several of the following tegésiq

e Sealthy scans. A fast scan of the whole Internet would be unlikely to attract attention. édew for
attackers wishing to be very careful, a randomized stealthy scan takiagasewnths would not be
detected.

e Distributed scans. An attacker can scan the Internet using a few already-compromisetbies.”

e DNS searches. A list of domains can be assembled and the DNS can then be searched fér th
addresses of mail servers or web servers.

e Spiders. Web-crawling techniques are similar to search engines and they arenuseer to produce
a list of most Internet-connected web sites.

e Public surveys. For many potential targets, there might be surveys available listing themasubk
Netcraft survey [9].

e Just listen. Some applications, such as peer-to-peer networks, wind up advenising of their
servers. Similarly, many previous worms effectively broadcast that feeted machine is vulnerable
to further attacks.

The Flash worm works by forming a hit-list that contains all the vulnerabshio the Internet. The
mechanics of splitting the list with every child can be represented by a logaal(Eigure 1), where a
node at each level infects its descendants and divides the list of vible¢Paaddresses among them. The
logical tree can be k-way (meaning each instance infects k other hokesyumber of generations (layers
in the tree) to infect N vulnerable hosts(¥log;, V). The total infection time is bounded by this number
multiplied by the time required to infect a generation. The authors observe tRaish worm that has a
hit-list of most servers with the relevant service open to the Internet iareivof the release of the worm,
appears able to infect almost all vulnerable servers on the Internesithias 30 seconds.
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Figure 1: The logical tree for the Flash worm

In a later work [15] the authors revisited their calculations and concludatdtdhinfect 95% of one
million host topology it only takes 510 milliseconds. The parameters used fosibad were:

e The logical tree is 3 layers with 9260 secondary nodes infecting 10%seeeach for a total of
1000080.

e The root node is chosen to have high bandwidth (750 Mbps.)



e The distribution of link delays is calculated from the round-trip (RTT) meaments in CAIDAS
skitter datasets [2]

The authors also note that one of the main drawbacks of the Flash wormagkhef robustness, if the
list of vulnerable addresses is imperfect. Since it is assembled in adweamteetworks constantly change,
the list is likely to be out of date by the time the worm is released. This has twatffeome vulnerable
hosts may not be on the list which means that the worm will not reach fulletaior More seriously, some
addresses may turn to be invulnerable to the worm and if such hosts are bast of the tree they would
prevent all the addresses under them from getting infected and this ineuhdre serious in deep trees. The
authors in [15] studied this problem and sugested solutions to deal with it.

3 Compact Flash

The list of vulnerable IP addresses accross the Internet can be lhoigmstance, according to the netcraft
survey for May 2005 there are about 43 Million Apache webservedsl@nMillion Microsoft webservers
[9]. This means that in the case of a 0-day vulnerability assuming that @%n@ll be vulnerable, there
will be about 35 Million vulnerable hosts for the Apache servers. Thediziee list will therefore be 140
Mbytes (4 bytes per address). Even if the root node had the assuniellamigwidth of 750 Mbps, it would
require at least 1.5 seconds just to trasfer that list to the first layer ehildlvith that large amount of traffic
the proabability of being noticed is increased, therefore for an attackerwishes to achieve optimum
speed it is very important to reduce the size of that list as much as possjblesirg) the CFlash (Compact
Flash) approach it is possible to reduce that size by a factbf4ofo 1/2, meaning that the size would then
be 35 to 70 Mbytes.

The CFlash worm has the same structure as the Flash worm except that tfiéHiaddresses is repre-
sented by the relative offsets rather than the actual IP addressas.de@rgued that if the offsets are small
enough (less than 256), then the list can be reduced to a quarter of itmbsige, as each IP address takes
four bytes of storage, while the small offset can take one byte. Howtingis not a very practical assump-
tion as there are certain to be two consecutive IP addresses that aratedgpy more than one byte offset.
To deal with this problem two special characters are defined: "two-tffset” and "four-byte-offset” and
assigned the values Oxff and Oxfe to them.

When the CFlash worm receives the list representing the vulnerable hastieulates the next victim
by adding the first offset to its own IP address and takes a chunk offf¢et st and sends it to that new
victim. In case it encounters Oxff or Oxfe it skips that character andsrélae next two or four bytes to
determine the correct offset. The size of the chunk to send to the new viefiends on the number of
children for that worm (the fan out for the logical tree).

The size of the vulnerable hosts list is now reduced by a factay®fto 1/4; however, this does not
necessarily increase the worm speed by an order of two or four. dds®n being that the worm speed is
not only dependent on the packet size but on link delay as well. The wpaad (for one generation) is
proportional to the following:

Speed x

1
packetsize/ BW +linkdelays
This imposes an upper bound on the increase of the speed by redugiag ket size to be/linkdelays.

Moreover, if the linkdelays are much more than theketsize/ BW, then thelinkdelays term becomes
the dominant term and reducing the packetsize improvement is small as wilba &hsection 5



The algorithm for the CFlash processing is as follows:

e Initialize current_I P = our own IP
e Initialize victim_I P = our own IP
e The worm receives the list of offsets representing the vulnerabledreases

— Read the size of the main list
— child_list_size = main list size / number of children
— for i = 0:number of children

s« copy theit"child_list_size from the main list into theé*" child list

« victim_IP = current_I P + i*" offset

x update theurrent_I P by adding up all the offsets in the child list
x Send the child list along with its size to théctim_I P

3.1 Resilience to Imperfect Maps

One of the main drawbacks of the Flash worm technique is that the initial liseofulmerable hosts’ IP

addresses has a good chance of being inaccurate, because th@foohtnat list is done before the worm
starts spreading and the state of the vulnerable population could hawgechiayithe time the worm starts
its spread. This can happen in one of the following ways:

e Removal or Patching of vulnerable hosts from the network.
e False positives due to the use of some worm defenses like TCP-ACK [1].

e Some hosts might have dynamic IP addresses associated with them.

The authors of the Flash worm [15] studied this problem in detail and pe$éwvo solutions. The first
solution is to have a form of an acknowledgement from the child to its paseatiing the address of the
parent to the child list. If that acknowledgement is not received aftertaingeriod of time another child
is chosen from the child list and another packet is sent to the new host witathe child list. This clearly
would complicate the code for the worm and would require too many timers d@adttactures to handle
high number of children cases and to keep state information. The secprahap is to add redundancy in
infecting hosts, meaning that the child list is sent to more than one host in thedisteR2a shows the case
of a binary tree, where at each level, a node infects its own two desusndad then sends worm copies to
the two descendants of its sibling, just in case the sibling turned out to be @émable and the sibling does
the same in reverse. The effect of this is to make it less likely that a portiore dfeta will fail.

This approach has the problem that now the list has to be carried on fdayers rather than just one
in the original design, because now each node has to know the addoéske descendants of its siblings
and also has to send the proper address list to those descendantyeHiheesame idea can be applied in
a more efficient manner, Figure 2b shows the same case of the binaryutreeviy at each level, a node
infects its own two descendants as well as the next address in each addendant’s list. The effect of
this would still make it less likely that a portion of the tree will fail, as now both elndsosts (the original
descendant and its first descendant) have to be invulnerable fordies noder them not to get infected.

If we assume that the vulnerability ratiopghen in our simple 3 layer tree model for a leaf node to be
infected , the leaf node and its parent should be vulnerable. The plibbfdy a leaf node to be infected is
thusp? (p raised to the pwoer of the number of layers - 1). This shows that fot théisis 50% accurate
only 25% of it will get infected, meaning that 25% vulnerable hosts will natigiected, which is actualy
50% of the vulnerable hosts.



(@) Schemel (b) Scheme

Figure 2: Two schemes for doubling up worm delivery resilience

After using double infection aproach (sending the same child’s vulneliabte two children instead of
one). This added redundancy causes the worm to be more resilient tdaégipaaps due to the fact that
now for a certain node in the list to be not infected the two chosen paresit® liee invulnerable, which
has less probability of occurring. In this case for a leaf node to gettedesither one of its parents could
be vulnerable Zp(1 — p)) or both of them are vulnerable¥) and the leaf node has to be vulnerable as
well, thus now the probability of a leaf node to get infectedzi$(1 — p) + p? after expansion it would be
2p? — p3. In that case if the list was 50% accurate then the infection would be 37.5%ingethat only
12.5% vulnerable hosts from the original list will not get infected (25% efithinerable hosts will not get
infected.)

3.2 Simulation Model

The Flash and CFlash worms are modeled using GTNetS as application Iggetsakith the following
parameters:

e Layerdproto, the layer 4 protocol object to be associated with the worm (either UDP Br)TC
e Fanout, the maximum number of children for each parent node in the logical tree.

e \Vulhosts, the list of vulnerable IP addresses known to this worm.

e Infected, a flag indicating if this node is infected or not.

e Wulnerable, a flag indicating if this node is vulnerable to the worm attack or not.

e Node, the attached host node.

¢ InfectionPort, the port which has the vulnerable application running on it.

¢ TotalInfected, the number of infected hosts.

e TotalVulnerable, the number of vulnerable hosts.

e PayloadSze, the size of the infectious payload.



The processing of the flash worm is in the following manner:
e The wormreceives the list of vulnerable hosts’ |IP addresses

— Read the size of the nmain |ist
— child list_size = main list size / nunber of children
—for i = 0:nunmber of children

x copy the " childlist_size fromthe main list into the list of the
" child

x victim_IP = first IP in the child |ist

x Send the child Iist along with its size to the wictim_IP

4 Experimental Setup

The experiments were conducted using the random tree topology [1&]rafldom tree is a tree topology
with the addition of a random probability factor that determines if a child nodeldhbe created or not,
which leads to the presence of holes in the IP address space, leading tte gealistic representation of the
network.

In this work there is a difference between the logical tree and the physteal The logical tree is the
tree representing the hierarchy of infection from parent to child noelgsrdless of how they are actually
connected in the network, while the physical tree is the chosen topologywstuo connect the hosts with
actual links.

The logical topology for the Flash and CFlash worms is a three-layer treeawithximum of 1000
children under each parent node. Thgerdproto is set to UDP, and thBayloadSze is set to 400 bytes.
The basic setup for all the experiments is that the topology is generated Wahedif parameters setting
(bandwidth of links, time delay, and vulnerability) and we start the worm tideand then measure the
spread rate.

The physical topology for the experiments consisted of 24 random togeected together with a ring.
Each tree has an address space of 65k and an average of 45&des|] the total topology size is thus about
1 million leaf nodes. The size of the list of IP addresses for the Flash wodnii® Mbyte, by using the
offsets technique the size becomes 1.03 Mbyte. The bandwidth of theatmgneng links is fixed at 1
Gbps

5 Results

5.1 Effect of Varying Bandwidth

In this section the effect of varying bandwidth of the links in the trees is exasiriror the high band-
width case (Figure 3a) the experiments show that for a one million node tgptbled-lash worm took 340
milliseconds to infect 95% and 413 milliseconds for full infection, while the QiFlasrm took 290 mil-
liseconds to infect 95% and 380 milliseconds for full infection. That is aeckfice of 30-50 milliseconds
is observed due to the reduction of the vulnerable IP list size by using tlesiC®worm. In that case small
improvement is observed. The high bandwidth causegdhketsize/ BW term to be negligible compared
to thelinkdelays term.

The same experiment was carried on low bandwidth links as shown in Figuaedit can be observed
in that case that the speed difference between the Flash and the CFlash iwanuch bigger (about 3
seconds difference for total infection). The CFlash worm is more than 3 fiaster than the Flash worm in
that case.
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Figure 4: Effect of varying bandwidth of links on the worm spread affekciion time

Figure 4 shows the effect of having different bandwidth setting for treecting links in the trees for
the CFlash worm, with fixed time-dealy of 10ms. It is clear that the slope of tiketioh curve is reduced
with reduction of available bandwidth, this is probably due to saturation of the Vitnich is clearer for low
bandwidth as the worm spread is not exponential anymore and it tenddineae

5.2 Effect of Varying Link-delays

Another set of experiments shows the effect of varying the link delayh®speedup for the CFlash worm
relative to the Flash worm, Figure 5 shows the Worm spread for the Flasampact Flash worms for
different time-delay links with 20MB bandwidth of connecting links. It carobserved that the increase in
speed is higher in case of the low time delay of links compared to when the timealditalys is high,
Figure 6 shows the effect of having different time delay setting for th@ecting links in the trees on
the worm spread and infection time for the CFlash worm with fixed bandwidli®®IB. It is clear that the

slope of the infection curve remains the same but the curve shifts to the iithhiharease in the time delay
of the links.
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Figure 6: Effect of varying time-delay of links

5.3 Resilience to Imperfect Maps

In this section the effect of having inaccurate map is shown.

Figure 7 shows the simulation results for 20 experiments using differenés/ditr the vulnerability
ratio and measuring the infection percentage for the original case with #fedtion. The same figure also
shows the effect of the added redunduncy by using double infections.

It is clear that when the invulnerability ratio is high the worm spread fails tcctrdé the vulnerable
population even with 50% vulnerability we see that only 30% of the vulneratdésh 30% of 50% of 1
million = 150k out of 500k vulnerable hosts) are infected. In these tests ifrtfeewas a deep tree (less
number of children and more layers), then the effect of the map beinguretecwould be more severe
meaning that even with slight inaccuracy the infection would fail to spread & aighe vulnerable hosts.

6 Conclusion and Future Work

It has been shown that by efficiently decreasing the size of the pa@@tyythe Flash worm, the worm
can be sped up further, leading to the possibility of infection of a one milliob pazulation in less than
400 milliseconds for high bandwidth links. The improvement is clearer in the kndWwidth case where
the CFlash worm becomes 3 times faster than the Flash worm. This main idea ezteibeed by using
compression and decompression of the address list at the infected Aaltailed study of the benefit of
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reduced size against the cost of increased complexity needs to bel carri® determine the optimum size
of the infection packets.

This high speed of infection shows that no human couter-measure catihetaorm in time, and even
automatic mitigation techniques with time delays over 400 milliseconds are not dfficistopping that
worm once it starts spreading. The only hope of countering such ark &téx stop this kind of worm in
the scanning phase before it starts to spread.

Several areas need more careful consideration:

e The effect of having a more realistic topology representing the Internet.

e The effect of containment strategies attempting to delay or stop the wormdspre

The effect of background traffic.

Studying real worm outbreak cases and comparing the effect of hakgash worm instead in those
cases.
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