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We describe an approach and our experiences in applying federated simulation techniques to create
large—scale parallel simulations of computer networks. Using the federated approach, the topology
and the protocol stack of the simulated network is partitioned into a number of sub—models, and
a simulation process is instantiated for each one. Runtime infrastructure software provides ser-
vices for interprocess communication and synchronization (time management). We first describe
issues that arise in homogeneous federations where a sequential simulator is federated with itself
to realize a parallel implementation. We then describe additional issues that must be addressed
in heterogeneous federations composed of different network simulation packages, and describe a
dynamic simulation backplane mechanism that facilitates interoperability among different net-
work simulators. Specifically, the dynamic simulation backplane provides a means of addressing
key issues that arise in federating different network simulators: differing packet representations,
incomplete implementations of network protocol models, and differing levels of detail among the
simulation processes. We discuss two different methods for using the backplane for interactions
between heterogeneous simulators: the cross—protocol stack method and the split—protocol stack
method. Finally, results from an experimental study are presented for both the homogeneous
and heterogeneous cases that provide evidence of the scalability of our federated approach on
two moderately sized computing clusters. Two different homogeneous implementations are de-
scribed: Parallel/Distributed ns (pdns) and the Georgia Tech Network Simulator(GTNetS).
Results of a heterogeneous implementation federating ns with GloMoSim are described. This re-
search demonstrates that federated simulations are a viable approach to realizing efficient parallel
network simulation tools.
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1. INTRODUCTION

Simulation is, and will remain, the method of choice for maaynputer network analy-
sis problems. Although mathematical modeling and analgsiseful in many situations,
the complexity of modern networks combined with the in&pilo apply simplifying as-
sumptions in many situations (e.g. it is well-known that ktanan traffic assumptions
are often inappropriate and can lead to misleading redirtig)the applicability of purely
mathematical methods. Even when such mathematical metlaodse used, simulation is
often used to validate the models. An extensive list of netimg research that has used
simulation methods is presented in [Bajaj et al. 1998]

The modeling and performance analysis of computer netwsparticularly well suited
for discrete event simulatidechniques. The flow of data packets through the network can
be modeled as a sequence of events occurring at discretes poime. A packet leaves
one end of a communications link at tirfig and will later arrive at the other end of that
link at timeT" + At. Similarly, when a packet arrives at a queue connected taigyud
link, the arrival event can be modeled by a discrete actidimet 7'¢, and the departure
event can be modeled at another tifi¢+ Atg. Finally, protocol endpoints can respond
to the receipt of a data packet and produce an approprigtenss packet to be forwarded
to the other endpoint. Each of these actions can easily beladd

Discrete event simulators[Fishman 1978; Pooch 1993; BafiR§] simulate the behav-
ior of the real world system being investigated by maintagré model of the progression
of time through the system. This representation of realavimie is calledsimulation time
The simulator then models the overall behavior of the sydteikeeping an ordered set of
timestamped events waiting to be processed. The timesthamp@vent is the simulation
time at which this event will occur. The set of future evest&épt in order of increasing
timestamp. At the simplest level, a discrete event simuleam simply examine the ear-
liest unprocessed future event, advance the simulatios tinthe timestamp value of that
event, and process the event. Processing an event mayireshiinging the state of one
or more objects, creation of one or more new future eventiyeocancellation of pending
future events. The simulation is complete when there aremaining unprocessed events
or when a certain predetermined simulation time has beaeeh

The construction of a discrete event simulator to model amdar network is relatively
well-understood. One needs a method of describing the dggadf the network to be
modeled, a method for describing the behavior of the netwgkents, a simulation en-
gine that manages and processes the pending events queéaanathod for observing the
behavior of those elements. However, when constructinghalator in this fashion one
quickly runs into difficulties.

(1) The simulation of any reasonable size network (of moaa hfew hundred high speed
network elements and a moderate traffic load) can take @xeesaounts of CPU time
to execute. Consider the simulation of a single link modghm OC48 circuit (2.4
giga-bits per second). Assuming an average packet sizeQff Btes, such a circuit
would generate up to 600,000 simulation events for evergrsdof simulation time.
If we were modeling one thousand such links, such a simulatiould require more
than an hour to simulate one second of the operation of tiveonkeion contemporary
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A Federated Approach to Distributed Network Simulation . 3

simulators such asexecuting on a modern workstation. It would take severasday
simulate just one minute of operation of this network.

(2) The memory utilized by a network simulation will grow atist linearly with the size
of the network. For some tools, it can grow quadraticallywtite number of network
elements being modeled, due to the requirement for rouinig$ in each routing node
of the simulated network. Even on a simulation system withdamounts of physical
memory (up to 2GBytes for example), the maximum size of thevoek that can be
represented is on the order of a few thousand nodes for arapotary simulator such
asns. For many problems, such as modeling the behavior of cdssriat routers
processing large numbers of simultaneous flows, much langelels are needed.

Distributing the execution of the simulation over multipi®cessors offers one solution
to alleviating these problems. The amount of memory thabeautilized increases linearly
with the number of processors, enabling larger models tepeesented. The computing
speed of the simulator, e.g., as measured by the number afagon events that can be
processed per second of wallclock time, can in principle aisrease linearly, allowing
more network flows to be simulated in a given amount of time.

The traditional approach to realizing a parallel networkdator is to create a new
system “from scratch.” This approach is exemplified by tomish as TeD[Perumalla
et al. 1998], SSFNet[Cowie et al. 2002], GloMoSim[Zeng efl8PB8], TaskKit[Xiao et al.
1999], and ROSSNet[Carothers et al. 2000], among otherdeWtis approach offers the
advantage that the software can be tailored for paralledwei@, a major drawback with
this approach is the time required to create the tool. Intaddio developing the sim-
ulation engine, network models, and other associated,tadsbstantial verification and
validation effort is required. Creation of a new parallefvngrk simulator in this way may
require several man-years of effort. Further, from a ugeispective, once one has com-
mitted to using a specific simulation tool, one is limited tbatever models and features
are provided or can be easily added to that tool.

This paper is concerned with an alternate approach to paredtwork simulation that
focuses on reusing existing simulation models and softwaneetwork model is decom-
posed into a set of sub-models, and existing simulatiorstag used to instantiate each
submodel. The models are then integrated, or federated testhniques described later in
this paper. This federated approach offers a means of Igiveythe substantial investment
that has already been, and continues to be made in devels@ipgntial simulation tools.
Further, by integrating models frodifferentnetwork simulators, one is offered the possi-
bility of exploiting the models provided by a different tabthey are not readily available
in the tool one has already committed to using. A key chakengitilizing the federated
simulation approach is to realize a high performance implatiation. A principal result
of the research described here is to provide evidence tHatdeed simulations can indeed
provide a viable means to realizing efficient, scalable lfgnaetwork simulators.

The concept of federated simulations in not new. The SIMNEJjget [Miller and
Thorpe 1995] and subsequent efforts such as the Distridotechctive Simulation (DIS)
protocols [Hofer and Loper 1995], Aggregate Level SimwliatiProtocol (ALSP) [Wilson
and Weatherly 1994], and the High Level Architecture [Kutdle 1999] have successfully
applied this concept to military simulation applicatio&srly work in the parallel simula-
tion community used this technique to create parallel quepnetwork simulations[Nicol
and Heidelberger 1996]. The work described here diffennftioese efforts in its empha-
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sis on network simulation, which differs from these otheplagations in several respects.
First, decomposition of the model may not fall along phyisas#ity (e.g., tank, ship, or
gueue) boundaries, since one may wish to federate simslatodeling the same hard-
ware elements, but different levels of the protocol stackgkample, one simulator might
model the physical layer, while another models network aadsport layers. Network
standards may be exploited to define interfaces among tleedtss. Second, issues con-
cerning knowledge of global state information must be ne=al For example, individual
network simulators may assume knowledge of the entire métwapology in order to
compute routes, an assumption that may no longer satisfedeiderated execution.

The remainder of this paper is organized as follows. Se@idiscusses the basic ser-
vices needed by the federated simulation environmentydiicy time management and
message exchange. Section 3 addresses the casenoigeneoufederated simulations
where a sequential simulator is federated with itself tatera distributed implementation.
This section describes issues that must be addressed irefinéidn of the submodels
and describes some solutions. Section 4 describes the rensral problem ohetero-
geneoudederations composed of different network simulators. @jeamic simulation
backplaneapproach for heterogeneous network simulations is desgttio address these
issues. Section 5 describes some experimental resulisativeg the performance of our
federated simulators on a moderate sized computing cléstally, Section 6summarizes
the results of this work and suggests future directions sfaech.

2. DISTRIBUTED SIMULATION SERVICES

Any distributed simulation needs a basic set of servicesdoage the overall advance-
ment of simulation time and to exchange information amoegé¢lderates. Here, we adopt
the terminology utilized by the High Level Architecture. & Histributed simulation con-
sists of a collection of autonomous simulators, or federdteat are interconnected using
runtime infrastructure (RTI) software. The RTI implemergtevant services required by
the federated simulation environment. The most importantises for the purposes of
this discussion fall into two basic categoriféme Managemerdnd Data Distribution
The time management services insure that the simulatiomitirrach of the simulator in-
stances stays synchronized with the others, and the datiédlii®n services allow for the
transitioning of event messages from one simulator to amotbach of these is described
in more detail below. Our implementations use the servicegiged by the Georgia Tech
Federated Simulations Development[Kiijimoto et al. 2001].

2.1 Time Management

There are two well known ways to deal with the requirementifoe synchronization in
parallel and distributed simulation.

Using optimisticsynchronizationsimulators will process events even witlynarantee
that they will be processed in timestamp order. If an eveptrigessed out of order (an
event with a smaller timestamp is later received from anogiraulator), the simulator
must provide some way tandothe effect of the out—of—order event, and return the state of
the simulator to that which existed prior to processing thené This is called #ollback,
and is the subject of a substantial body of research.

A second approach is callednservativesynchronization. In this method, the simula-
tors must have some method to determine when evensadst® process. An event is safe
when it can be determined that no event will be later recewigll an earlier timestamp.
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A Federated Approach to Distributed Network Simulation . 5

In this section we discuss the issues concerning consegvatthods, including time syn-
chronization algorithms and protocols. A principal adea# of the conservative method
is that once an event has been processed, there is no pibsHilail it will later be found to
have been processed in an incorrect order. A disadvantapésahethod is the necessity
for an efficient method to determine when events are safeh Biaculator must, before
processing any event, determine a lower bound on the timgsté any message that will
be received in the future. This lower bound is referred tdadawer bound on timestamp
(LBTS. Once the_BTSvalue is calculated, each simulator can safely process emgipg
event with a timestamp less than or equal toltB Svalue. Conservative synchroniza-
tion is the preferred approach for federated simulatiorabse there is not need to add
rollback to the simulators participating in the simulati@onservative synchronization is
used exclusively in the work described here.

2.1.1 Conservative Time Management Metho@e of the first methods for deter-
mining theLBTSvalue in a PDES environment was developed independentiyiayndy
and Misra[Chandy and Misra 1979] and Bryant[Bryant 197 HisTmethod, known at the
Null Messagerotocol, allows each simulator to make a local decisiomaréigpg theLBTS
and thus each simulator can independently and asynchrigrimtsrmine the range of safe
events. However, this method is prone to generating a largeoer of null messages, and
can be inefficient.

An alternative approach is to utilize a global synchroriato computd_BTSvalues.
Mattern [Mattern 1993] proposes a method to complB& Svalues using a distributed
shapshot computation to determine the minimum timestampged consistent cut of the
computation. With Mattern’s method, each simulator mairgta counter of the number
of messages sent, minus the number of messages receivedtsiniast BTScomputa-
tion. The processes periodically enter a barrier, wherg taport their local minimum
timestamp, as well as the message counter. When all simsiladoe arrived at the barrier,
if the sum of all the counters is zero, then all messages santtp the barrier have been
received and accounted for in the global minimum computatiche counters do not sum
to zero, this is an indication of the existence of transieassages. If this occurs, one can
simply enter the barrier repeatedly until the counters smaeto. This method is simple,
and requires little additional state in each simulator. Avavack is the potential for each
process to enter the barrier repeatedly.

Fujimoto [Fujimoto et al. 2000] uses a butterfly barrier [Bks 1986] combined with
the running sum message counters proposed by Mattern. Tétlsooh does not require
all LPs to enter the barrier repeatedly. Instead, LPs tlegive a transient message start
an update messagtrough the butterfly, indicating a new message count. Thathod
performs well when there are not excessive numbers of #ahsiessages. This method
is used in the experiments described later.

2.1.2 The Time Management APThe Federated Simulations Development Kit (FDK)
software used here implements the time management sedefiesd in the HLA. Specif-
ically, time advancement is achieved using a sinfpégjuesaind Grant methodology. In
its simplest form, the API requires the simulation eventcpssing loop to request per-
mission from the time management services before proaeasiy simulation event. This
service, known aBlext Event Request or NER determines the timestamp of the earli-
est safe event, insures that all events with earlier tinnggseare delivered to the simulator,
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and notifies the simulator of the safe time. Pseudocode farmgke main loop is shown
belowt.

whi l e (not done)
Request edTinme = | NFI NI TE_TI ME
if (Event List Not Enpty ) then
Request edTime = (Ti mestanp of earliest event)
end if
Grant edTi ne = Next Event Request ( Request edTi ne)
if (Event List Not Enpty ) then
if (Timestanp of earliest event <= Ganted Tine) then
/1l Ok to process
(Renove event from Event List)
(Process Event)
end if
end if
end | oop;

The pseudocode demonstrates the simplicity ofdnet Event Request service. The
simulation main loop simply calls thgext Event Request function before processing
any event. TheNER function determines the timestamp of the smalkede event and
notifies the simulator with &rantedtime. If the earliest pending event has a timestamp
less than or equal to the granted time, the event can safglydmessed. In addition to
determining the grant time, theER function also insures that any pending events from
other simulators with timestamps less than or equal to thetgd time are delivered to this
simulator. This pseudocode also illustrates the fact that federated simulation environ-
ment, an empty event list does not indicate the simulati@chanpleted. A simulator with
an empty event list may in fact receive more events from aghwulators, even though it
presently has no pending events.

2.2 Data Distribution

Data distribution is concerned with distributing simutetievents among producers and
consumers during the execution of the federated simulafederated simulations differ
from classical parallel simulators in that producers ofigator events cannot know a pri-
ori the consumers of their events. Simple mechanisms sushexsfying the destination
process for an event that are commonly used in classicdlg@asianulators cannot be used,
because the destination may reside in a different simutederate). This problem is often
solved by defining publication/subscription communicatservices; the HLA uses such
an approach, for example. Subscribers specify interesessns to indicate object or
interaction class data they wish to consume, while puhbigshse other services to declare
the type of information they can produce. The RTI softwaentensures messages are
routed to the appropriate destinations.

Wired network simulations such as those described eadietain much structure that
enables one to utilize a much simpler approach to data llision than general publica-
tion/subscription mechanisms. Specifically communicalioks define which simulators

IThe actual code is a bit more complex than what is shown heeetaithe use of a callback function indicating
the granted time.
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Conceptual Model
A C Model Repository
B
S —— Mapping | - _»
Specification
Simulator A Simulator B Simulator C
ns ns GloMoSim
Interface Interface Interface

Runtime Infrastructure

Fig. 1. Conceptual Overview

need to communicate with which others. As discussed momintn abstraction called
a remote link is defined to enable federates to refer to abj@tthis case links) that rep-
resent connections to nodes that are simulated on anottenafe.

3. HOMOGENEOUS FEDERATIONS: DEFINING NETWORK SUB-MODELS

The federated approach to large—scale network simulatioasiés on running the overall
simulations on a clusters of workstations with no state ingabetween the simulators.
Each simulator will be given a network topology and data fldwracteristics which de-
scribe only a portion of the network being simulated. Oneaatizge of this approach is
that a given simulator need not use local processor mematgdoribe network elements
which are managed by other simulators, and thus larger mkiwodels can be simulated.
Additionally, models that have already been developed earomposed into larger mod-
els with minimal impact on the model designer. A conceptualeiew of this approach is
shown in figure 1.

Here, we assume the network being simulated is partitiof@tghysical component
and/or along protocol layer boundaries. This means the hioda node (e.g., an end host
or router), or a protocol layer for a node (e.g., the TCP imm@atation within an end node)
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Simulator A Simulator B

@

TCP Source 0 TCP Sink C
TCP Source 1 TCP Sink 2
TCP Source 2 TCP Sink 1
TCP Source 3 TCP Sink ¢

Fig. 2. Simple Network Model

lies entirely within a single simulator (or federate). Ramhing the simulator in this way
enables one to exploit network standards to define the adesfbetween simulators. The
problem of partitioning along other boundaries is an aredufture research.

In this section, we first outline issues that must be adddes$en federating a sequen-
tial network simulator with itself to create a distributeetwork simulation package and
propose some solutions. We describe our experiences willfiag these solutions to the
popular network simulatongMcCanne and Floyd 1997][Riley et al. 1999], and similar
experiences with our newly develop&d NetS(Georgia Tech Network SimulajpRiley
2003].

Consider the simple network shown in figure 2 consisting af fnd hosts (HO — H3)
and four network routers (RO — R4), connected with physicahmunication links as
shown by the solid lines. The simple network model also haslfmical data flow connec-
tions consisting of four “TCP Source” to “TCP Sink” pairs,s&®wn in the figure. Further
consider that the network modeler has decided to run the letenmodel in parallel on two
systems, simulatod and B, splitting the model into sub-models as shown by the dashed
line. From the point of view of the modeler, there are thresdproblems which must be
addressed and solved, specifically:

(1) Defining physical connectivity between sub—models

(2) Defining logical connectivity between sub—models.
(3) Defining routing between sub—models.

Each of these is addressed separately in the following stibas.

3.1 Defining Physical Connectivity

If the network in figure 2 were simulated on a single workstatising a serial simulator,
the description of the overall network topology is quiteihtforward. Using the seman-
tics of the network simulator being used, the modeler woirtthy define the simulation

elements representing each of the eight nodes, and them dieéiphysical links by refer-
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A Federated Approach to Distributed Network Simulation . 9

encing those nodes as the endpoints of the links. The atulidefine a network topology
of nodes and interconnecting links is of course a fundanheaqairement of any network
simulator.

But now consider splitting the model into submoddlsind B (as shown in the figure)
and running those in parallel, by composing two network $ittaus A and B. We assume
that only those nodes that will be managed by simuldtaiill be defined on that simulator,
in order to keep the memory requirements for each system ab ampossible. Thus it
is obvious that it becomes problematic to define a simple ipalyBnk, such as the link
from RO to R2 in figure 2. By our assumption above, simulatbmwill not have a node
entity for nodeR2 and would not be able to define that endpoint for the physickl IA
similar problem would exist in sub-mod#&! trying to describe the physical link from R2
to RO and the link from R2 to R1. The basic problem is that a ndtwimulation package
designed to be run in serial on a single system will assumexisence of a variable
or object representing each and every network element meodgled, and assume those
objects can be referenced by name. When decomposing a mddelistinct sub—models,
only those network elements which are within the same suleiman refer to each other
by variable name.

A naming convention is required to specify network elemditsthis case physical
links) that are external to the portion of the network modddg the local simulator. Our
solution to this problem is to borrow some well known abgioars from the networking
community, namely that of a? Addressand aNetwork Mask The syntax of the topology
specification in a network simulator can be extended to atlsvspecification of these
values for any link endpoint. In the case where a link corméxta node declared in a
different sub-model, then only the local endpoint of thé Ireed be specified. We refer
to this as aRemote Linkor rlink. At runtime, the physical connectivity of thdinks
can be determined by matching the network portion oflthé\ddress Any two rlinks
with matching network addresses are assumed at runtimedorbvected, and any packet
transmitted from one end of the link will be delivered to thker endpoint, using the data
distribution services discussed earlier. Bptinsand GTNetSsupport the definition of a
remote linkwith associated alP Address

3.2 Defining Logical Connectivity

In our model of figure 2, we also are modeling four logical dkt& connections consisting
of pairs of sources and sinks. A network simulator mightvalfor the declaration of an
entity which generates data (such®SPSourceln our example), the declaration of a
receiving end of the data flow (suchBSPSinkdn our example), and some way to specify
that the two ends have logical connectivity.

Again assuming that we want to decompose the model into satlelm as in the pre-
vious section, we are faced with a similar problem. We agaBume that a submodel
will only define and manage data flow endpoints for those ntlilgsare managed by the
local simulator. Simulatod will be unable to identify the remote endpoiR€EPSinkOof
data sourc&d CPSourceGince TCPSinkOis defined on a different simulator. Since the
basic design of simulators such msrequires an object representing both endpoints of a
connection, we must design an alternate method to idemifiote endpoints.

To solve this problem, we again borrow well known abstraxgifrom the networking
community, using ahP Addressand aPort number Our solution allows the specification
of anlIP Addresdor a physical link endpoint (as previously mentioned), afsib allowing
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binding of a logical connection endpoint to a port numbequeiwithin a node. Then a
logical data connection can be specified by givinglfhéddressand port number of the
remote endpoint (which could be defined and managed on a eesimotilator). The basic
design of theGTNetSsimulator inherently solves this problem, as connectioasaéways
specified using atP Addressand port number.

3.3 Defining Routing Information

The problem of how to determine correct routing paths betvged-models in less obvious
than those of the previous sections. Again referring to tloeleh of figure 2, consider
what the simulator must do when simulating the arrival of ekgaat router RO, with the
ultimate destination of end host H2. In a single system satiuh the correct route (the
link on which to forward simulated packets for each posdilgistination) can be computed
a priori using global knowledge of the topology. In our exdmpouter RO would have
predetermined that any packet being routed to end host H2 lmeuferwarded on the link
connected to R2. With global knowledge of the network toggldhis is a simple and
straightforward computation (although it can be time conmisig for large topologies).

Once we decide to decompose the model into sub-models A argdifBthe previous
sections, we are faced with a problem. Without global nekvwopology information, sub-
model A does not have sufficient information to make a routiegision at routers RO and
R1. Router RO has two remote links in our example, only onelatkvis the correct link to
forward packets addressed to end host H2, but it has in®rffigiformation to determine
which one is correct.

We have considered four possible solutions for this probl&tre first and simplest is
to put the burden on the modeler to define the appropriatesouthe model topology
specification can be enhanced to specify a list of rertfoeddressefor each remote link.
Anytime a packet is to be forwarded on a simulated node withiph& remote links, the
correct route can be determined from the list of specifiedesmuThis method currently
used in botlpdnsandGTNetS This solution works as long as the appropriate route will
not change over the course of the simulation. Such routiaggés could occur due to the
simulation of link failures or node failures in the model.

A second solution involves the use Ghost NodesWith this approach, the entire net-
work topology is instantiated on every simulator, leadioghe global state required to
compute routing paths. However, only those nodes mappesdio €mulator are instan-
tiated with the complete state and functionality needed ¢a@ha network node. Those
nodes mapped to other simulators are represented withedduate placeholders, known
asGhoststhat simply indicate the existence of the node and a list@hiode’s neighbors.
The basic design of th&TNetSsimulator supports this approach, but it is not presently
implemented.

A third solution is to start with a single model that specifies entire network topology.
With global network knowledge, the correct routes betweedes (even routes between
simulators), can be determined automatically by the sitoulaithout effort on the part
of the modeler. However, this method requires the entireltay to be defined and pro-
cessed on each simulator, which is inefficient with respeateémory usage. One approach
is the use of a topology preprocessor, which will be givenmamete picture of the sim-
ulated network and will compute the needed routing infoiomat The preprocessor will
then create the submodels (based on either a mapping givérebyiodeler or by some
other optimization), and pass the submodels to the sinmsldtath the routing informa-
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tion included). This solution still lacks the ability to gatan simulation time to changing
network topologies.

A fourth solution is the have the simulator run some exisng well known routing
protocols while the simulation is running. Simulated natvweodes will start with routing
tables generated a priori (with one of the two previous apgines), and will exchange
dynamic routing information in the simulation (using foraemple theBorder Gateway
Protocol BGHRekhter and Li 1995]) to adapt to any changes in networklmpo This is
the approach used by tIBSFNdCowie et al. 2002] simulator.

4. HETEROGENEOUS FEDERATIONS: THE DYNAMIC SIMULATION BACK-
PLANE

In this section, we turn our attention to the problem of howdastruct a larger simulation
from smaller components, with the assumption that thesepooents may be designed
and written indifferentsimulation packages.

It is clear that the issues raised in the previous sectidiragiply to the heterogeneous
case, however, several additional issues must also bessgdrenteroperability issues can
be broadly classified into three categories:

—RepresentationDifferent simulators may represent the same elements ahtidel in
different ways. For example, consider two end nodes usiagli®bP protocol that are
modeled in different simulation packages. One may reptestiresses using a simple
integer, while the other might utilize IP addresses.

—Incomplete implementatiorSimulators often do not implement all aspects of the net-
work protocol because certain features were not requiredtdantended uses. This
can lead to problems when they are used in federations. longhe, an end node mod-
eled by GloMoSim expects that checksums have been commutddliscards simulated
packets that do not contain properly computed checksunesaldn the other hands
does not compute checksums,rsgenerated packets will be discarded at end nodes
modeled by GloMoSim.

—Level of detail Different simulators may model aspects of the network dedéht levels
of abstraction, leading to obvious problems. A simple exianigpone simulator may
model individual packets, while another may model traingaufkets in order to improve
execution efficiency. Here, we focus on packet-level sinougathat assume the packet
is the atomic unit of data that is simulated.

We introduce the Dynamic Simulation Backplane, which agskes these and related
issues. Distributed network simulations exchange infdionausing event messages that
typically model the data packets flowing between the sinedlatements. Representational
issues are addressed by providing a common event messsgjagpinterface between
distributed simulations. The backplane creates a formmatdftwork event messages, which
is defined dynamically by the backplane using registratadis provided by the simulators.
By using the backplane, a simulation engine can exchangaingfal event messages
with other simulators, even when they do not share a commentenessage format. The
backplane also supports baggage data, which occurs whema gjimulator must retain
protocol information of interest only to anther simulatdihe address issues concerning
incomplete protocol implementations, the backplane defineommon API for simulators
to describe which network protocols are supported and wtiath elements within each
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System 1 System 2 System 3
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The Dynamic Simulation Backplan|

The RTIKIT Librlary

Fig. 3. Dynamic Simulation Backplane Architecture

protocol are required or available by that simulator. A @nssis protocol is used to come
to an agreement among the simulators concerning what mistadll be modeled, and to
check for incompatibilities . The consensus protocol aladiglly addressed issues that
arise when combining simulators modeling the network deddht levels of detail.

The backplane has been released to the simulation commanityhas been used to
implement a heterogeneous emulation environment U@ Netand pdngZhou et al.
2003]. Additionally, the backplane was used to simulate ktary scenario using both
GloMoSinjZeng et al. 1998] angdngPerumalla et al. 2002].

Figure 3 shows the overall architecture of a distributedutation using the Dynamic
Simulation Backplane. The figure shows a distributed sitiariarunning on three sys-
tems. Each simulator sends and receives event messageshiednackplane imative
format, using the internal representation for events thatspecific to that simulator’s
implementation. The backplane converts the event messagesommon, dynamic for-
mat and forwards the events to other simulators. The forrh#teodynamic messages
is determined at runtime, on a message—by—message basishatkplane uses the ser-
vices provided by thé&ederated Simulations Development Klirary, discussed earlier.
TheFDK assists the backplane by providing the message distribatid simulation time
management services required by all distributed simuiatid he backplane itself provides
services specific to the support for heterogeneous siruakati

The backplane services fall into three basic categories:

(1) Protocol/ltem Registration Services
(2) Consensus Computation, and
(3) Message Importing/Exporting Services.

Each of these is described next.
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4.1 Protocol and Item Registration Services

Within the networking community, there are well known andlely adopted standards for
exchanging data packets between end systemsReheest For CommentRFC'’s) pub-
lished by the Internet Engineering Task Force (IETF) deflearty a number of protocols
and required data items to be exchanged by those protoanlexBmple, RFC791[13] de-
fines the widely used Internet Protocol (IP) and specifiesed 06 14 individual data items
within the protocol. These standards are used as the stgmimt for our registration ser-
vices. Each simulator will register with the backplane thetgcols that are supported,
and the data items within those protocols. A unique ASClIhgtidentifies each protocol
within the backplane. An ASCII string unique within the pyobl defines each data item.
We emphasize however that the published standards areysingpdrting point, and in no
way are all-inclusive. With the backplane, simulators aagister any data item for a pro-
tocol, as long as the ASCII name is unique within the proto8ohulators can also ignore
items within a published protocol if the particular item msmeaning or use within that
simulator. Additionally, simulators can register complgtnew protocols for which there
is no standard.

As protocols and data items are registered, each simulatet specify whether each is
requiredor optional A required protocol is one for which all simulators pampiiing in the
distributed simulation must provide support, or the disttéd simulation cannot continue.
An example of a required protocol might be the Internet Rioktolf IP were specified as
required by any simulator, then all other simulators mus apecify support for IP or the
distributed simulation cannot continue. Data items withiprotocol also are specified as
required or optional. While all simulators might suppor i protocol, they may have
differing levels of detail represented. For example, thadite Checksum data item may be
modeled in one simulator, but may have no meaning in anadtttee simulator supporting
the header checksum field has some way to determine a redsaledhult value, then
that item should be specified as optional. Other items wiRimight be required items,
such as the Destination Address. When registering datajtdma simulators also specify
whether or not the data item neduge-swappin@r not. The backplane will later use this
information to insure that all data items exchanged withrpessin a common byte ordering
format. Lastly, simulators specify whether individual aldtems should be considered
baggagewhen they are exported to simulators with no correspondiegs. Baggage
items are discussed in detail later.

When registering protocols, each simulator specifies theess of a callback function,
called theExportQueryCallbackwhich the backplane later uses to determine if that proto-
col is to be exported for a given event message. During thstragon process, simulators
will register all protocols that have some meaning to thatusator. However, any given
event message may notin fact have information for all regest protocols. For example, a
given simulator may support the HTTP protocol, but a giveenévnessage may have only
TCP/IP information meaningful. By using thiexportQueryCallbackthe simulator can
inform the backplane, on a message—by—message basis, @ftitah registered protocols
are meaningful, and thus keep the size of the dynamic evessages to a minimum for
each message. The dynamic determination of the messagatfisrdescribed later.

When registering protocol data items, the simulator specitie address of three call-
back functions, called therotocolltemExportallback,Protocolltemimportallback and
ltemDefaultcallback. TheProtocolltemExportallback is used by the backplane during
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a message export action to query the simulator for the covedge of the corresponding
data item. ThdProtocolltemImportallback is used by the backplane to inform the simu-
lator of the correct value for data items during a messag@itrgetion. ThdtemDefault
callback is used by the backplane to inform the simulatdrahabptional data item hamsot
been provided by a peer on a message import. In this casemh&tor can determine a
suitable default value. For each of the three callbacksyeesponding context pointer is
specified, which is returned to the simulator when the cakbare executed. The context
can be used to provide details specific to a given item, andallsingle callback function
to be used for many data items. Complete details concerhimgiessage exporting and
importing are given later.

We discuss the operation of the backplane in terms of prégaoud data items within
those protocols, since the target application for our mefeia the simulation of computer
networks. As previously mentioned, a protocol in this cahtaight be IP, and the data
items associated with this protocol might be Source AddrBsstination Address, etc.
However, from the point of view of the backplane, a protodniy refers to a collec-
tion of individual data items that can be referred to as arregaie by a single name.
If the target application were an air traffic control applica, a protocol could be "Air-
craft Characteristics”, and the individual data items nhigdh”"Maximum Cruising Speed”,
"Fuel Consumption Rate”, and items of that nature. For timaiader of this paper, we
will continue to use the simulation of computer networksteshiasis for discussion.

4.2 Consensus Computation

After all simulators have specified the protocols and data#needed, a global consensus
protocol is performed to find a minimal subset of requirethiée and a maximal set of
optional items. The purpose of the consensus protocol isotdio First, it insures that
all participating simulators support the required protecd&econdly, each protocol and
each item within the protocols is assigned a globally uniueocol Identifierandltem
Identifier, which all participating simulators are aware of. The idfezs are later used in
the creation of the dynamic message format during messametang, explained later.

To accomplish the global consensus, each simulator c&lgistrationCompletiinc-
tion after all protocols and data items have been registdieid function acts as a barrier,
which blocks until all simulators have called the functighsingle system is nominated
as theMastersystem. In our implementation, each simulator is assignedigue node
identifier in the rang® . . . (k — 1), wherek is the number of participating simulators, and
the master is then chosen as the system with node identifigai¢h system, other than the
master, reports the list of the registered protocols and ii@mns to the master. For each
reported protocol, the master first determines if some ctinenlator has already reported
the same protocol. If not, the master adds this protocoladish of known protocols. The
master also counts the number of simulators reporting angovetocol, and the number of
simulators that specify it as required. The same is donedta items within a protocol.

Once all simulators have reported all protocols and datasf¢he master has a complete
view of all reported protocols and items. The first step isaétednine that all participants
support the required protocols and data items. The varinosalies that can be detected
by the master during the registration phase are listed beliiiver agreement errors may
go undetected until the simulation is actually running aressages are exchanged.

(1) All required protocols are noted aquiredby all participants, and all required data
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items are noted as required by all participants. This isdiealicase, in that all simu-
lators agree on the required protocols and data items, daddilanged messages will
contain the required information.

(2) Atleast one protocol is registered by at least one ppéit asrequired but also reg-
istered by at least one participantggional This is less than ideal, but the simulation
can still continue. Those participants registering ogigotocols are not required to
report that the protocol exists during a message exporatipar but can accept and
represent that information as it is received from their pe€he simulation may detect
a failure at runtime, if an optional protocol is not includadcha message exported to a
peer that lists the protocol as required.

(3) An optional protocol has required data items, but thequal is not registered by at
least one participant. The simulation may continue, butraor enay be detected at
runtime. A required data item of an optional protocol medrs tf the protocol is
exported, then the required item must be included. A rungmer will occur if a
participant exports data items for this protocol, but doasexport the required data
item.

(4) A protocol is registered by at least one participanteggiired but the same protocol
is not registered by at least one other participant. In thigcthe overall simulation
cannot continue. A required protocol is unknown to at least participant, and thus
that participant cannot provide data items for the protocomessage exporting. The
master system will inform all participants of the error abd@ the simulation.

Once the master has determined the validity of the protocdligem registrations as
described above, each protocol is assigned a unique ptatdecaifier by simply number-
ing them starting from 0. Each item within each protocol isoahssigned an identifier,
again starting with 0 in each protocol. Once the master Byhigs assigned the identifiers,
the complete set of protocols and data items is returned fmeticipants, along with the
assigned identifiers. At this point, all participants agoneehe complete set of protocols
and data items, along with the unique integer identifierigass to each.

4.3 Message Importing/Exporting Services

Once the registration and global consensus phase of thelbaekexecution has com-
pleted, the simulation phase of each participant can bedime backplane provides a
mechanism for exchanging event messages between sinsul&@onsider the distributed
simulation shown in Figure 4. This simulation defines a nekwnodel to be simulated,
consisting of eight nodes and eight links as shown. The hstoaulation execution is
distributed on two systems, simulators A and B as shown. A gatket event message
will need to be transferred from simulator A to simulator Bemra simulated transmit data
packet event is generated at simulator A on link 1. The bacielill export this event
message, by converting it from an internal format specifisitoulator A, to a common
dynamic format that can be understood by all simulators.u&itor B will need to import
the event message when a simulated receive data packetigveogived on link 1. The
message import action is the conversion of the dynamic fomessage received from a
peer simulator to an internal representation specific tovargsimulator. Details on the
exporting and importing actions are given in the next sestio
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Fig. 4. Simple Distributed Simulation

4.3.1 Exporting Messageswhen a given simulator must transmit a data packet event
to a peer simulator, thExportMessagéunction of the backplane is called. This function
calls theProtocolExistsQuerfPEQ) callback for every protocol registered by that simula-
tor, to determine if this particular data packet event cioistdata items for each protocol.
This technique allows a simulator to register all prototoét are known to that simulator,
even if all protocols do not exist for all data packet evetitthe PEQcallback reports that
the protocol is present in the packet, the backplane notdsidynamic format message
that data items for this protocol are following. Then ftocolltemExportallback is
called for every item registered for that protocol, and thgorted value for each item is
noted in the dynamic format message. In response t@tbmcolltemExportallback, a
simulator can report that no value exists for a given itenowahg all possible items for
each protocol to be registered, even if they are not presatfitdata packets. As data items
are copied to the dynamic format message, they are bytepaslegs needed to a common
byte-ordering representation.

The PEQ callback is called only for those protocols registered by simulator call-
ing theExportMessagéunction. Recall that after the global consensus compriagach
simulator has a complete picture of all protocols and alhdi@ms registered by any par-
ticipant. Clearly, if some simulator has not registeredvegiprotocol, then that protocol
cannot exist in native format data packet events for thatkitar, and thus the protocol is
assumed to be absent.

4.3.2 Importing MessageswWhen a simulator has received a dynamic format data
packet event from a peer, the message must be converted dackinternal represen-
tation for that simulator in order to be meaningful. The dater calls thdmportMessage
function of the backplane to accomplish this conversioris Timction scans the dynamic
format message, and for each protocol included will deteenifi this simulator has reg-
istered the existence of the protocol. If the protocol hasheen registered, and if any
peer specified the baggage indicator for the protocol, thétems in the protocol become
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Fig. 5. Baggage Example

baggage (as described in the next section). If the protoasiregistered, then ti¥otoco-
lltemImportor ItemDefaultcallback is called for each registered iteRrotocolltemimport
is called for each data item included in the dynamic messagtitemDefaultis called for
each item not included in the dynamic message. For itemeptrasthe dynamic message
but not registered by the simulator, the item may become dgeg

After all of the callbacks for registered data items havenbssgled, the simulator receiv-
ing the dynamic message will have a complete picture, irvadtirmat, of the meaningful
content of the message that was exported by the peer, pludedanylted data items.

4.3.3 Baggage.Baggage data items are information that must be carriedjatath a
simulated data packet within a given simulator, but in famtéhno meaning for that simu-
lator. Consider the distributed simulation shown in Figbiré&or this example, we assume
that simulators 1 and 3 have the same level of detail for the p@tocol, but that simulator
2 has support for IP only and no notion of the TCP protocol. Noppose that the overall
simulation is to model the behavior of a TCP flow from node 1ade?2. It is clear that
when simulated packets arrive at node 2 in simulator 3, the pietocol information from
node 1 must be included for the simulation to function propétowever, since simulator
2 does not have an internal representation of TCP protaamlsit there must be some way
for simulator 2 to retain this information that was providadsimulator 1. When packets
flow from simulator 1 to simulator 2 (on link 1), the backplamié# convert the data packets
to the dynamic format, using all of the registered data itéims simulator 1 (which will
include both TCP and IP information). When simulator 2 reegithe dynamic message,
the backplane will convert the information back to an ineérepresentation known to sim-
ulator 2. Any data item (or protocol) that is included in thandmic message but is NOT
known to simulator 2 will be retained as baggage. In this tasdaggage will be all data
items from the TCP protocol supplied by simulator 1. The lzaggbuffer will be returned
to simulator 2 as an output of theportMessagéunction, and must be retained by simu-
lator 2 as part of the data packet. Simulator 2 does not nelee &ovare of the meaning of
any of the baggage, but rather must just carry the baggagg alith the packet as a bag
of bits.

The packet will be routed through the simulated network byusator 2, and eventually
be passed to simulator 3, via link 2. When exporting the datket via theExportMes-
sagefunction, the baggage buffer is provided to the backpland,al baggage items are
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Fig. 6. Exporting/Importing Example

included in the dynamic format message sent to simulatori3ethe data packet arrives
at simulator 3 (via link 2) it will contain all of the IP prototinformation provided by
simulator 2, plus the TCP protocol information provided bydator 1 that was carried as
baggage.

4.3.4 Importing/Exporting ExampleFigure 6 shows a simple example of message im-
porting and exporting. Simulator 1 has registered thretopats, TCP, IP, and MAC 802.3,
each with several data items as shown. TCP and MAC have bgetered as optional,
and IP has been registered as required. Simulator 2 hasenregisS'CP as optional and IP
as required, with three and four data items respectivelineas shown. The IP/Destination
item and the TCP/Sequence item have been registered asa@fyiboth simulators. All
other items are optional. At some point in the distributedigation, simulator 1 will cre-
ate a data packet transmission event that must be receiandhbiator 2. Simulator 1 calls
the ExportMessagéunction of the backplane, which creates a dynamic formasage as
follows. First, theProtocolExistsQuergallback is called for the TCP protocol. Assuming
that simulator 1 reports that TCP exists for this messagdRhtocolltemExportallbacks
are called for the Port, Sequence, and Flags items, andpbeted values are stored in the
dynamic message. The process is repeated for the IP and M#tGcpis, resulting in a
total of 7 data items being represented in the dynamic mesgagy value for which the
byte-swapping specification was included during regiitrés byte swapped to a common
byte ordering representation. The resulting dynamic ngesiathen transmitted to simu-
lator 2 by whatever system interconnect exists betweendhiicipants in the distributed
simulation.

When simulator 2 receives the dynamic message, it in turs tak ImportMessage
function of the backplane, which converts the dynamic ngssa a format internal to
simulator 2. It does this by using therotocolltemimportcallbacks that were speci-
fied for TCP/Sequence, TCP/Port, IP/Source, and IP/Dd&tmaand passing the values
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Protocols | Items per Protocol| Overhead per Iterp seconds
1 1 0.77

1 10 0.39

10 1 0.58

10 10 0.38

10 100 0.38

100 1 0.38

100 10 0.41

Table I. Micro—Benchmark Results

(byte swapped as necessary) reported for those fields byatond. Since no value for
TCP/Window, IP/TTL, or IP/Flags was specified by simulatoihizltemDefaultcallbacks
for each of those items is called, allowing simulator 2 tedetine a suitable default value.
Since simulator 2 has no representation for TCP/Flags or MBZ.3 (or any MAC layer),
the simulator will create baggage items for those if theyengpecified as baggage by
simulator 1 when registered. If the baggage flag was not pécthe items are simply
discarded.

One of the strengths of the backplane design is that it alkimsilators to interact at
differing levels of abstraction and still exchange meahihgvent messages. In the above
example, simulator 1 has less detail in TCP and IP than doeslaior 2, but has more
detail for the MAC layer. Simulators can interact and exgfeamessages (provided all
required protocols and items are present) through catmuatf reasonable defaults for
optional data items and abstracting away optional protiag@rs.

4.4 Backplane Overhead

In order to determine the CPU overhead associated with therérg of data items to the
dynamic message format and the importing of data items ft@mrdynamic message for-
mat, we created a simple microbenchmark. A small driver mmagusing the backplane
services was implemented, which measured the ovEsglbrtMessagand ImportMes-
sagetime, as a function of the total number of protocols and datas registered.

The results are shown in Table I. The amortized time per tergid item varies depend-
ing on the mix of protocols and items, but is on the order ofbal microsecond per item.
This benchmark was run on a 200Mhz Pentium Pro system ruruiingy.

In order to measure the overall overhead of the backplanepanallel/distributechs
software pdng was modified to use the backplane for event messages beihgeteieen
the instances of the ns simulators. A simple distributeditation consisting of three locall
area networks was constructed, and each of the LANs wasaskig a different processor.
Thepdnssimulators used the backplane to export and import messagegr simulators,
even though they share a common event message representdt@simulation modeled
FTP data flows between a pair of endpoints on different sitatdaand the simulation was
run for varying amounts of simulation time. For a comparipoint, the same simulation
was run on the unmodifiggdns without using the backplane.

The results are shown in Table Il. Given the small overheadsmed in the micro-
benchmark, the difference between tiseto nsrun using the backplane versus the same
run without the backplane should be negligible, which itisfact, the backplane version
runs slightly faster due to the fact that the backplane predsmaller event messages than
the standards The standardsuses rather large events, where the backplane exports and
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Simulation | CPU Time CPU Time
Seconds (Backplane) | (No Backplane)

10.0 1.7 Sec 1.7 Sec
100.0 14.5 Sec 15.0 Sec
1000.0 144.5 Sec 154.0 Sec

Table Il. Homogeneous Simulation Results

HTTP T~ et HTTP
/ Simulator i\
TCP TCP
BACKPLANE :
IP IP

\ | y
MAC /S|mulator K MAC

Fig. 7. Split Protocol Stack Method

sends to peers only the used portion of any given event messag

4.5 Splitting the Protocol Stack

The previous paragraphs discuss thess—protocol stacknethod of heterogeneous sim-
ulation. In that method, the protocol stack is homogeneadattsma single simulator. In
other words, packets are exchanged between simulatorsabtig lowest supported pro-
tocol stack layer. As packets move up or down the stack, tlvegya stay within a single
simulator.

An alternative method, and one providing potentially maegiBility, is thesplit—protocol
stackmethod. In this method, heterogeneous simulators exchewrerg messages across
layers of a single protocol stack. An example of this mettsoshiown in figure 7. Here,
simulator 1 processes event messages for the HTTP and TER lafythe protocol stack,
and then passes those partially processed messages tatsinfufor the lower layers of
the stack. When receiving messages, simulator 2 procdssksier layers (MAC and IP),
and then passes the message (using the backplane) to simufat further processing.

This method provides the flexibility to mix and match simigdatfunctionality in a way
that more closely suits the needs of the simulationist. @fs®, the two methods described
above can be combined, using the split protocol stack modele@ or more simulators;
connected using the across protocol stack method betwéen simulators. However,
this method introduces a severe limitation on the overaligumance of the distributed
simulation, namely the presence of a zero—lookahead messatjange.

4.5.0.1 Lookahead.In a conservatively synchronized, distributed discretnégimu-
lation, one of the primary factors affecting the performan€the simulation is the pres-
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ence (or absence) dokaheadetween the individual simulators. The lookahead between
a pair of simulators is defined as a lower bound on the amouwsihuflation time that ad-
vances as messages are exchanged between the simulatotgpital distributed network
simulation using the across protocol stack method, thematisrally some non-zero (and
potentially quite large) lookahead between any two sinouat Since messages are ex-
changed between simulators as packets are transmittedc@mmunication medium,
the transmission time and propagation delay create a igtaom—zero lookahead value.
Unfortunately, there is no corresponding natural delay essages are exchanged between
layers of a single protocol stack. Exchanging messagesgeetaimulators modeling dif-
ferent layers of the same protocol stack results in a zeokaloead exchange, with result-
ing poor performance.

Our solution to the zero—lookahead problem is to nomina&ddithe two simulators as
the master, which will represent both simulators in the alfglistributed simulation envi-
ronment. We chose the simulator modeling the lower layeth@protocol stack, but this
choice is somewhat arbitrary. We implemented a simple shanemory interface between
the master and slave simulators to allow a quick and effi@rahange of information be-
tween the two. The master will participate in all of the timarmagement computations
of the distributed simulation, and represent both simuaito this computation. The re-
mainder of this section discusses the shared—memoryactednd algorithms for time
management in this environment. In all of this discussitwe, masteris the simulator
modeling the lower layers of the protocol stack, andgleveis the simulator modeling
the upper layers. The processing model for this split pr@tenvironment is that, assum-
ing the zero—lookahead message passing between the madttiteaslave, there can be
no parallel event processing between the two. Either theéeanaan process an event, or
the slave can; but neither can process events simultaryewitbl the other (ignoring the
issues of simultaneous timestamp events). Since we afewsitltserial event processing
between the master and the slave, our approach is to minimézevaiting time between
the two. Additionally, we propose running the two processes dual CPU system, such
that one process can be processing events while the oth@nisigiting on permission to
process events.

The shared—memory interface consists of:

—Two uni—directional circular message passing queuesfamngassing messages from
the slave to the masteB2M), and a second for passing messages from the master to
the slaveM2S). Uni—directional circular queues are ideal for messagesipg in this
environment since they require no interlocking of sharedabdes or critical section
processing.

—NERCountAn integer counter specifying the number of times the slaa® fequested
permission to advance simulation time to a new value.

—TAGCountAn integer counter specifying the number of times the mdsisrgranted the
slave permission to advance simulation time to a new value.

—NERTImeA floating point value specifying the simulation time advanmequested by
the slave.

—TAGTimeA floating point value specifying the simulation time advamganted by the
master.

—SmallestM23\ floating point value specifying the smallest timestampeeh¢ sent by
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the master to the slave since the last time advance gran¢teldlie. This is initialized
to a value larger than any possible event in the system.

With the above shared variables, our model is that the slagepkrmission to process
events ifNERCountqualsTAGCount and the master has permission if it does not. We
describe the processing of events at the slave first sirethigisimpler of the two, followed
by the processing at the master.

4.5.0.2 Slave ProcessingWhen the slave has permission to process eveMiER{
CountequalsTAGCouny}, it simply advances it local simulation time ©AGTime and
processes any event with a timestamp less than or equal T&\tB&imevalue. In actuality,
with this model there in no possibility that an event withragistamp less thafAGTime
exists, since if there were it would have been processed oevéops iteration. All events
with timestamp equal tdAGTimeare processed (which may result in new events with
timestamp equal tdAGTimebeing exported and passed to the master viMBSqueue).
When all such events have been processed, the slave stergséstamp of the earliest
unprocessed event NERTime and advanceNERCounby one. At this point, the slave
has asked permission to advance tim&#RTime and permission to process events has
been passed to the master. The slave will spin, waiting\EiRCounto be equal tarAG-
Time indicating permission has been given back to the slavepeatethe process. While
spinning, the slave will monitor th12S queue, removing messages (and or course im-
porting to internal format using the backplane importingygees), and placing themin the
gueue of unprocessed events in timestamp order. The pmogedsthe event importing
while spinning gives some amount of parallelism betweemihster and slave processes.

4.5.0.3 Master ProcessingThe master spins waiting fNERCounnot equal toTAG-
Count indicating the slave has finished processing for this cyElee master must partic-
ipate in a global time management algorithm, such as thatigéed in [Perumalla and
Fujimoto 2001] to determine a lower bound on the timestangdlafnprocessed messages
(plus lookahead) in the entire system (not including theeslarocesses). This value is
called thelower bound on timestamh.BTS. To determine ahBTSvalue, all simulators
report the timestamp of their smallest unprocessed eveatgiobal consensus protocol,
which computes the global minimum. The value reported byntlaster to the consensus
protocol is determined as follows.

(1) Insure theS2Mqueue is empty. if it is not, remove all pending messages fiom
slave and place them in the queue of unprocessed eventsm@stimp order). There
is no possibility of a race condition here since at this pdi slave no longer has
permission to process events, and is simply spinning waitinpermission. Th&2M
gueue should normally be empty at this point, since the masteonitoring the queue
while it is waiting for permission to process events.

(2) Report the minimum of the master’s own smallest unpreeg®vent, th&lERTime

requested by the slave, a&imallestM2Swhich represents the smallest timestamp
sent by the master to the slave in the master's most rececégsimg cycle.

Once thdBTSvalue is known, the master can process all pending everidimiestamp
less than or equal to the minimum of th&TSvalue, NERTime and SmallestM2SIn
other words, thd.BTSvalue sets an upper bound on the simulation time advancement
of the master/slave pair, but the master/slave pair mustgsoevents serially between
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Fig. 8. Simulation Configuration with fouBloMoSinins pairs and $dnss

them. Processing of these events by the master may caudenseesages to be exported
and passed to the slave using i@Squeue. Each time an event is passed to the slave,
the SmallestM2Salue is set to the minimum of the curreéBimallestM2&alue and the
timestamp of the message being processed. When the mastprdwessed all eligible
events, theTAGTimevalue is set to the minimum of tieERTime SmallestM2Sand the
LBTSvalue. TheTAGCountvalue is then advanced by one, returning permission to the
slave.

The net effect of this shared memory approach and the attegigermission protocol
is that the local event queues of the master and slave pexagpear to the federation
as a single event queue. At any point in time, only the snta#feent of the two event
gueues can safely be processed, which mimics the behawiowthuld be obtained if the
two queues were merged to a single queue.

We experimented with the split protocol stack simulatiomg€&loMoSimandns The
protocol stack is split between TCP and IP layers, wisisimulating the upper portion
of the protocol stack an@GloMoSimsimulating the lower portion. EacBloMoSimnins
pair simulates a wireless network that contains a numbeirefess nodes. These wireless
networks are connected to each other through a backbonerketwhich is simulated by a
number ofpdnssimulators. Figure 8 shows a simulation configuration thaststs of four
GloMoSinins wireless networks and foygdnsbackbone networks. EadBloMoSimnins
pair connects to exactly orpelns and thepdnss are fully connected to each other. There
is FTP traffic between wireless nodes in a wireless netwaorlt,zdso FTP traffic between
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wireless networks that goes through thgnsbackbone.

We ran the simulation on a multi-processor shared-memosyery, and eaciGlo-
MoSim ns and pdnsprocess was running on a separate processor. One processor w
assigned to eachdnsbackbone network, and a pair of processors was assignecto ea
GloMoSininspair. The number of processors assigned was increasedyirsahe num-
ber of wireless networks being modeled was increased.

In the experiments we varied two parameters to measuratiedd complete the simula-
tion. The two parameters are, 1) number of wireless netwagksnumber ofsloMoSimins
pairs, which equals to the numberminssimulators in between, since eaGloMoSinins
pair connects to exactly orgng, and 2) the percentage of local traffic in the total FTP
workload. Note that the total traffic grows linearly with thember of wireless networks
modeled. For example, if the total traffic of 1 wireless netwos 1MB, then the total
traffic of 8 wireless networks is 8MB, including both the Ibtraffic in the same wireless
network and the traffic between wireless networks that goesugh the backbone. By
growing the traffic linearly with the number of wireless netks being simulated, and by
expanding the number of processors in the federation astine ime, a “perfect” speedup
ratio would be indicated by identical running times for eatthe simulations.

Figure 9 shows the performance when the number of wireledesnm each wireless
network is fixed at 200. The baseline case is one wirelessanktwhere 100 percent of
the traffic is local traffic. We can see that as the number oéleds networks increases,
the time it takes to complete the simulation does increasithie increase is reasonably
small. Generally speaking, larger local traffic percensdgad to better speedup. This is
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expected, since a large amount of local traffic increasestimeber of local events at a
given simulator that can be processed in a single lookah@atbw. At the other extreme,
even when only 10 or 30 percent of the traffic is local traffimning eight wireless net-
works plus eighpdnsbackbones still only takes about 2.5 times as the time towan t
wireless networks plus twpdnsbackbones.

5. FEDERATED SIMULATION EXPERIMENTAL RESULTS

To demonstrate the effectiveness of our federated appreacteveloped a scalable ver-
sion of theCampus Networtopology (shown in figure 10) developed by Nicol et. al[Nicol
2002]. In the figure, the ovals represent 4 individual 1008lgzal area networks with a
total of 42 clients. The four end hosts in network 1 are the $&Wers. For all experiments
discussed here, each of the 504 clients creates a TCP cammtxa randomly selected
server in an adjacent campus network, and sends a bulk datddr of 500,000 bytes. The
transfer starts at a random time between time 0.0 and 1.0sifidations terminate after
20 simulated seconds (all TCP flows have completed by th&)tirhe experiments were
run using botiGeorgia Tech Network Simulatandpdns

To measure the performance speedup of the federated appveoafirst created base-
line experiment, using a single processor and a sequential ol This experiment
consisted of four campus networks, for a total of 2152 nodd<2016 flows. The baseline
experiment was run using botldnsandGTNetSand the execution time of the simulations
(not including any initialization time) was recorded. Thea ran the federated simula-
tions, varying the number of CPU’s between 2 and 30. In therf®ed simulation, the
size of the topology and number of flows was scaled linearty wie number of CPU'’s
assigned to the federated simulation. In other words, theltgy for the 16 CPU case was
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16 times as large as the sequential case, and the overalbsiomperformed 16 times as
much work. Thespeedup factowas then calculated as follows. L&} be the execution
time of the sequential run, arld, be the execution time of the federated simulationton
processors (again not including any initialization or pefitne). The speedup facteér is

S =T,/Ty x k. Thus, if the 2 processor case runs exactly as fast the segjuzase, the
speedup factor is 2 representing perfect speedup (remerglieat twice as much work is
done). If the 2 processor case runs twice as long as the simjuese, then the speedup
factor is 1, indicating no advantage was gained by addinge¢tend CPU.

Another independent variable in the experiments wasabkaheadcbetween the feder-
ates. In this type of distributed simulation, the lookahisadower bound on the simulation
time delay for events initiated on one federate but procksseanother. It is well known
within the distributed simulation community that large kabead values usually lead to
good distributed simulation performance. In our federa@uipus network topology, the
lookahead value is dominated by the propagation delay dtmngateway links connecting
the individual campus networks in a ring. For our experirmense used lookahead values
of 1ms, 10ms, 50ms, 100ms, and 200ms.

All experiments were run on thigerrari Cluster at Georgia Tech. This cluster has 16
Linux workstations, running RedHat version 8.0, each wis6B8Mhz CPU’s and 2Gb of
main memory. The workstations are connected with a Gigabit Ethernet otand a
Foundry Biglron network switch. As mentioned previousl distributed the simulation
on a varying number of CPUs between 2 and 30. For the expetsnusing between 2
and 15 CPUs, we assigned each of the federates to a singbersysting only one of the
two CPUs in that system. For the experiments using 16 to 30CRé assigned two
federates to each systems, with the possibility of a sirgderfate on the last system when
the federate count is odd.

The measured speedup values for these experiments are Bhiigure 11 forGTNetS
and figure 12 fopdns The results show that the performance of the federatecappr
scales nearly linearly as the number of federates incre&seexample, both of the sim-
ulators show a speedup factor of approximately 15 on the 30 &&e. There are two
interesting things to note in these measurements. Firseismall performance dip when

20ne of the systems was being repaired when these experimerdgsconducted, so we only had 15 systems and
30 CPUs available at that time.
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increasing from 15 federates to 16 federates. As previauslytioned, beginning with 16
federates we assigned two federates per system, using btith GPUs in each system.
Smaller numbers of federates used only a single CPU in eatéray When using both of
the available CPUs in a system for the simulation, any opayat/stem overhead such as
timer interrupts or CPU scheduling algorithms, will ne@e#yg interfere with the progress
of the simulation and slow down the overall execution slightvhen using only one CPU
per system, the operating system overhead will usually begssed by the idle CPU and
not interfere with the simulation.

Secondly, the speedup factors appear to be largely indepéntithe lookahead values
in the range of 1ms to 200ms. In a properly designed conseswsimulation, one would
expect the number of asynchronduBTS computations to be approximately L x D,
wherelL is the lookahead value and is the duration of the simulation in simulated sec-
onds. Thus for our examples, recalling ttiats 20 seconds in our experiments, we would
expect approximately 100 LBTS computations for the 200rokatead case, and 20,000
LBTS computations for the 1ms case. Given the relativelylisoveerhead of thd.BTS
computations in these experiments (on the order of 100 s@o@nds per computation),
this at first glance seems reasonable. However, this doeoneéy the whole story.

Recall that to adjust the lookahead values as above, weteadjtlse propagation delay
on the gateway links connecting the campus networks in a riagrther recall that in
these experiments all TCP flows are from one campus to aneadjaampus in the ring.
Thus a secondary effect of reducing the lookahead valuersdace the round—trip—time
of the TCP flows being simulated. We observed that for the 20l@okahead case, the
simulated flows were completing in approximately 16 sinedegeconds, where in the 1ms
lookahead case all flows had completed by simulation time&rsi#s. However, the overall
work performed by the simulator (number of packet transimiss is the same in all cases.
Each flow still sends 500 packets of 1000 bytes each, but witiler round—trip—times,
the TCP connections are able to send them faster. Thus, lewegh the smaller lookahead
values result in moreBTScomputations and smaller lookahead windows, there are more
events available for processing in each lookahead windsultiag in more efficiency in
the smaller lookahead cases. This discussion shows thatararg simulator performance
is tricky. Even when the simulators are identical, and theuthtion scenarios are nearly
identical, there still can be subtle differences that affecformance in unanticipated ways.

For a final set of experiments, we used a slightly larger cammgcluster at Georgia
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Tech for some scalability experiments. Thedi Clusterthas 16 individual Linux systems
running RedHat 7.3. Each system has eight CPU’s and 4Gb of mamory. All systems
are connected via a Gigabit Ethernet interconnect. We useddme campus network
scenario as described above, this time with seven campusriet per federate for the
pdnsruns (as opposed to four campus nets per federate in theopsegkperiments). The
GTNetSexperiments used thirty campus networks per federateg sheGTNetSimple-
mentation uses a more memory efficient representation éosithulated topology and can
model a larger topology in a single federate. The number déf@tes (and CPU’s) was
varied from 1 to 128, and again the total workload of the satioh was increased linearly
as the number of federates increased. The speedup factesaleulated as above.

The speedup results fpdnsandGTNetSare shown in figure 13. This set of results are
for the 200ms lookahead case. Again, we see linear speedhptfgpdnsandGTNetSup
to a total of 128 federates. In fact, the speedup values &ddidi cluster are slightly better
than those measured on the smaller Ferrari cluster. Thisdgalthe faster CPU speed on
the Ferrari cluster, but with comparable interconnect ward. The faster CPU runs the
baseline experiment substantially faster, but the timeagament and event distribution
overhead (for the federated experiments) is nearly the same

Finally, figure 14 shows the scalability of the overall tapgy size achievable with our
federated approach. BopunsandGTNetSshow linear scalability in topology size, with
GTNetSsuccessfully simulating a topology of 1,936,800 nodes (eatly the same num-
ber of TCP flows) with the 120 CPU experiment. Tb@nsexperiment on 128 CPU's
achieved an overall topology size of 482,048 nodes.

6. SUMMARY AND CONCLUSIONS

Ideally, one might envision a simulation environment whene could pick and choose
components from different simulation packages and auticalBtconfigure them to create
models for large-scale networks that execute efficientlyaomide variety of platforms
ranging from Supercomputers to cluster computers to néeebworkstations. While we
do not claim to have created such an environment, this papanpts to describe some
of the challenges, a few solution approaches, and our equs in attempting to realize
such a capability.

Key issues that arise in homogeneous federations whergke simulator is federated
with itself include dealing with physical and logical intennections between simulators,
and addressing routing issues. Our experiences with tixdesidrated distributed network
simulations, PDNS and GTNets have been positive. Expetahegsults confirm the abil-
ity of the federated simulation approach to achieve largaily 2 million network nodes)
simulation topologies with linear efficiency up to 128 featess. We believe a central con-
clusion of this work is that self-federated network simigdas represent a viable approach
to parallel network simulation. Based on our prior expeceswith parallel network sim-
ulation tools that were developed “from scratch,” we bdigve federated approach can
yield comparable performance while offering substantthlamtages arising from model
and software reuse, provided a reasonably efficient sei@lisimulator is used. We note,
however, that our experiences with the self-federatedagmbr has not been uniformly
positive for all network simulators. Widespread use of glogtate severely limited our
exploitation of this technique to realize a parallel impéntation of the Opnet simulator
[Wu et al. 2001].
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To extend these results to heterogeneous federationsnitiatle different simulation
packages, a backplane approach was proposed, and two elppsda federating simula-
tors were realized based on different approaches to jauitiy the network model. Key
issues in extending these techniques to federate disasisiihulators include handling
issues concerning differing representations, incompiefgementation of protocols, and
federating simulators using different levels of abstattiWe have shown that the addi-
tional computation overhead to address the first two issaasbe reduced to negligible
levels. We note that while we were able to successfully fadedisparate simulators such
as GloMosim andhs a non-trivial amount of effort was required to identify aisdlate
problems. Although the problems, once identified, werelyasidressed, it is clear that
we are still far from achieving ‘plug 'n play” interoperaityi among network simulation
packages.
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