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Tutorial Outline

» Objectives & Introduction: C&A

» Information Security Certification &
Accreditation Foundations (as per NIST 800-
37) R ——

» C&A Process Flow
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Information Security Classification Cost
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Types of Information Security Breaches

Website defacement

Wireless network misuse

Unauthorized access to the organizations
inteflectual propertyiproprictary mformation

& 2005 FBI
Computer Crime Surve

Financial fraud
nane [skip to 18)

Network intrusion

DoS (Denial of Service)

Imsider abuse of compurter
(pirated software/music)

Laptop/Desktop/PDA thef
Pormography (adult)

Sabotage of data or network |

Port scans

Spyware

Yirus {including worms and trojans)
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ODbjectives of Security C&A

» To provide consistent, comparable &
repeatable assessments of Security Controls Iin
Information Systems

» To obtain better understanding of Agency-
related mission risks

» To obtain complete, reliable & trustworthy
iInformation that will facilitate security analyses

Security Accreditation is an official management
decision to authorize operation of an information
system and accept associated risks.
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Basic Values of Security C&A

» Acceptance of responsibility and accountability
by the program office for the operation of an
information system.

» Difference between Certification &
Accreditation ?

Risk Thresholds

1. Security Plan

Information 2. C&A Decision

Certification Accreditation

+ Evidence 3. Risk

Assessments

Agency Mission Category

. ... Note: An agency has the operations of a mission, functions, image and reputation. 6
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Security Certification

» Security Certification is a comprehensive
assessment of
Management (Related to Risks/Policies)
Operational (Related to People)
Technical (Related to hardware, software,
firmware)

Security Controls in an Information System,
to determine the extent to which controls are
Implemented: (a) correctly, (b) as intended,
and (c) produce desired outcomes.
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ODbjectives of Information Security

» Information Security Is the protection of an
Information System from

Unauthorized access

Result

Unauthorized use _ o
Confidentiality

Disclosure .
_ _ Integrity
Disruption o
o _ Availability
Modification
Destruction

Definition: An Information System is a discrete set of information resources organized expressly for
collection, processing, maintenance, use, sharing, dissemination and disposition of information.
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Output of C&A Process

» Security Plan

Risk Assessments

Contingency Plans

Incident Response Plans

Security Awareness & Training Plans
Information System Rules & Behavior
Configuration Management Plans
Security Configuration Checklists
Privacy Impact Assessments

System Interconnection Agreements
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Questions during C&A Process

» Does the potential risk to the agency operations, assets
or individuals described in the Security Plan (before
C&A) appear to be correct and is the risk acceptable ?

» Are the security controls in the information system
effective in achieving the desired level of protection
defined by the requirements ?

» What specific actions have been taken (or are planned)
to correct any deficiencies in the security controls to
reduce or eliminate vulnerabilities ? Have adequate
resources and funding been allocated ?

» How do the results of the security certification affect
agency risk ?

10
Security Certification & Assurance of
Federal Information Systems T Tutorial



Vijay Madisetti, 06/29/2009

How Security Certification is done ?

A Interviewing

A Inspecting

A Studying

A Testing

A Demonstrating
A Analyzing

Security Certification does NOT include analyzing risk to agency operations,
assets or individuals
(that is a task for the Accreditation Activity)
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What can one say post-C&A ?

» We have confidence in the information system

» Vulnerabilities have been considered in the risk
assessment

» Appropriate plans and funds deployed for
correction

".'I:‘IJ]:EI.':!tIZiJi:I.E- s s ¥ x‘t}l:embﬂi;es.
affecting Program/dgency-level affectins
operatons. CIPERATIONS, ASSETS, INDIVIDUALS operations,
gazels, of ALIETS, OT
individuals -".‘ indivicuals
Local View Local View Local View
AGEMCY AGENCY AGENCY
INFORMATION INFORMATION NFORMATICN
SYSTEM#1 SYSTEM #2 SYSTEM #3
- Seourity conrals - Security cootrals - Secunity conmals
- Svsiem vi'nembilies - System vilnerabilities - Sysiem vulnembiliies
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Types of Accreditation Decisions

» Decisions

Authority to Operation (ATO)

Interim Authority to Operate (for a finite duration till
deficiencies are addressed)

Denial of Authorization to Operate

» C&A Package

Approved System Security Plan

Security Assessment Report (How Controls have been
implemented)

Plan of Actiong & Mile§tor]es

—  Crerview of the saqurity requirements
SYSTEM SECURITY the a=reed-upon secuTity controls, and
PLAN SUPpOTTng security-related docmments
such as fsk sssescment
Sl AUTHORIZING
SECURITY ASSESSMENT —  Security conerol ALBRITEDL 195“1_15 OFFICIAL
REFORT and recommendad comactive actions. OR
DESIGNATED
TION —  Measures implemented or planmed to REPRESENTATIVE
LAN OF comrect deficiencies and to reduce or
AND MILESTONES aliminate known vulnershilities, 13
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NISTis C&A Process

+  Preparabon
INITIATION + HNogfication snd Fesource Identification
PHASE s  Lystem Seqmity Plan Analysic, Update, and Acceptance

SECURITY ¢ Senmty Conmrol Assessment
' CERTIFICATION PHASE *  Seqmity Certification Doommentation

SECLURITY ¢  Securty AccTeditation Decision
ACCREDITATION PHASE s  Securify Accreditation Documentation
t st  Confguration Management and Control
MONITORING PHASE s Secuity Contral Monitoring
_ — +  Smms Reporing and Dooumentation

Source: NIST 800-37 14
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Initiation Phase

» Taskl T PREPARATION

INFORMATION SYSTEM DESCRIPTION

SUBTASK 1.1: Confirm that the information system has been fully desenbed and documented 1 the
system securtty plan or an equivalent documsent.

SECURITY CATEGORLZATION

SUBTASK 122  Confirm that the secunty category of the mformaton system has been determimed
and documented 1m the svstem secunty plan or an eqmvalent document.

THREAT IDENTIFICATION

SUBTASK 13: Confirm that potenhal threats that could exploit information system flaws or
weaknesses have been 1dentified and documented in the svstem secunty plan, nsk
assessment, or an equivalent document.

VULNERABILITY IDENTIFICATION

SUBTASK 1.4: Confirm that flaws or weaknesses mn the mformation sv=tem that could be exploated
bv potential threat sources have bean idenfified and documented m the svstem
secunty plan, nisk assessment, or an equivalent document.
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Initiation Phase (Contd) (Task 1)

SECURITY CONTROL IDENTIFICATION
SUBTASK15:  Confirm that the secunty confrols (erther planned or mmplemented) for the

mformation system have been identified and documented 1n the system secunty plan
or an equivalent document.

IMITIAL RISK DETERMIMNATICN

SUBTASK 1.6:  Confim that the nsk to agency operations, agency assets, or individuals has been
determined and documented 1n the system security plan, nsk assessment, oran

equivalent document.
+  Preparat
INITIATION +  Mogfica
PHASE *  Sysiem
SECURITY . A
I CERTIFICATION PHASE o
" SECURITY
ACCREDITATION PHASE
t CONTINUOUS
MONITORING PHASE
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Initiation Phase (Task 2)

» Task 2. NOTIFICATION & RESOURCE ID

MNOTIFICATION
SUBTASK21: Inform the semor agency information secunty officer, authonzing officaal.

cernfication agent, user representatives, and other mterested agency officials that the
mnformation system requires secunty certification and accreditation support.

PLANNING AND RESOURCES

SUBTASK22: Determune the level of effort and resources required for the secunty cerhfication and
accreditation of the information system (ncluding orgamizations mvolved) and

prepare a plan of execubhon.
»  Preparat
INITIATION # Moafics
PHASE ‘ *  Sysem!

t SECURITY
ACCREDITATION PHASE
' CONTINUOUS _
MONITORING PHASE
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Initiation Phase (Task 3)

» Task 3: SYSTEM SECURITY PLAN
ANALYSIS, UPDATE & ACCEPTANCE

SECUHITY CATEGORIZATION REVIEW

SUBTASK 2.1: Eewview the FIPS 199 secunty categonzation described i the system secunty plan to
determine 1f the assigned mmpact values with respect to the potential loss of
confidentality, integnty, and availlability are consistent with agency’'s actual mussion
requirements.

SYSTEM SECURITY PLAMN ANALYSIS
SUBTASK 22:  Analyze the system secunty plan to determine 1f the vulnerabilities 1o the mformation

system and the resulting nsk to agency operations, agency assets, or indiaduals are

actually what the plan would produce, if implemented.

SYSTEM SECURITY PLAM UPDATE

SUBTASK33:  Update the system secunty plan based on the results of the independent analy=is and
recommendations of the cernfication agent, authon=ing official. and semor agency
information secunty officer.
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Initiation Phase (Task 3)

» Task 3 (Contd).

SYSTEM SECURITY PLAN ACCEPTAMNCE

SUBTASK 34: Review the system secuntv plan to determune 1if the risk to agency operations, agency
assets, or indriduals 15 acceptable.

Key Milestone:
The follownng questions should be answered before procesding to the Secunty Ceriification Phase—

—  Does the FIPS 139 secunty category of the information system described in the system
security plan appear to be comect?

— Hawve the resources required to successfully complete the secunty certification and
accreditation of the information system been identified and allocated?

—  Does the risk to agency operations (including mission, functions, image, or reputation),
agency assets, or individuals described in the system security plan appear to be comect?

—  Having decided that the agency-level risk appears to be correct, would this risk be
acceptable?

19
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Security Certification Phase

» Task 4: SECURITY CONTROL ASSESSMENT

DOCUMENTATION AND SUPPORTING MATERIALS

SUBTASK4.1:  Assemble anv documentation and supporting matenals necessary for the assessment

of the secunty controls mn the mformation system; if these documents mmclude
previous assessments of secunty controls. review the findings, results, and evidence.

METHOCS AND PROCEDURES

SUBTASK4.2:  Select, or develop when needed appropriate methods and procedures to assess the

management, operational, and techmeal secunty controls in the information system.

SECURITY ASSESSMENT

SUBTASK4.3:  Assess the management, operationzl, and techmcal secunty controls m the

mmformation systens using methods and procedures selected or developed.

SECURITY ASSESSMENT REPORT

SUBTASK4.4:  Prepare the final secunty assessment report.
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Security Certification Phase (Contd)

» Task 5: SECURITY CERTIFICATION
DOCUMENTATION

FINDEINGS AMD RECOMMENDATIONS

SUBTASKS51:  Prowide the information system owner with the secunty assessment report.

SYSTEM SECURITY PLAN UPDATE

SUBTASK 5.2  Update the system secunty plan (and nsk assessment) based on the results of the
secunty assessment and any modifications to the securty controls m the information
systemm.

PLAN OF ACTION AND MELESTONES PREPARATION

SUBTASKS3:  Prepare the plan of achon and milestones baszed on the resulis of the secunty
assessment.

ACCREDITATION PACKAGE ASSEMBLY

SUBTASKS54:  Assemble the final secunty accreditaton package and submit to authonzing official.
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Milestone: Security Certification

Key Milestone:
The following questions should be snswered bafore proceeding to the Secumity Accraditation Phase—

—  To what extent are the security controls in the information system implemented comectly,
operating as intended, and producing the desired outcome with respect to meeting the
security requirements for the system?

= What specific actions have been taken or are planned to correct deficiencies in the security
controls and to reduce or eliminate known vulnerabilities in the information system?

' SECURITY
ACCREDITATION PHASE
' COMNTINUOLUS
MONITORING PHASE
- — 22
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Security Accreditation Phase

» Task 6: SECURITY ACCREDITATION
DECISION

FINAL RISKE CETERMIMATION
SUBTASKG6.1: Determune the nsk to agency operatons, agency assets, or mdividuals based on the

vulnerabilibies in the mformation system and anv planned or completed corrective
actions to reduce or elimmate those vulnerabilities.

RISK ACCEPTABILITY

SUBTASKGE2:  Deternune if the nzk to agency operations, agency assets, or mdrniduals 15 acceptable
and prepare the final secunty accreditanion decision letter.

' SECURITY
ACCREDITATION PHASE
' CONTINUOUS 23
MONITORING PHASE
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Security Accreditation Phase

» Task 7: SECURITY ACCREDITATION
DOCUMENTATION

SECURITY ACCREDITATION PACKAGE TRANSMISSION

SUBTASKT1: Prowide copies of the final secunty acereditation package including the acereditation
decision letter {m either paper or electromic form). to the nformation system owner
and any other agency officials having an interest (1.e.. need to know)) in the security

of the mformation system.

SYSTEM SECURITY PLAM UPDATE

SUBTASKT7.2  Update the system secuntv plan based on the final deteromnation of risk to agency
operations, agency assets, or mdnduals.

Key Milestone:
The folloanne guestions should be answered before procesding to the Conomaoe: Montonng Phase—

How do the known vulnerabilities in the information system translate into agency-level risk—
that is, risk to agency operations, agency assets, or individuals?

—  |Is this agency-level risk acceptable?

Secui ILYy UClulvauuvll oL ASDUIL Al ILT Ul
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Continuous Monitoring Phase

» Task 8: CONFIGURATION MANAGEMENT &
CONTROL

DOCUMENTATION OF INFORMATION SYSTEM CHANGES

SUBTASKE1:  Using established agency confisuration management and control procedures,
document proposed or actual changes to the informaton system (Includimg hardware,
software, firmware, and swrounding environment).

SECURITY INPACT AMALYSIS

SUBTASKE2:  Analrze the proposed or actual changes to the information system (inchuding
bardware, software, firmyware, and swrouwndmg environment) to determune the

secunty impact of such changes.

' SECURITY
ACCREDITATION PHASE
' CONTINUOUS 25
MONITORING PHASE
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Continuous Monitoring Phase

» Task 9: SECURITY CONTROL MONITORING

SECURITY CONTROL SELECTION

SUBTASKS91:  Select the secunty controls in the information system to be momtored on a
contimucus basis.

SELECTED SECURITY CONTROL ASSESSMENT

Assess an agreed-upon set of secunty controls in the information svstem to deteromne
the extent to which the confrols are implemented comrectly, operanng as infended,
and producing the desred outcome with respect to meetng the secunty requirements
for the system.

SUBTASK 3.2:

26
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Continuous Monitoring Phase

» Task 10: STATUS REPORTING & h -
DOCUMENTATION = R
I CERTIFICATION PHASE S

SYSTEM SECURITY PLAN UPDATE

SECURITY
SUBTASK 10.1:  Update the system secunty plan based on the documented changes to the information ' e bl

system (meludmg hardware, software, fimywrare, and surmroundmg enviromment) and '
the results of the contimuous momtonng process. - p

CONTINUOUS
MONITORING PHASE

PLAM OF ACTION AND MELESTOMES UFDATE

SUBTASK 10.2: Update the plan of action and mulestones baszed on the documented changes to the
mformation system (including hardware, software, fitmware, and swrmounding
environment} and the results of the contimuous momtonng process.

STATUS REPORTING

SUBTASK 10.3: Eeport the secunty status of the information system to the authonzing official and
senior agency miormanon securty officer.

Key Milestone:
The following questions should be mmswerad before reinitating the certification and sccreditation process—

— Hawe any changes fo the information system affected the security controls in the system or
introduced new vulnerabilities into the system?

—  [f so, has the agency-level risk—that is, the risk to agency operations, agency assets, or
individuals been affected? or

— Has a specified time pericd passed requiring the information system to be reauthorized in
accordance with federal or agency policy? 27
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Responsibility Charts

. e Source: NIST 800-37 28
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